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COURSE & BLOCK INTRODUCTION

An Intranet can be as simple as a web server and some HTML pages which users access
from their desktop or as complex as several specialized servers running multimedia
applications, a technical support Help Desk or Collaborative meeting software vonverting
several remote locations over private networks. '

This course (CS 75) deals covers information ranging from the fundamentals of intranets to
planning and constructing the intranet, It includes the topics namely:

® Web browser to access Intranet: [n addition to the fundamentals of the Intranet,
various other basic issues related to Intranet, the services offered on it, benefits and
limitations hasbeen described.thoroughly in this unit. The student is expected to have
acquired sufficient knowledge from this unit about intranets, their types and in what
way it differs from Internet and local networks,

® Intranet’s security: Security of the contents put on an Intrariet could be of great
concern. While highlighting the various kinds of threats to an Intranet, security
measures and other related issues essential to protect the Intranet from the threats
have been discussed in this unit. It is expected that the student is broadly aware of
various lechnologies available for protecting the intranet and its server through various
soluttons. - -

® Choosing Intranet hardwire and software: A number of software tools are
available in the market today. Similarly, hardware of various specifications are
available to choose from for building and matntaining an Intranet. Concepts on how to
select appropriate hardware and software for running a successful Intranet are dealt
with in this unit, At the end of this unit, the student must be capable of making a
réqulirgment analysis for setting up an intranet or a helpdesk or a search engine portal.

® Setting up Intranet Sites: Once the requirement analysis has been made, it is

expected that the student becomes competent to install and configure the intranet after -

completion of this unit. This unit contains information on how to set up an Intranet site,
offer various services/facilities to the users and how to tune them to sustain it
successfully. '

e Intranet Authoring and Management Tools: This unit contains information on
various Intranet autioring as well as management tools available in the market. These
are the tools that help in improving the look and feel of the information to be hosted on
the Intranet and can be-used for Internet also. Tools with lots of features are available
which can improve the productivity of the professionals as well. '

® Intranet Protocols: Almost all the protocols that can be used for Internet can be
used for Intranet as wéll. This unit attempts to bring out the list of those protocols and
additional protocols specific to Intranet. Special emphasis is given to protocols such as
ISAPI, NSAPI, CGI, etc. In addition, certain information on the latest protocols and
communication methods through CDMA, WAP, etc., those enable mobile

communication have also been-incorporated.

This Course contains only one Block.
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UNIT1 FUNDAMENTALS OF INTRANET
Structure ‘
1.0 Introduction
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1.2 The Intranet'

1.2.1 How Intranet Works?
.22 How big can an Intranet be?
1.2.3 How it is ditferent rom Intemer?

124 Intranes vs Internct vs LAN
1.3 Advantages of the Intranet
14 Types of Intranet
1.5 Software and Hardware Requirement for Intranet

1.5.1 Hardware
1.5.2  Operaling System for.Server and Clicnts

1.5.3 Language Supporl
1.6  Application Areas
1.7 Future of the Intranet
1.8  Key Intranet Terms
19 Summary '
140 Model Answers
1.1l Further Readings

1.0 INTRODUCTION

The history of Intranet started right from the days when networks came in;
however, it found a name and place for itself quite*lately. The Websters dictionary
defines network as:

Network = The sharing of resources between two or more people - Websters

It is well known that the Internet has been in existence since'the mid-70s, and was

" developed initially-by the govemment as a medium of using communication
channels at the time of war. It did not gain substantiaily in popularity unti! 1989,

-when for the first time Web Browser software was introduced and the use of the
(HTML or Hypertext Markup Language) came in. Slowly the concept of websites
_and web hosting picked up. The system was designed from the start, to be very
robust, quick, and easy to use. Additionally the system was built to be available
cross platform, a fancy way of saying that all computer systems would be able to
understand it.

Very quickly, this massive network was destined to become a milestone for the
much talked about “information superhighway.” This has led to an increasing
number of commercial organizations struggling to get to the use of the information
technology services, and since mid-1990, the number of businesses connectmg to
the Internet has multiplied by over 30 times.

Many of these are using the Internet as a source of mformatnon and reference
material, browsing the World Wide Web (WWW) and Newsgroups for the latest
gossip or sharing/knowing facts on a whole range of issues ranging from life style

" to technology and spirituality to current affairs. Others use the Internet for transfer _

of information through the use of messages and data files via e-mail, File Transfer
Protoco! (FT P) or Gopher sites:
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The latest has been the Web commerge that is currently making big news, and
many businesses are setting up electronic shops on the Internet in anticipation of
safe/secure payment techniques poised to become widely available is being
followed. This shall undoubtedly result in an increase in consumer confidence and
in turn the customer would look forward for hetter, reliable and quality service.

. Some of those businesses are also using internet technologies, such as Web
‘browsers and Web servers, in order to provide casy and widespread dccess to

company s information to internal users only. Such networks have been termed as
“private Internets”, could be considered as sometimes having no connection at all to
the outside world, were Jater became popular as “intranets”. Despite the fact that
intranets are for internal use only, the challenges for its use and inaintenance are no
different to those that ¢an be found with the Internet itself. Indeed, building
intranets and connecting corporate networks to the Internet is not a simple task.

Companies are turning to the Internct as an established, easily available, yet cost-
effective resource that will allow them to gain a competitive edge over other players

~4n the field. The benefits of adopting Internet technology range from lower

communications costs (since transporting data across the Internet can cost much
less than using a private network) to greatly improved commaunication 5peeds.
However, it would be notable that there are many different risks involved in having
an Intranet in place.

1.1  OBJECTIVES

In addition to the fundamentals of the Tntranet, various other basic issues related to

Intranet such as the services offered on it, benefits and limitations, applications, etc.

* has been described thoroughly in this-unil. For the benefit of the novice, a list of

common terms related to Intranet has been placed at the end of this unit.

1.2 THE INTRANET

The first web browser was called Mosaic, and the HTML concept, although not a
new one, has accelerated data access and research. In short, the idea was that
although books presented information in a linear fashion, people more often than not
have a need to follow it in a three dimensional pattern. Taking an example of 2
person who might be reading a paragraph on fractals, and then came across a
reference to an XYZ Company using this technigue for developing software on
artificial life. Lot of desired materiat could be obtained and the person doesn’t have
to even know what the XYZ Company is. Before the advent of HTML, either the
person would have turned to the index page-at the back of the book to look for XYZ
Company, or even had to go for Fndmg another book to learn about the fractals.
Now with the use of HTML, a simle click on the word XYZ Company would take
him to an entirely different reference that explains what the company is and what it
does. After reading, a hit on the back button would navigate him back to the exact
place in the document he had been teading carlier.

Every portion of Internet was designed with the forethought to make it robust and ,
¢asy to use. It is assured that a nuntber of mistakes have been made during the
way, and some back tracking is necessarv. but generally speaking Internet has
proven (o be one of the easicst 10 use systems ever evolved till date. This could
probably. be due to the reascn (hat Internet has grown so fast and so vast. The
Internet has grown to over 250 millicn users within 12 years and has already
become an integral part of our daiiy iives.

The literal meanmg ofthe term Intranet as given in various dictionaries is as follows

In’ tra net -4,
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Iy “Anetwork conuecting an affiliated set of clients using standard internet
protocols, especially TCP/IP and HTTP.

2) An IP-based network ol nodes behind a firewall, or behind several firewalls
connccted by secure, possibly virtual, networks.

-

An Intranet is the use of Internet technologies within an organization (or company)
_lo achieve better results than the conventional means of data access and transfer. .
Intranet helps in cutting costs, easy and fast accessibility of day-to-day information.
It could refer to a collection of networks at different locations, but catering to the
requirements of the same organization.

1.2.1 How Intranet Works?

An Intranet can be defined as a private netwark, which uses Internet tools. The
principal tool is the Web browser, but there are other Internet tools such as ftp and -
telnet that are useful. The resources defined as private may be. protected physically
(with a firewall or a separate physical network), geographically (by restricting
access lo computers with a network address on (lic local network), or personally
(by username and password).

Typically, resources will be private either because they are confidential to the
organization (for example, an internal telepione directory), or because they are
covered by restrictive licenses (for example, if the Library subscribes to a
bibliography whosc license restricts its usc to members of the University).

Central |- -~ =
Server

Flgure 1 : Intrancl Is more thyn a LAN but less than Internel

For an Intranet to work, all computers conn scted together in a network must speak
and understand the same language, or prote::ol. The [anguage used is HyperText.
Mark-up Language (HTML) and the protocol that both intranets and the Internet
uses are called Transmission Control Protoc ol/Internet Protocol or TCP/IP. A
network server supports all the activities of .an intranet. On the clients’ side, is
software known as a browser is used, usual ly Nétscape Navigator or Internet
Explorer. -

Fndlmeiuls
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The browser when invoked seeks a server computer through the communication
medium that has the first or Home Page of the Intranet, which is usually seen inthe
folders as ‘index.htm’. This is the default page for accessing the.intranet from any
compuler attached to an internal network. This is what automatically appears on
the screen when a user logs in and clicks on the browser icon on the desktop for
accessing Internet also. The hyperlinks to specific files or databases requests for
files send the control from anywhere on the networkto the browser. The server
accesses the file and sends back a copy of what it contains to the computer or
client that has requested for it.

It is the simplicity of TCP/IP that makes Intranets so easy to set-up. Web browsers
can be used to connect to virtually any information source, from Structured Query
Language (SQL) databases to highly proprietary information systems.

1.2.2 How bigcan an Intranet be? -

As a big as a community of interest. Scale is an important factor in web
implementation, but it has no bearing on the logical association of clients that make
up an intranet. For example, a workgroup with one web server, a company with
several hundred web-servers, and a professional organization with ten thousand
web servers can each be considered an intranet.

While nothing constrains these webs to be “inside” or bounded in any physical
sense, size is a significant from a network design perspective.

1.2.3 How it is different from Internet?

Generally an Intranet is different from an Internet in the fol lowing ways:

1) Intranet is 2 network within the organization whereas Internet is a worldwide
network.

i) Intranet has access to Internet but not vice-versa..

Once the difference has been defined, the immediate possible question in
everyone’s mind would be: Is an intranet faster than getting data.over the internet ?
The answer to this would be mix of features of local area network (LAN) as well
as that of Internet. Clear answer depends on the possible ways of connecting the
client to the network that could be as folfows:

e Ifthe network is totally contained within a LAN, then it will get LAN speeds.
.. the web server is connected via LAN to the client computer.

"o If users are connecting remote locations, and use the Internet as backbone /

transport, then the speed becomes dependent on the Internet 1tself and the
speeds by which it is connected.

e [fperformance is really Lhe issue, users could also run the Intranet over private -
lines, such as [rame reiay. Then it can actually contract with the phone
company for actual performance levels of speed. i.e. 56 kbps, 256 kbps, etc.

* Approximately Intranet operates at 10 Mbps — 100 Mbps internal and 33.6 kbps -

for remote access employecs.

Answer o question such as “Which is right for the business? Intranet or Internet”

purely depends on how the application is view: ed as. The major difference between
the Internet and an Intranct is focus: An Intérnct site looks outward from the company,
and an Intranet site |s usually for internal use only.

[ =g




1.2.4 IntranetvsInternet vs LAN F““D"f"r:l:::::
It is certainly possible that both Intranets and the internet can coexist. As spelt

theoretically, the entire intranct could be locatcd at a remote site and users who are

spread over a number of geographical locations can be permitted to access the data

using secure links. Though cutting off the intranet from outside world physically

would make it function like a local network, it has its own advantages. The main

advantape being a higher level of security. The immediate disadvantage is that if the

organization has remote locations it will have to evolve methods for permlttmg the

employccs or users to log on 1o the intranet.

When it comes to comparison between Intranct and LAN, it can be clear!,

observed that an Intranet is a network within the organization whereas LAN is a

campus wide network; geography plays a vital role. Intranet may be considered as

a aroup of LAN’s of an organization connected together, could be through a WAN.

Naturally, all the facilities that are available in client/server architecture arealso- -

applicable here.

- m— A,
é '/;=\\'
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Figure 2: Intranct is 2-group of LANs inlerconnected (may be at different focatlons)

1.3 ADVANTAGES OF THE INTRANET

The most easily noticeable difference between an Internet server and a
“collaborative” computing solution such as Lotus Notes (also called gronpware, ¥
could be used for Intranet server) is the design philosophy. The Lotus Notes has - .
been desugued as a proprietary system for areas lacking proper connectivity, it uses -

a proprietary database structure, wluch replicates data and does not provide quick

access to remote databases.

The real-world benefits and applications of intranets can be many in number. One
major benefit of intranets is that it could be used to enhance communication, which
in turn could lead to improved linkages within the organization. This communication
could happen between various workgroups; depattments, or even within ent:re
organization, simply by hosting the contents on the intranet server.

Intranet can largely eliminate paper-based docunients, which olherw:se become

outdated over passage of time.. Increased communication will also.tead to

tremendous reduction in expenditure for numerous publishing services suchas -

creating, printing, and distributing information for internal use. -Besidesthese - - , o

benefi ts Web and conferencing technologies can be ea5|Iy prov:ded to improve ' b9
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-creativity, but it has its own advantages.

_ synergy amongst the emplbyees; still further, collaboration can be enhanced by use

of internal newsgroups and mailing lists. Information posted to the newsgroups and
distributed via mailing lists can be made available to selected groups within the
organization and archived as a repository of information.’ ' '

Using Internet technologies on an intranet means that organizations can deploy
integrated applications that.connect public and private networks using the same
applications and data. Hence, straightaway standardizaticn ofactivities or process
will find its place. It could be possible that all users.have to use the same
environment in such an event thereby causing a fear for loss of freedom or

Examples of successful intranet applications

Bharat Petroleum Corporation Limited (BPCL), a major oil company of India (http://
www.bharatpetroleum.com/) uses an intranet to provide their employees with an
efficient way to share the internal company information and let a number of
workgroups to share and work on various projects. However, usin g the Internet,
they also distribute-financial data and.news announcements to customers,
shareholders, and others outside the company. The BPCL Web site also offers
prospective customers an opportunity to conveniently apply for its Petro credit cards
and to purchase merchandise offered in their Web-based catalogue.

- The product development teams at Maruti tdyog Limited, India’s leading car

manufacturer (http://www.marutiudyop.com/) use the company’s intranet to get
their products to market conveniently and faster. The intranet also facilitates
communications between sales, service, and remote field 1leams around the world,
allowing the company to capitalize on areas of expertise in various locations. As

with BPCL, the MUL employs Internet technologies in addition to.the intranet
“solutions to educate customers and their worldwide sales force about new products.

Prospective customers can easily find product information including photographs,
datasheets, comparison of various models and success stories. as well as check on

 the availability of the Jatest car releases. Back in the server roont, the intranet runs

safely behind their firewall, the company comiects its dealers and vendors.to usc the

benefits of intranet for minute-to-minute update of tnventory levels forinaintaining a .

balance of supply-demand chain. The company publishes an electronic sales guide
with important information their sales netwerk can use to sell their products.

Broadly speaking, the benefits can be enumerated as follows:

¢ Cheaper: Use of client browsers with one standard Window interface.
oflers easy integration with a number of other applications, such as
electronic mail, faxes, videoconferencing, calendaring, and Iinkages within
messages: As a single interface to a variety of information sources, the
browser is cost-effective, highly efficient, uses minimal resources, and very
easy to use.

® Versatile: An Intranet server eliminates the need to replicate database by
providing users with easy access to source data, A single WWW scrver
platform can support both internaf and external applications for both
internal information - sharing and external marketing on the Internet. In
contrast, the Lotus Notes application is costlier and purcly an internal
application. :

®  Flexible: The Intranzt provides the users with access to centralized
information resources on a single point-and-click basis through the browser,
‘which is available on a variety of client platforms (Windows, Mac, Unix,
<+ efc.), at any location. With Notes, data distribution is in realtime, on an as-
requested basis, over a public (or private) network.

Intranets obviously have many advantages to both the organisation and its
personnel. ) . -
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e The most obvious advantage is that everyone with access to a computer
terminal can obtain the entire store of information that can be easily updated at
regular intervals. It is essential to note that even a simple database like an
organization ielephone directory gets outdated quickly, sometimes even before it
is printed on paper whereas an oa-line directory can be updaled immediately
whenever there is a change needed.

® Intranets encourage integration of applications; such as the simple word-
processing application could be easily linked with e-mail services, and as such
this redefining of the ways and possibilities could be used more efficiently and-
effectively.

e Intranets provide access to electronic databases, documents, el'.ctronlc training
manuals, office c1rculars internal job vacancies, etc. Any ty'pe of information
the company feels is informative and usetul can pe hosted on the central server
or databases, which can be extracted by browsers when needed without the
employees having to leave their work area. This features provides a further
benefit, i.e., freedom from the work area. The employee is free to travel
anywhere without having to worry about what are lying on his desktop, since
every information required is available on the Intranet site which could be =asily
hooked up from his laptop computer and a mobile modem.

® The ease of use of the end user would be the most noticeable because of the
similarity of intranets to the Internet. Since the intranet technology is based
purely upon the user-friendly atmosphere of the World Wide Web (WWW), the
. system is very easy to use. It does not matter that users do not necessarily
understand the intricacies of how the information tlows up and down Lo their
workstation orto the centralized server; it is the ease of obtaining required right
information at right time, which matters the most.

Several other factors contribute to increasing the profitability of a business. For
companies that are highly dynamic and rapid in actlon the primary factors -among
those are:

Increased market share
Increased product margins

Cutting expenses

Utilizing existing resources more efficiently.

Increasing market share and product margins leave to the Marketing and
Purchasing personnel. The cost cutting however can of help to the central office or
héadquarters. The last factor is crucial to the company’s Planning department
since profitability the company’s most crucial and bottom line consideration. Most
companies today are suffering wilh inefficiencies, redupdant operations, and
unproductive tasks: Many of these can be greatly reduced or ellmmated with a
well-designed Intranet

The following activities can help the companies for building up a well-designied Intranet
site for themselves that will improve the overall profitability:

e Improved and mnre efficient employee training

e Decreased orientation tirne before new emp'loj(ees become productive
e Improved employee and departmentai morale

e Beltter project management

® Increased inter-departmental communication channels

Fundamentals
of Intranee
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& _ Fasterand improved dissemination of information to all departments
e Inter-department collaborative efforts

® Decreased production costs if currently publish information for internal use.

1.4 TYPES OF INTRANET

Intranets have been broadly classified into three types based on their functionality,
viz., the Bulletin board, database management and information access.

¢ Bulletin board: This type of Intranet allows everyone in an organization the
capability to review or update information that would normally be placed on an
_ organization bulletin board, such as, a calendar of events, a status board,
pictures of events or employees, policy changes, etc. It just acts like a
broadcast system or notice board of the company in Whlch updates may be or
may not be frequent.

. ® Database management: Thistype of Intranet allows everyone in an

organization with the capability to maintain a “real-time” interactive database.
The database can be used to support the tracking of products, inventories,
bidding, or provide information on a particular subject any time of day, from
any location. The information is kept updated as quickly as possible since time
and information is money for the organization.

® Information Access: This type of Intranet is the type commonly found on
the World Wide Web. The static web page may include information on any
subject. The static page can then be accessed from a S|mple search engine
provided free as part of the Internet.

This “free service” networks are now-a-days making good money through -
advertiseriients, even major newspaper companies and news agencies have
started using this type of intranets of late for proper organization of news
items and finally hosting of entire content to th¢ internet with a click of the
mouse button. Information access is the key to making the Intranet
commercially feasible, While individuals within an organization may have
secure access to particular parts of an Intranet, the marketing and promotion
of an organization is the accepted norm. By advertising on the Internet the
organization is available to a broader customer base, via the global structure of
the Internet.

Some experts have taken a lead and have categorized intranet into four different
types based on their application or usage as well as its architecture. They are as
follows: .

. The Communications Intranet: Intranets of this type tend to feature in
geographically dlspersed organizations. The motivation for its implementation
is greater efficiency and cost saving, through the reduction of fax and
telephone calls. This intranet is common with franchises or organizations that.
have a large number of salespeople or agents in the Ticld, for example, Maruti
Udyog.

@ The Integraling Intranet: These intranets are designed to replace the
complexity of in-house communications and processing systesris that in large
organisations often use. Different interfaces commonly lack means of

" interconnection. Such intranets offer organisations a coniinon interface
(through browser) that can link-up its different divisions through hypertext
links. 1t follows that standardisation is paramount in an integrating intranet. for
- example, IGNOU.,- :
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e The Catalogue Intranct: intranets of this type are olien more accurately
described as extranets. They are desigied to give access to a large catalogue
of information, like a multimedia catalogue. Example, a news agency or
companies offering search engines like ihe Yahoo.

® The Single Sign-On Intranet: This intranet, if managed efficiently, allows
maximum security by firewalling anyone from inappropriate sites
automatically, for example, the railways.

It would be notable that any of the above intranets can be controlled or firewalled
through passwords and user IDs to safeguard security throughoutan
organisation. The fourth type of intranet dispes=s with individual log-ins or
passwords opting instead for a single sign-on for all users and letting each system
look-up the appropriate access privileges for each user.

1.5 SOFTWARE AND HARDWARE REQUIREMENT
FOR INTRANET

The Software and Hardware requirements for setting up an Intranet are as follows:

1.5.1 Hardware

Ari Tntranet is simply a standard Wide Area Network (WAN). The use of the.term
Intranet recently to describe using software developed for the Internet on the
company’s WAN. Web servers are an cxample.

To setup a WAN, one will need to have some type of communications between the

different sites. National ISDN, Very Small Aperture Terminal (VSAT) connectivity

or a-long distance Frame Relay could be the best-choice. 1t will be'essential to
instali a router at each site. Each router would connect back to a central site over
dedicated phone lines. Note that the hardware should be configured for the .
following protocols/ services.

Protocol/Service To be installed on
1P Network

HTTP Server
SMTP/POP3/IMAP4 Server

LDAP Server

X509 Certificate . . Server

Java ORB

Document Server Server

Scientists also describe how optimal performance of intranets is associated with a
number of key hardware factors. In order to optimise performance, servers with
fast processors and large amounts of memory are essential. They also noted how
good multi-tasking and multi-threading ability is also crucial for most of the Web
applications. In addition, sufficient memory and disk capacity at the user
workstation would improve performance through increased caching. The limitation
of large image files can also be considered important to improve performance, but
images may be equally important to expand and illustrate data, and pages of text
can be discouraging, especially in an educational context. Finally, the database
itself, which forms the foundations of almost every intranet, can have a significant
effect on performance.

Fundawmenials
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1.5.2 Operating System for Server and Clients

On the Server

Since 1994, when the original pair of web servers — NCSA HTTPd and CERN
HTTPd, dozens of commercial and shareware programs have been developed.
While the Netscape Enterprise Server defines the commercial high end, the other is
Microsoft’s internet Information Server (1IS) Netscape Enterprise Server and
lightweight Fast Track Server.

Onl thg Clients

All of the clients running popular operating systems such as Microsoft Windows,
MacOS, Unix, etc. could be used to function as backbone software for the
Intranets.

Only one software is sufficient for working with the Intranet viz., the browser
software that should be loaded on all the clients. This software sérves as a single
interface to both the Intranet as well as the Internet. At present, Microsoft Internet
Explorer and Netscape Navigator both remain the top web browsers available.
Apart from these, various other web browsers are also available to access the
information such as NCSA Mosain

153 Langu:ige support

Intrahet works on the basis of scripts written in any of the following languages, viz.,
SGML, HTML, DHTML, XML, ASP, CGI, Perl, UML, VRML, etc. Though
almost all are variants of the basic markup language or development over it, all
provide flexibility to program the needs of the organizations. It is essential to test
minutely how the output looks when published on the central server, by using
different browsers on different operating systems.

1.6 APPLICATION AREAS

The uses of an Intranet are only fimited by imagination. Some of the larger sectors
where Intranet can be easily and successfully implemented are as follows:

o Education Sector
v Universities _
v Colleges
v . Institutes
® Industry Sector
v" Small and large scale manufacturing
v Automation and contro}

® Service Sector

v Hotel
v Tourism
v Travel

v Transportation
v/ Communication
® Research & Development

S Laboratories

oy v g g oy




The following is a partial list ¢f many potentiai uses of the Infranet, heth commenty

v Organizations -
v  Space

® Government Sector

v

S

v
v

Ministries

Departments

States
Law & order

uscd and not se commonly used.

Company Documents

v

NN NN SN SN

N

Manuals

Building Maps

Airport Directions to other Company locations
Approved Vendors list

Company Newsletters

Procedures library

Product Manuals

Daily Bulletins -

History graphs
Knowledge Base

Competition products, hews and web sites

Customer related

v

AEE L N

v

Controlled Responses
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. Training .

v"  Employee Proficiency Training

. Training Malerials

v Video Training
. Coordination and Control

v Form Routing

v Forms Library

v Help Desk Submission Forms
. Meetings related

v'  Meeling Minutes

v’ Meeting Schedules
v" Online Mectings
v

Meeling Room Schedules.

1.7 FUTURE OF THE INTRANET

At present, the world of information technology is guided by the C? paradigm that
stands for command, control and communication, which is normally used for military
applications and strategies. These techniques are poised to become obsolete with
the advent of Intranets'and shall no longer remain the driving forces in companies.

The talk of the day start with another C* paradigm that stands for coordination,

cooperation and collaboration. And this is what available in store for the future. It -
- emphasizes better support and interaction towards common goal between various

activities within an organization.

And this is possible through 1he Intranct technologies, which is helping in redefining
the whole new world of computing thereby making integration a buzzword for.
everyone.

As stated bv experts that it is ‘because the browser has evolved far beyond its
original uses, it may well become the universal inter(ace to all information resources
tn the future’. As Internet lechnology expands, then it follows that intranets must
necessarily benelit from these advances since the technology is shared. “The result
will be the increased integration of corporate data-access systems with inter-
corporale communication systems and corporate-cuslomer communicalions™.

1.8 KEY INTRANET TERMS

Following is list of most widely used terms, which come in-way during study of
Intranets:

Applets: Little programs that can make the Web pages more aesthetically beautiful
by-means of animations. text, and graphics moving across the sereen.

Bits, Bitmap: Many tiny dots, which are put together to make a picture. Bits are
combined to make a graphic image called a bitmap. GIF and JPEG files are the
most popular kinds of bitmap files.

Bookmark: A list of pages a user likes to frequently visit. Netscape® Navigator
and Explorer® have a “bookmark” menu item which allows users to add favourite
sites via the Bookmark aption. A term cquivalent to the conventional bookmark
used by readers to indicate positicn in a lext book where they left it while reading it
last time. ’




Browser: A program that allows the user {0 access and read information on the Fu ""r“lf":"“'“

. . . . 1] n I
World Wide Web. Netscape® Navigator and Microsoft Explorer® are the best ane
known browsers.

Counter: A software code that indicates how many times a site has been visited.
It gets automatically updated and is usually represented by a small rectangle with
numhers normally visible at the bottom of web pages. something like the odometer
of a car,

Cyberspace: The conceplual or virtual arca where pages, data, images, and ali the
rest are stored. Tt is the area from where requests are accepted and fulfilled from
compuler Lo compieler, user O user.

FAQs stands for Frequently Asked Questions. Common questions and their
answers that occur regularly within a user group. FAQs also appear as a hot link
on many web siles and sometimes acts as reservoir of knowledge about the
company or its products. FAQs are a time-saving feature for all kinds of users.

Firewall: A protection of the internal company network against unauthorized
access via the Internet. -

Frame: A presentation format, which enables Web page designers and users (o
mark a part of the screen for links to other pages. Frames usually appear on the
left side, top, and/or bottom of the sereen. Frames conlain icons and hot links.

File Transfer Protocol (FTP): A very common method of moving files betwcen
two Internet sites. FTP is a special way to log in to another Internet site for the
_purposes of retrieving and/or sending files. There are many Internet sites that have
established publicly accessible repositories of material that can be obtained using
FTP by logging in using the account name anonymous. Thus, these sites are called
anonymous FTP servers. '

Graphics Interchange Format (GIF): A type of graphics file found frequently
on the net. A picture of a vice-president, for example, may appear on the Intranet
as a GIF. :

Home Page: The primary Web page for an individual or organization. These page§
link to other related pages. :

"Hot Links: A cuanection from one Web page to another. A hypertext link. Hot
- links are frequently indicated by coloured, underlined text and/or an icon. Hypertext
markup language (HTML), the language used in writing pages for the World Wide
Web. No knowledge of HTML is necessary for using the Intranet, or for
maintaining pages.

-

Hypertext Transfer Protocol (HTTP): The way Web pages are transferred
over the internet or an Intranet. feon 4 small picture or graphic uséd to represent a
location in the inter- or Intranet (for example a flow-chart graphic to take the user.
lo the departmental flow chart); an action (a mailbox as a place to send feedback),
or a program (a[W]to indicate Microsoft Word).

Daemon: A daemon is a Unix background process that implements the server side
of a protocol.' Daemons are unique to Unix. For example, FTPd stands for the File
Transfer Protecol daemon. :

HTTPd: It stands for HTTP daemon. HTTPd is the program run on a Unix
platform to establish a web server. On other platforms, such as Microsoff
Windows NT, the web server is a background process implemented as a system
service. o -

ISDN: Stands for Integrated Services Digital Network. It is 2 way to move more

data over existing regular phone lines. ISDN is rapidly becoming availz"le to

almost every country and every one who need it, at affordable charges and data

transfer rates. In.most countries.it is avaijlable at a price comparable to standard ) L.
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analog phone line connectivity. It can provide speeds of roughly 128 kilobits per
second over regular phone lines.

Java: A programming language that in particular, allows browsers to download and
run applets (very small programs allowing animations and the like).

JPEG: Stands for Joint Photographic Experts Group. A standara format of storing
digitized, colour, or black-and-white photographs. JPEG files are smaller than
corresponding GIF files.

LDAP: Stands for Lightweight Directory Access Protocol. LDAP is preferred for
creating directories. LDAP provides a standard way for Internet clients,
applicalions, and servers to access direciory services using TCP/IP, regardless of
the hardware/software platform.:

Network: A number of computers connected together. L
Internet: Lots of networks all over the world are connected to make the Internet,

Intranet: Lots of networks connected within an organization (locations could be
geographically distant) such as a university or company.

Search Engine: Software used to find information on the Web. Examples are _
Google, Lycos and Yahoo.

" Server: A computer with the capacity to provide connectivity (sharing) to multiple

personal computers or clients.

Surfing: Going from page to page, link to link, via a browser. Surfing can be called
“clicking” for the mouse clicks that make the process possible, or “linking” from the
program'logic, which makes the process happen.

T-1: A leased-line connection capable of carrying data at 1,544,000 bits per second.

Theoretically, a T-1 line could move a niegabyte at maximum capacity-in less than
10 seconds. This transfer rate s stiil not {astcnough tor tull-screen. full-motion
video, for which at least [0 Mega bits per second would be needed. T-1 is the
fastest speed commonly used to connect networks to the Internet.

TCP/IP: Stands for Transmisston Controi Pratacol/Iniernet Protocol. This is the
aroup of protocols that define the Interiret and communication incthod used by it.
Originally designed for the UNIX operating system, TCTP/IP seftware is now
available for every major operating system. In order to be compatible to the
Internet. the computer must have TCP/IP compatible soflware. -

Uniform Resource Locator (URL) : Address of location for accessing Web
pages. Clicking on an icon or “hot text™ is the most common means of accessing
and using 2 URL. Typing the URL in the *Location” on Netscape® Navigator or
Internet Explorer®, (for example, {INTRANTET MAME] G [CONPANY
NAME].com) is another way of getting to a Web page.

Web or Net: The World Wide Weh (a server) cansisting of a hypermedia system
(linking sounds, text, pictures, video) that the computer (a client) can access.

Web Page: The basic unit of the Worid Wide Web. [Information on a Web page
can include graphics, audio-and video. A number of prOperly linked w eb pages

make up an Intranet or interncl.

Web Server: A host computer that stores Web pages and responds to requests for
viewing. Web servers communicate with Web browsers (by HT'TP).

Webmaster: The supervisor ensuring that the system is up and running; the
coordinator of access; the administrator for communications between users and
hosts [o siles. ) i
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1} The browser vwhen invoked seeks a server computer through the.
+ comunuication medium that has the first or Home Page of the Intranet, which 4
is usually scen in the folders as

2) The most casily noticeable difference between an Tnternict server and a
“collaborative” computing solution such as Lotus Notes (also called groupware,
could be uscd for Intranet server) is the N

3) allows everyone in an organization to review or updatz
intormarion

4) , if managed efficiently, allows maximum security by
fircwalling anyone from inappropriate sites automatlically

3) VSAT stands for

1.9 SUMMARY

Intranet is a network -of networks meant exclusively for an organization. The
networks could be spread over a number of locations. Tntranet uses the concepts
of client/server technology, Intemet, WAN, LAN and many others.

Intranet implementation are usually highly mexpensive. except the communication
connectivity cost between different locations. Intranets support everything that
-Internet supports but vice versa is not truc. Users can connect to their company’s
intranct through a web browser, which provides a single interface to a reservoir of
information. - '

Thougli there are a numbcr of strong advahlagcs of using intranets, security of
information could be highly concerning since the information has to flow through
WAN. : :

There are two ways of using specialized software on the intranets, viz., through
intranet server software or through groupware. The latter is constdered costly but
have its own advantages.

‘In future, one can see a fusion between the intranet and groupware thereby
‘bringing lot of benefits. Similarly, the intranets are expected to bring in better

. coordination and control within any company and consequently, the existing work
pattern of the employees is also likely to change. :

1.10 'MODEL ANSWERS
1)- Index htm
2}  Design philosophy
'3)  Bulletin Board
4)  Single Sign-on hﬁaqet

'5)  Very Small Aperture Terminal
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1.11 FURTHER READINGS

‘1) Intranet and Web Databases for Dummies by Paul Litwin, Hungry Minds Inc.

(Publisher). -
2) The ABCs of Intranets, BPB Publications.
3) Bw‘fd:'ng the Corporate Intranet by Steven L.Guengerich, John Wiley & Sons.

Reference Websites

1) http://svww.sun.com

2) hup://www.microsoft.com
3) http/fwww.intel.com

4) http://www.motorola.com

e o = e gy o ey




UNIT2 INTRANET'S SECURITY

Nreerare

2.0  Introduction

s

I Objectives

12
(%)

Security Concerns

i
Lo

Threats

231 Intermal Threats
2.3.2  External Threats
24 Sccurity Solutions
2017 Bordwaie
242 Sofiware

2,43 Informalion
244 Cuertification
24.5  Virewalls

246 Encryptionfdecryption methods
247 Necurity Pu‘licy

208 Multiple Layvers of Intranet Security

249 5S0CKS
2,57 Advise from Security Exports
2.6 Summary
2.7  Model Answers
28 Tuwrther Readings

2.0 NTRODUCTION

Every . mpany starls its operations with a genuine and honest thinking. As the
time passes, based on the need of its employees as well as customers, a number of
processes evolve automatically, which form the core of experience as well as strong
standing of the company.

Through the security breaches, companies loose highly valuable information. What
is the most valuable thing any company has with it? Truly, it is the ideology of how
to implement its creativity in to the market and see that the experience and services
reach customers properly so that both the customers as well as the ~ompany
prosper simultaneously.

Imagine a situation when a company develops a major new product secretly using
its Intranet. Hackers break the security and 1ake away all the details or even cause
certain danuge to the software products. They can even sell the details to the
competitors or blackmail the commpany,

Security has long been seen as a major threatening point in the implementation of
Internet or intranct technology in any enterprise. As networks have grown and
connected to the Internet, a huge variety of hackers have haunted the professionals
responsible for both delivering information within the enterprise and to its partners,
and protecting it from unauthorized outsiders.

A good security technology should be powerful enough to support the features
administrators need, including rules validation to inform the administrator of potential
security back doors, automnatic incident reporting to inform administrators when a -
security breach has occurred, and secure management of the firewall itself so

. hackers cannot reconfigure the firewall and create security problems.

2i
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2.1 OBJECTIVES

Though computerization helps a lot in proper organization of the rich experience, it
also opens Pandora’s box simultaneously. On one side lies the benefits of proper
organization and quick access to the experience and on the other side there are
hidden problems of dishonesty, distrust and a number of unforeseen and unwanted
conditions. _

Security of the contenls put on an Intranet could be of great concern since
information in this Information Age is as valuable as money. This unit deals with
various kinds of threats to an Intranet, and security measures to protect the
Intranet from them. '

2.2 SECURITY CONCERNS

The history of security concerns is not new to any one. They have been of great
concern to man and since many centuries man has been endeavouring to devise
new techniques for strong security measures.

Every time the technology updates itself, new techniques evolve, but at the same
time the thieves or intruders (in the information technology line, they are called

" “hackers™) also get equivalently intelligent since they too must be using increasingly
sophisticated tools. Hence, in order to prevent them from intrusion, the companies
who manage Internet and intranet sites full of voluminous information and

- experience must do proper policing as well in addition to their existing day-to-day
activities.

Even though the security capabilities of the latest Internet and intranet technologies
have enabled the companies to control the availabi lity of information and its _
authenticity in a much better manner than ever before, still many things have been
left for completion. The increasing sophistication of both server and client software
means that extremely strong levels of security has provided buiit-in without actually
requiring users to undergo complex teasures to control the access as well as even
to hack them down.

In order to prevent the intruders to enter into the house, it is necessary for the
house owner to look after the behaviour of internal and external people (usually
who deal with the owner directly or indirectly). Similarly to prevent the data from
the hackers, the Internal or External security concerris, possibility of attacks and
their measures have to be carefully analyzed well before hand in order to avert any
eventuality. '

Access to the intranet site can be broken down into:

e Those who can enter the site;

8 The who can access the various secured areas; and
® Those who can update the site’s content,

Out of the above three, the first two could be considered safe whereas Lthe users
who fall under the third category could cause the company’s professionals to have
sleepless nights. '

2.3 THREATS

It must be clearly understood that the source of threat and the likely target could be
many in number but ail of them can be classified as either major or minor threats.
Similarly, they can be organized into two groups viz,, internaf and external threats.
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Details of threats have been dealt with in subsequent paragraphs. ranel
. ur .\

23.1 Internal Thrcats

Laternal securily problems are probably the most common. Oue never knows what
someoie is going to do. Even the most loyal employees or workers can change their
tune and turn maticious. wreaking havoc on the compiing environment,

By thoroughly scrutinizing the workers' backgrounds, references. and previous
employers carefully, and changing and auditing security methods, especially

_ observation of the work pattern or behaviour of the employees (may be on day-to-
day basis), it would be possibie 1o know abuut the possibilities of internal threats
beflore hand. Stll further, this information would be useful Lo track down the line.
easily when any atlack takes place.

2.3.2 ~External Threats

External security threats are the most problematic ones. Till date the greatest threat
was the virus menace. ‘Now, with the sophisticated technology, 2 number of new
(hreats have also developed. It becomes difficulito know when an ouwtsider will
attempt 1o hack down ihe systems or who the intruder may be. There are a number
of examples in the past, the recent being hacking of Indian government’s servers by
certain terrorists and foreign nationals.

Some people go to great extremcs to gain access to the systems and information. If
intranel is connected with outside world via the Internet, it will discover a whole
‘new set of potential problems and subject to a number of attacks.

Complete and proper sccurity configuration and administration is indeed a complex
issue. One should think carefully about the security breaches before connecting to
the Internet. One of the simplest and crudest methods could be that too many
system administrators connect to the intranet first assuming that Internet should be
treated as the potentially hostile environment and consider security at a later stage.
This method could be highly useful in detecting possible loophales in the system
before hand.

2.4.. SECURITY SOLUTIONS

Though there are a number of security solutions available due to sophistication in
technology, there are a number of risks and difficulties attached to them. The
attacks could be momentary but the aftermath could be so much disgraceful that it
may take many months or even years 1o get back to the normal History is evident
that mariy such attacks have led to total shutting down of the company itself.

The prime most could be the unwilling overhead in the form of huge investinent on
extra hardware and software. It is quite possible that while implementing various
security measures, the company ends up with investment more than the actual cost

of the hardware and software.

Additionally, sufficient training for concerned personnel would also have to be added
up to the expenditure slatement. Hence, keeping all these issues in view, the
company has to plan in such a manner that the investment on providing basic
computing infrastructure and that of its security are properly balanced.

Security models

The first and foremost thing one needs to do is to chalk out a security plan and
policy based on any security model. The term security policy shall appear a number
of limes while dealing with different security measures since it forms the foundation

for the measures. 23
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Itis essential Lo distinguish between public knowledge information and the more
detailed pieces of information retating 1o specific groups. departments, or projects.
Very obviously, there is no need at all to keep docuiments such as web site matcrial,
press releases, product information, ete. that can be found anywhere is public.
They can be found in any newspaper or Website, care must be taken to review and
protect the intellectual property. '

A classical case study: With due acknowlzdgements to a security exponent
who proposed this theory. He has carefully classified the security models by
giving striking analogies to the real world in the form of following live generalized
examples that happen to everyone during day-to-day activities:

e  The Opcn House: In this case, the front door and all thé rooms are unlocked.
Visitors will be free to move around anywhere from any room to any room.
This resembles to an unprotected site where users do not require any special
authentication to view the information. -

o The Owner: A case where.the front door is locked but all the rooms are
unlocked. The owner lives in the house and locks the front door in order to
keep the neighbours out but once anyone gets into the house, they will be free
to go into all other rooms. This is a useful security model if any company gets
alot ot outsiders (i.e., customners, visitors, consultants, etc.) passing through but
only want to have its employets access the site. -

e The Garden Party: An excellent case in which the front door is unlocked but
certain rooms inside the house are locked. Anyonc may wish to allow people
to help themselves to the bar on the front lawn and get into the washrooms but
not necessarily into the bedrooms where the owner has kept al! of his personal
things.

@ The Paying Guest: This is a must stringent measure than the above in which
the front door is tocked and certain rooms are locked. The guest has a key to
enter the house and is able o get into his room only buit the other rooms are off
his limits. This model will verify whether or not a user should be allowed to
enter the site. Once this user is auihenticated. only then he or she may move
freely throughout the other ronms as long as they have access to them,

o The Fort: A lacked massive iroe oate veith barhed wire, frent door lecked, all
rooms also locked, and there is a watchman guarding ihe house. Simple. uiless
- the users have the proper credentials or certificates ar entry passes, they will
not be allowed te get in.

Any one can select any of the above security medel or a combination of them.
While selecting it should be borne decp in mind that every model have its own cost
factor and other considerations.

24.} Hardware

The first ccmponent in the computer system vutnerabie to attacks or threats and
most important to be protacted is the hardware. The [allowing are same of the
common threats to the hardware:

@ Thelt of a computer, prinier, or other resources,

¢ Tnmpering by a disintercstad or frustrated cmployee who takes cvery chanee 1o

manipulate with control switches, tampering the network or cuts the cable.

@ 'Destruction of resources by means that can cause terrific problem like fire,
nood. ot vlectrical power surges. Since some of them are natural diiacks, they
may or may not be in the control of the human alone, however, protection
should be thought of well in advance.

"¢ Ordinary wear and tear.




In order to implement solution to the above threats, it is advisable that the company
should maimain proper password protected hardware wherever necessary, it should
also consider keeping the other peripherals and networking components out of the
reach of common users and employees. Further, the provision of keeping hardware
backup (extra compuiers and servers, may be of lesser capacity) as standby when
the one working gencrates trouble due to attack or wear and (car; it is likely that the
company may find 1his option a costlicr, it is strongly recommended 1o consider it
seriausly. '

The cabling should be properly laid out in conduits and only few “trusted” personnel

should be entrusted the work of overseeing the activities. It is also to be ensured

that the passwords, tirewalls, etc. measures are not handled by only one person and

also that communication of confidential information such as change of passwords

and documents do not fall into the hands of unauthorized personnel, - i

2,42 Software

The second component vulnerable,to the threats (o the system is software. Threals
to soflware may include but not limited to the following:

» Deletion ol a program, either by accident or by malicious intent.
o  Theft of a program by the user.

e Corruption of a program, caused either by a hardware failure or by a virus.
Usuzlly, it has been observed that more of the attacks are due to virus attacks
thai cause terrible destruction in moments.

o Bugsinthe software (intentional or unintentional},
s Virus attack.

The software developers have wide experience of tackling such issues. Students
who develop software project spending days and nights struggling with software
code to make things happen suddenly find that their files do not open or are missing.
Reasons could be many, it could be disk drive media failure, virus attack, '
unintentional deletion, cross-linking of files, corrupted file allocation table, bad
sectors, and many more. ’

Assume only one attack out of the above list i.e., the virus attack. Though the
present anti-virus software solutions can detect and clean as many as 50000 viruses,
it becomes extremely difficult to detect a new virus numbered 50001.

The recent happenings of I Love You, Love Bug, Dinner Party with CEQ, etc.,
vituses have virtually spread all over the world not leaving any type of system. As
reported at many places, the casualty has been extremely high and the organizations
could not'come to a stable state ti}l date. It would be notable that even for  °
developing an antidote it would take many man-hours of research and testing before
the things are set right, and in the meanwhile the virus would have done all the
damage it can. '

Numerous corporate offices do their day-to-day work on-line. A simple task like
sending messages, circulars, interview, imeeting, promotions, etc. all are dealt on the'
corporate intranet. The NIC, Indian Qil, Bharat Petroleum, VSNL and many more
does work “electronically”. Assume that a new virus ente¥s the network passing
through the stringent anti-viral tests successfully (and of course, undetected). The
story starts then and ends in few more moments.

243 Information .

The third and major. companent of the system liable to be attacked is the data.and
data files used by the company. It is the most serious of all the threats. Threats to

Iniranet's.
Security
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F;I:::rf:ﬁ::ﬂ! . the hardware and software are considered negligible in-comparison with the threats
Q
Administration to information since it is this information that acts as the knowledge about the

' ' organization. Hardware can be replaced and software can be reinstalled, but

information once lost cannot be obtained back. Threats to information can include:
e Deletion ofz fileor files.
o Corruption, caused either by hardware problems or by a btg in the software.

o Theft of company dala files.

L

A surge in electrical pulse can cause colossal damagﬂ to the data.. Dishonesty and
distrust as well as frustration hiave already been discussed in the beginning of this
unit, which can be potential threats to the company’s information base.

Making and testng backups regularly could be the simplestand easiest of all the
security measures. But a new quesnon will immediately arise — “how many
backups and where”, CIearly, it is possible that thB backup could contain virus or
there was.a media failure or bad sector. Still a step further, the entire building
_collapses dug to earthquake or fire. Solutions lie in terms of maintaining a number
of backups, some put at a remote server or site (may be few thousand kilometers
away from the location),

Such issues of security threats and management can be found separately as
“Disaster Management”

2.4.4 Certification

‘One solution for the protection of the computing infrastructure is to use digital
certificate-based solutions. Users can be given access based on their possession aof

. certificates signed or authorized for access by or on behalf of the server to which
they intend to have access. There are a number of certification solutions available
in the market today. Tn India, the Ministry of Communication and Information
Technology has even set up a whole new organization o oversee various sccur:ly
related concerns and certification under the title Controller of Certification
Authority.

- The certificate acts as an evidence of the user’s digital identity. Certificates can
also be combined with other access control mechanisms, such as e-mails, mouey
transactions, tokens (a form of identification hardware carried by users) or only
accepting visitors from certain controlled group or authenticated addresses,

At present, the certification is most easily implemented with a custom solution
- combined with a server called the certification authority (CA). It is an external or
third party service, which can issue and revoke certificates and authenticate any
" -certificates presented in order to gain access. This could be implemented by use of
ple pliblic key infrastructure (PKI), a system that establishes a hierarchy of
autkorltv for the issuance and authentication of certificates and users presenting
them,

Digital certificates provide excellent means of controlling and monitoring access to
the intranets. The certificate itself acts as a token for access control. The user
must present it"in order to access the intranet or Internet site. The certificate could
contain a series of digits and alphabets-combined together. The best example can
be the use of cash card or the prepaid mobile phone card. The customer pays for
‘the required number of hours of mobile phone usage well in advance and scratches
the card to obtain the “certificate”. The customer then connects to the intranet site
of the phone company by dialing it and then enters the “secret” code. Upon
S entering this code, the phone company updates the usage records and permits the
26 customer to use the services for the extended period.




A similar service olfered by the popular Internet service provider (ISP) of India
called the Videsh Sanchar Nigam Limited (VSNL) offers e-mail services for which
the customers are handed over a card containing the secret code for the number of
hours of usage. - Those cards are available at many stores or shops. The customer -
has to log into the VSNL server and create a new account with the given code

> number and thereafter use it as long as it permits. Such services are avajlable for
ordinary telephone services where prepaid.

While in many implementalions this is donc automatically, in many other
implementations the certificate is stored on a separate database or token such as a
smart card which the user has to present to the local client in order for it to pass it~ -
to the scrver to gain access. Some other implementations use a nunber of
certificates (or multi-level certificates) (o ensure proper security measures.

245 Firewalls
For intranet developers, restricting access of unauthorized users to the web site has
been the greatest challenge. In addition to preventing external users, a watchful eye
on the users within the company may also have to be maintained. There are various
tools to provide protection against unwanted intruders into the corporate wide
networks but the most popular amidst all security measures is the firewall.

“The simplest way 1o restrict the uscrs to peek inside the internals of the web site is
to usc firewalls, where the information cannot be seen or accessed from the
Internet at large. Simple firewalls consist of software that prevents access to
internal networks from the Internet. While generat traffic such as.e-mail is allowed
in-to the mail server, programs such as FTP cliefits, teinet users or search engine
queries canuot access machines beyond the safety premises of the firewall.

Firewalls also offer additional protection to local users who like to browse or surf
out from the intranet to the Internet, by acting as proxy to obtain web pages so that
the name and IP number of machines on the network are not revealed to other web -
sites that the users visit. Not revealing the IP address would help preventing
hackers from knowing about the details of the structure of the intranet.

While firewall remains the basic foundation of Intemet and intranet security, for
many users getting into the corporate intranet would require increasing levels of
technology. The intranet technology would need to be expanded beyond those
physically present on the same intranet ﬁ'om time to time.

There are drawbacks of permitting users to access the intranet as well as not
permitting them. A simplest consideration such as allowing users to use dial-up
access behind the firewall by violating basic security principles could amount to
inviting numerous unwanted security concerns; however, restricting them to the
same access offered to the rest of the Internet users by denying permission at the
firewall level would deny them of valuable and essential services.

Inorder to implement a successful firewall, the first and foremost activity to be
done is that the company’s security policy has to be clearly defined.

Though there exist a number of definitions ofﬁrewa[l, in simplest terms it can be
defined 2s “a mechanism used to protect a trusted network from an entrusted .
network”. It can also be defined as “A firewall is a system, or group of systems
that enforce an access control policy between two networks, and thus should be
viewed as an implementation of policy”. From the above two definitions, it ¢an be
understaood that a firewall is only as good as the security policy it supports..

It should be very clear right from the beginning that a firewall is not simply for
protecting a corporate network from unauthorized external access via the Internet,
but it can also_be used internally_to prevent unauthorized access. toa parttcular-. S
subnet, workgroup or LAN within a corporate network
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It would be highly interesting to note that more than 70-per cent of all security
related problems start from within inside an organization. Thus, for example, all the
branch offices of a big company should have separate servers each protected
behind a firewall, while still allowing the users of all branch offices to remain well
connected and form an integral part of the global corporate-wide network.

Types of Firewall Architectures

For the sake of simplicity, the firewall technologies have been categorized into three
types based on the kind of role they are expected to play. Types of firewalls are:

a) Packet filter firewalls
¥ .

They remain the most common type of firewall in use as of today. They were
the earliest firewalls developed and were capable of permitting or denying
traffic based on certain simple field-level filters which could determine such
things as source or destination packet address, or the protocol being used. The
greatest advantage is that they are fast since they have minimum processor
overheads, and are transparent as well ashighly inexpensive. On the down
‘'side, they are not strong enough at the application level. This is because these
firewalls work purely at the level of network layer, making them difficult to
configure and manage effectively.

Most of the present day routers include capabilities of such firewalls as a
standard feature in their system. This kind of packet filtering can be found in
almost every major firewall available today. .

b) Proxy servers

These types of firewalls have been further classified into two types: application
level gateways and circuit level gateways.

The application level gateways establish a connection to a remote system on
behalf of specific applications. This type of firewall is usually a collection of
application proxies, with a one-to-one relationship between the application vsed
and its proxy.

Whereas the circuit level gateways provide the proxy or relay capabilities in a
much-generalized form, which is not limited to specific applications. The
primary advantage of such firewalls over application level gateways is that
they do not reqilire a specific application proxy for each new application that
needs to be communicated outside the internal network.

Although in terms of security measure the proxy servers are very secure, they
require a lot of programming which can result in a delay in release of new
proxies for application level gateways as well as tend to be highly CPU
intensive, thereby directly having impact on the overall network performance,

¢) Stateful multi-layer inspection (SMLI)

They are considered as the third generation of firewall technology and usually

combines the facilities of the above two. They are further classified into two -

types.

~ The Stateful multi-layer inspection (SMLI) firewall is similar to application level
gateways in the sensc that all levels of the OSI miodel are inspected carelully
right from the network wire to the 1P application layer.

The SMLI firewalls are different from the conventinal “stand in™ proxies in a
way that the stand-in proxies are used for the applichtions when
communicating to the outside world, thus putting a héavy.processing.load on
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the processors. In contrast, the SMLI firewall just examines each packetand
compares them against the known states (i.e. bit patterns) to know about the
behaviour pattern of the acceptable packets.

The term stateful implies that'the firewall is wakeful and is capable of
remembering the state of each session of packet exchange across it, allowing it
to monitor all the packets for unauthorized access while maintaining high level
ol security, even with connectionless service protocols such as UDP, SMTP,
ctc. '

A firewall such as the SMLI remains completeiy iransparzitt to both users and
applications. Consequently, SMLI firewall does not put extremely heavy
pracessing overload on the host computer. Since it is rule based, SMLI firewall
has the disadvantage that new applications may require new rules to be defined
and implemented. However. the efforts are far lower than that involved in
writing new proxics alt together, thus allowing SMLI firewall vendors 10
support a broad range of new Internet applications very quickly (may be as
quickly as almost overnight).

2.4.6 Encryplion/dceryption methods

One of the best method of ensuring security is to change the form of
communication. Let the messages be encoded in such a pattern that it becomes
almost impossible to decode for other while the actual user should be able to
decode with the use of a simple certificatc or key. There are three well known
implementations of the encryption/decryption methods:

e Public key infrastructure solutions,
®  Web server security through SSL. and

e Virtual private networks.

Even though there-are a number of other solutions available, the encryption/
decryption methods have remained most popular and economical in contrast to the
others. Detaiis about ¢ach of the security solution have been discussed in detail in
the following paragraphs.

e Public key infrastructure solutions

The use of public-key based security systems requires great attention and due
care in design and management of security features, The security of-entire
system is dependent on the security of the key since it is the key that will be
used for signing certificates of various messages and documents.

Thisis done at the top of the public key infrastructure also commonly called the -
root. The encryptlon and decryption is done by specialized hardware

Usua[ly, all the keys used for accessing the server are held at a secret location
in the primary memory of the server. This area or location is highly prone to
attacks (for example, in a server core memory dump). Tt is obvious that a
higher degree of protection is required for this target location.

‘Specialized hardware such as protected memory or cryptographic memory *
module for storing and protecting the keys proves to be a good solution. The
keys are stored in a hlghly encrypted format. When loaded for signing, the
keys are decrypted using complex encryption/decryption aigorithms and loaded
into the memory'of the.secure server, which then performs all the signing
operations required on-behalf of the server. It should be noted that the keys
are never d:splayed in their unencrypted form to.the server or any other user, .
so even if an lntruder manages to access the network, 1he kevs remains safe.

[ .
Physlcal security of the cryptographic modules is also built in order tc provide
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total security of the whole system and protect from unauthorized tampering or
any kind of manipulation. The physical security is ensured by use of advanced
manufacturing technology wherein strong systems are fabricated tc protect the
sophisticated security hardware.

Since digital certificates are highly dependent on hardware computations, it is
essential that mechanisms are evolved to increase the speed of computing by
various means such as paraliel processing, provision of additional processors,
separate hardware for protection, etc. Assume that a number of users log on
to the server, then in such an event it is sure to face a bottleneck at the security
gate since it would take considerable time in processing encryption/decryption
of the keys or certificates. Now-a-days, in order to reduce this kind of :
difficulty, a separate server called firewall server is placed in front of the main
server. Any one willing to access the main server has to get through this gate.

© Web server security through SSL

As it is well known that the Intranets and extranets are purely based on use of
powerful web servers to deliver information to the users, the username/
password authentication pair has been a highly popular method for preventing
access 10 the web servers. Problem arises with use such pairs when these
keys are sent in the form of character/text strings, which are prone to be
intercepted, read and converted with simple tools.

A significant enhanceiment was achieved when communications between the
user and the server was sent?ﬁ“éhcrypted form and later decrypted at the
-other end. The enhancement went step by step and today it has stood as one
of the most secured and popular method of secured communication called the
Secure Sockets Layer (SSL). Today, almost all commercial web sites are
- using SSL to ensure or guarantee the authenticity of the server and integrity of
the data delivered to web site users.

SSL has become fundamenta] to the spread of Internet community, and
commerce and trade over Internet. Over years, the spread of its use for an
increasing range of transactions across the Internet has gone manifold.

Finally, it should be noted that by default most SSL implementations on web
servers do not support or authenticate the client web browser. Therefore, SSL
is at present best suited to the largely anonymous requirements of retailing and
definitely requires lot of enhancements to actually pickup worldwide.

e Virtual private networks (VPN)

In order to encrypt/decrypt all the communication network traffic that passes
through the Intemnet or intranet, a VPN uses software or hardware. This kind
of implementation is considered the best when limited access to an intranet is
needed, for example, when two branches of the same company want to use
the same information, or suppliers and customers trying to hook up their supply
chains. Best example is that of Maruti Udyog Limited that uscs a similar kind
of solution.

The greatest disadvantage of a VPN implementation is its non-flexibility to
accept unknown locations. VPN works extremely well for two [ixed known
points, but less well suitable the needs of groups of users and situation becomes
worse if they are l"rom;unknown locations,

Implementation using the combination of a pubtic key infrastructure, secure web
server and virtual private network technologies is considered the most powerful
solution for data security. The addition of suitable physical security solutions such
as cryptographic keys can further ensure that the security is perfect as well as
robust. - ‘

T

|




24.7 Security Policy

In the United States, the government has a separate organization looking after the
security measures and providing guidelines to all departments through the Computer
Security Institute (CSI), which works in close association with the Federal Bureau
of Investigation (FBI). CSI does not support just the governmental servers but
provides every type of guidance to private networks as well. It conducts a number
of surveys on many US corporations, government departments, universitics,
financial institutions, and medical institutions and brings out the imrartance of
forming and implementing a proper security policy.

The scope of security policy depends on aspeuts such as the size of the intranet
site, type of information hosted on it, and the nvmber of users accessing the site. -
Each policy is based on a number of parameters like the companies’ business rules,
obiectives, intranet type. content. and existing security infrastructure. [t should be
noted that a security policy made for some other intranct cannot be used for a
different intranet by merely changing the name.

Atlthough. an intranet security policy is a very broad topic and it cannot be covered
casily in few pages since it differs from situation to situation, there are some
seneral principles that can be found similar in aimost all policies. Some of them are’
as follows:

» Identification of
o The content, and needs to be secured
#  User groups or categories

»  Procedures
o Access authorization procedure
e - Backup procedures

. Disaster recovery procedures

» Action against misuse

e Course of action in the event of misuse or attacks

e Ensuring employees exercise proper etiquette so that they do not
misrepresent the company

e Handling sensitive or secured documents stored on the intranet site -
o Copyrightpolicies for intellectual properties developed by the cdmpany

Vhile every organization prepares a well documented IT policy, it should also endeavour
o prepare an equally comprehensive security policy too.

“he security policy should cover aspects such as.network service access, physical
ccess, limits of acceptable behaviour, company’s procedure for dealing with cases
fsecurity violations, responsibility for the maintenance, enforcement of the policy,
tc. in addition to those described above.

ecurity policy for networks and firewalls, for instance, has two levels of that
irectly affect the design, installation and use of a firewall system:

letwork Service Access Policy : A high-level, issue-specific policy which
efines those services that are allowed or denied from the rstriétgd network. It
Iso contains clear guidelines giving instructions detailing the way in which these
ervices will be used, and the conditions for exceptions to this policy, if any.

irewall Des-ign Policy : A-lower-level-policy that describes how the firewall will
andle prevention of access and filtering of services as defined in the above
etwork service access policy.

intrance's
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. etc. that may be placed on a web server, whercas high value information’ would

- of important data:

‘e In_teg"rity : What (if any} data can be amended by external sources. In most

. The security policy must be part of an overall organizational security scherne by

_ suspending certain aspects of the security policy, even temporarily can be risky

Classification of data is an important requirement of the company’s security-policy.
The company should in proper and clear manner define various types of information
used within the company and the relative value associated with it. The low value
information would consist of general product information, specifications; turn over,

Lt ey g & )

consist of information specific to new product designs, tender-quotes, investments,
plans and other commercially sensitive information.

An organization should consider three characteristics concerning the classification

. Cdnﬁdgntiality : Whilst some¢ corporate data is for public consumption, the
vast majority of it should remain private.

cases, corporate data should remain unchanged by third parties, so the system
should be capable of ensuring that only authorized personnel can effect
changes. Integrity also concerns the subject of non-repudiation - once-an order
is received, for instance, the customer should not be able to-claim later that it
did not come from him. Digital signatures allow us to verify the originator, as
well as ensuring that data has not been tampered with in transit.

e  Availability : What data needs to be available oontinually, compared to data
which can be “off line” for limited periods. .

which everyone abides from the Chairman down to the peon, whose focus inust.
come from the top management. For example, a case as simple as a Chairman -
trying to turn off virus scanning because he finds it inconvenient to see the e-mails
could be viewed seriously. This kind of policies could stand as acid test of an
organization’s commllment to its security policy. In casc of emergencies,

since a security breach could result in-total data or busmcss loss, and consequently
could cost many limes more 1o recover.

The implementation of a security policy should invariably cover all parameters of
security such as physical access to the scrver, method of storage and disposal of
confidential documents, including access to the network and Internet usage.

2.4.8 Multiple Layers of Intranct Sccurity

Security requirements vary from organization to organization, and also vary based

on the content organization’s intends to place on its servers. While for certain
intrancts simple security solutions are enough, for many organizations solution could -
bein the form oflmplementmg more than a firewall or multi- Iayercd security
architecture.

A company can imﬁlemcnt a wide range of security models but the most useful
ones are those that arc organized in multiple levels. Implementation of a multi-

laycred or multi-tiered scheme is easier and flexible than using all or no security
approach in which a user allows either total access or provides a total denial.

In addition not just to access, security methods also protect information from
accidental or intentional modification. manipulation or destruction. Most sccurity
experts opine that a security breach is more likely to come from within a company’s
own staff rather than from outside. These may be frustrated employeeq or
enthusiasts who are after the thrill of breaking the code.

As one can see that in the physical world, there are many layers of security. For
instance, a bank maintaining lockers has strong vaults, good locks, alter guards, and
highly sensitive alarms, etc. Each security measure tries to compensate lhl!




limitations of others. Similarly, assuming information is cash, Intranets also follow lnslranel's
ceuril
the same suite and have a similar layered approach, i

Mosl conumercial servers use a powerlul operating system as base that provides
good methods of file-system sccurity. Some servers require additional software to
control access to server resources and files. The immediately next higher level is
the sofiware tool that monitors the system logs. serious looking out for any
suspicious activity. When any intrusion is detected, the software gencrates an atert
message. The response could be spontancous and automatic, with an oplion to
generate the alert message manually. The history recorded in the server logs is
usually used to assess damage and for planmng restoration from the damage.

Use of firewalls and proper alarm systems can act as complement to above
securily measures, which can be added (o network routers to detect or-block
potential threats. T here devises help in filtering, detecting and then permitting the
user requests and have tendency to scan the IP packets for blocking suspicious
behaviour or patterns. A proxy server also helps a lot since it hides the feal IP
addresses of users rcqueslmg resources oulside the firewall.

Finally, software run  outside the firewall trics all known security tricks of hackers,
thus scanning for vulnerability points. The security implementation also should be
supplemented with regntar process audits by an independent security expert.

249 SOCKS

As it is well known, cach differeni type of nelwork sceurity protects data at a ]
different [ayer of the OSl mode!. Built-in at cach layer lies the protocol that filters,
scans and checks the access. These protocols are usually easily configurable,

SOCKS is an open, industry-standard protocol advanced by the Authenticated
Firewall Traversal working group of the IETF (Internet Engincering Task Force).

It defines a protocol, witich allows TCP applications to access firewalls in a secure
and controlled manner, gaining authenticated access through thar server to an
external network. It can be straightaway used to construct a firewall on a TCPfIP
based server.

SOCKS is a networking iziddleware: a circuit-leve! gateway, acting as a proxy and -
is placed at the session layer to mediate client/server connections. It can be used
to connect or establish connections between two hosts and perform transactions on
an intranet or the Internet. Since it functions at the lower layer than application
layer, it is clearly application-independent.

There a number of products based on SOCKS specifications such as Auto SOCKS
available in the market. The latest version is SOCKS 5, which is backward
compatible with previous versions as well as supporting key features such as’
authentication, encryption, the UDP protocol, DNS and IP addressing.

The main problem with SOCKS is that it lacks transparency to software developers
and users.

Implementation requires a change to all existing client-based software so that all of
them use the SOCKS libraries. This pracess of changing the client code is known as
“socksifying”. This could be extremely cumbersome since it i§ also expected that at
both sides similar level of programiming should be available since the entire process
takes place at the sessions layer (i.e. at the level of routers).

SOCKS combine powerful features of circuit-level proxies without the
programming overhead of traditional application-level firewalls. A number of
companies, including IBM, DEC, Cyberguard, etc. have commercial firewal}

- products deploying the SOCKS protocol. _ - 13
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2.5 ADVISE FROM SECURITY EXPERTS

Intentional hacking helps in maintaining better security: Several companies.
employee professionals as security specialists whose basic job is to detect and
cover loopholes in the security systems of the company. It would be highly
astonishing to ask why would a company pay someone 1o hack its intranet system.
The answer would be obvious, that they intend to improve the security of its intranet
as well as to identify where from the possible risks can crop in. It should be always
remembered that majority of the threats come from inside the company

Good resources: Books such as “Intranet Security: Stories from the Trenches™ by
Linda McCarthy, which also happens to be her first book could prove to be a bible
to the current day security specialisis.

Qualifications of sccurity professionals: For the security professionals, it is
essential that they have too much power to check the security measures of enforce
them and simultaneously they should know how to use it effectively. 1t is also
essential that the personnel though being competent do not have a striking ego.
Egoistic personalities can be very harmful to the security systems; the firewall
experts, security managers, etc., all personnel should be bound by the sense of
responsibility, trust, loyalty and above all cool nature in tackling complex security
issues.

Firewall configuration makes all the difference: The greatest blunder any
company does is to just install a firewall and to finally think that they have ensured
perfect security. While firewalls protect from outside threats, it requires updating
from time ta time. Poor firewall configuration has been considered the cause of the
biggest security breaches that look place until this date.

Motivation behind hackers to hack: Good securitly people are usually broad
minded, for instance, even if there is a small loop way made in the fence, the
security personnel will try level best to make a way out only through the loop even
though one could casily walk a few meters to where the fence ends and go around.

his mcans that the security personnel attempt to locate and isolate the loopholes -
rather than go around a big way to reenginger the problem. They also tend to be
alert regarding such holes either in the fence or in the software. Hackers also work
in the same fashion. Even though both are motivated by the challenge, the
difference is that both have opposite goals, i.c. good vs, bad. The solution lies in
asking a question 1o oneself “what causes someone to do a bank robbery? Why
does one person grow up and become a police officer while another person with a
similar personality and traits becomes a bank robber?” Itiis to be remembered.that
information has the same value as money. Until everyone start to think about it that
way, data will continue to be at risk. )

Lot of care required while programming: It is a common and well-known
saying that many developers of “securc systems” leave a “back door” way for
themselves so that they can get inlo the system bypassiag the secure front door.

The big problem is thal often the companies owning the web servers or intranets
have so many contractors and newly recruited programmers writing critical code

. who do not know the intricacics of the sysiem sceurity, The code never being

reviewed causes the greatest concern (inay be due to ighorance).

Security risks present on the neiworks: Lots of risks are present everywhere
on Internet as well as on intranet, if it is not known what is being done. Every day a
number of servers get connected to the global community but it is less than one
percent companies who serious thinks about the securily issues. A study of
security of web servers reveal that out of 2,000 high-profile web servers consisting
of various Kinds such as commerce servers, banks, industries, government and so
on. only three comparics noticed the hreaches.
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Routine security audits are essential: It is cssential that regular security audils Intrauee's
are condueted to find out physically which computer is connected and permits Security
access 1o which networks. Also, the profiles, browser permissions, certification,

passwords. location ol the computer in the network layvout plan! firewall

conliguration. etc. for each computer and user on the intranet has to be carcfully

studied during the audits. There are a number of other issues that cannot be dealt

with dircctly such as integrity of the personnel. It is essential that the persounel be

roquested w il up a questionnaire or they arg inters iewed brielly about the security

measures using indirect questions. :

Example of security audit as case study: Linda narrates one of her experience
about a sccurity audit. She was performing a spot audit where she was checking
cerlain systems. [t was noticed that there could be systems that was not even part
of the audit. The exact focation on the network layout plan was found out and it
was noticed that it had an extra connection'to it but she could not make out by the
network map where the connection lead 10. Consequenily, she decided (o audit that
system and found that it was connected to (he Internet, (o that company’s intranet
as well as to a customer network. Still ahead, it was found hat a hacker had
broken into the system and replaced the system files and put them back in proper
place. Nobody in the company even knew that that system had been broken into
and only two people knew that it was even connected to Ui [nternet.

Check Your Progress

by The Open House resembles to an where users do not require
any special authentication to view the inforination

2} ' - & system that establishes a hierarchy of authority for the
issuance & authentication of certilicates and users presenting them,

3} ISP stands for

4) A firewall is a system, or group of systems that enforce an

5) The eslablish a connection to a remote system on behalf of
specific applications.

1.6 SUMMARY

As everyone is moving forward into the world of Internet commerce, it is important

to remember that there have always been barriers to any kind of commerce.

Larlier there were troubles with pirates, bank robbers and dacoits in the past, _ &
everyone with swords and guns; and now there is a new community preparing fast

called the modern-day “clectronic gangsters” or siniply, the hackers.

It is to be always remembered while going for a sccurity system that the security
technology proposed to he implemented should be inexpensive, easy to implement,
and transparent to end uscrs.

Whatever the risks, business practices must continue to evolve. In.order to move
forward, it must accept som. of those risks, while doing the utmest to minimize
risks, as [ar as possible, are humanly and teclnologically possible.

Finally, itis advlsablc that instead of just one security solution, the company
intending to implement one should think of a combination of security measures as
people do in their lives by using security latches, closed circuit televisions, etc. in
addition to the conventional locks and burglar alarms. '
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27 MODEL ANSWERS

1y
2)
3)
4)
5

Unprotected website
Public Key Infrastructure
Internet Service Provider
Acc_es‘é Cﬁntrol Policy

’ Applic‘étion Level Gateways

2.8 FURTHER READINGS

1)

3)

The Elements of Intranet Style by Eric Brown, Cyberpress (Publisher).

David Linthicum’s Guide to Client/Server and Intranet Developnient by
David S.Linthicum , John Wiley & Sons.

Building your Intranet with Windows NT 4.0 by Stephen A.Thomas, John
Wiley & Sons.

Reference Websites

)
2)
3)
)

http:/Avvwavintranetjournal.com
http//idim.internet.com
http://www.cio.com/forums/intranet

http:/Avwiwv.gooddocuments.con
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UNIT 3 'CHOOSING INTRANET
HARDWARE AND SOFTWARE

-Structure
3.0 Inwoduction
5.1 Objectives
3.2 Selection of Computing Infrastructure

3.3 Hardware
3.3.1  Servers
3.3.2 Clients’

3.3.53  Sccurity Syslgms
34  Network Environment
3.4.1 Local Arca Network {[LAN)
342 Address Translation
343 Firewall
35  Software
3.5.1 Operating System — Server and Client
3.52 - Groupware
3.5.3 Databusc Canncctivity
3.5.3.1  NBasic Cannectivity
3.5.3.2  Middleware Support
3.5.3.3 Open Daabase Connectivity (ODBC)
3.5.3.4  Java Database Connccliviiy {JDBC)
- 3.6 Other aspects
-3.6.1 Protocol Suppor Teols
3.62 Web Based Tools
3.62.1  IITML. XML. CGI and other Open Standards
3.62.2 Web Authoring Toals
3.6.3 Sccurity Tools
3.6.3.1 Firewalls
3.6.3.2  Virual Private Network (VPN)
3.63.3 Encryption/decryplion using by SSL
3.7 Summary

3.8 “Model Answers
3.9  Further Readings

3.0- INTRODUCTION

Intranets not oniy provide a secure environment for the companies, but also provide -
excellent working environment that is full of information and resources for the users
as well as decision makers in tle company’s management. [ntranets use a greater
part of the system and networking resources. \fthe data is bulky and consisting of
audio or video then they must hiave broader bandwidth as well as higher throughput
for transmission of data. Whereas general messapes and documents forming major
part of textual information requ ire less time and transmission speed, the mullimedia
files require more than 10,000 tines the transmission bandwidth, This bot*leneck
must have been faced by almosit everyone accessing the Internet via modem, aid
the differéence it makes when accessing the Internet through 1SDN or Isased line
connek:tivity Evidently, the amount of time it can take from the moment a web
page is requested, gets loaded :1long with all the graphics untll the vser actually sees
the affect on the computer can be considerable. . .
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Now that many organizations are demanding higher services (also called value
added services) such as faxing, minimal cost call routing, connectivity to the

 corporate EPABX, chatting, video conferencing, TP telephony, etc. would on one

side require heavy investments but on the other side assure value for money. These
value added services though seems to be costly at the first instance, provides
reduction in recurring expenditure of communication costs while enhancing
productivity. Installation of such services requires one time high budget. The
companies are realizing that videoconferencing over an intranet can offer a highly
cost-effective alternative to many face-to-face meetings, especially w here the
members or decision makers are [ocated at far of places.

Just few years back,-when analog audio and videoconferencing systems were used,

_ the procurement and.installation was complex, less reliable as well as costly. With

the advance oftechnology and reduction in communication costs, it has become
possibze to send and receive voJuminous amount of information much quickly and at
almost neghglble costs.

3.1 -OBJECTIVES

A number of software tools are available in the market today. Similarly, hardware
of various specifications are available to choose from for building and maintaining
an Intranet. Concepts on how to select appropriate hardware and software for
running a successful intranet are dealt with in this unit. In addition to the hardware
and software, other aspects that are cssential for a good intranet such as database
tools, connectivity, security, etc. have also been covered.

3.2 " SELECTION OF COMPUTING
INFRASTRUCTURE

Since an intranet can be defined as simply a standard WAN limited to an
organization, powerful hardware should be made available for web server. The
computing equipment must be selected in such a manner that they do not get
obsolete very quickly or become too costly for the company.

It is also important that other points such as the following along-with their
specifications should essentially be considered and drawn carefully:

e  Communication medium/services that provide connectivity between different
locations of the company should use 1echinologies such as 1SDN, leased line,
ete. : '

e Network equipment and connectivity should address various networking

_equipment such as routers, types of cables, as well as the topology behind the
network.

e  Itis a must that the hardware should be configured for protocols such as I,
HTTP, SMTP, POP, X509 Certification, ctc. in order to provide security to the
intranet server.

For an intranet to work smaothly, the fol Iowmg tasks should be properly
synchronized:

e All computers connected together in a network must communicate using the
same language and protocol. Inability to do so may leave the users
disconnected to the repository of information and resources.

o It:must be always remembered that the language used is Hyper Text Markup
Language (HTML) and every thing that js developed for and intended to be
hosted on the intranet must follow HTML: invariably.
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e The protocol suite applicable for both intranets and Internet are called _ Choasing Intranct
Transmission Control Protocol/ Internet Protocol (TCP/IP) and every computer H'rd‘;:;:w:':g
should be compatible to TCP/TP. Though, TCP/IP evolved initially on UNIX
based computers, it became a standard for data communication and more
recently for every type of communication across intranet and internet,
especially supported by every major operating system in use.

e The intranet is driven by a network server that uses a browser, like Netscape
. Navigator or Intermet Explorer. :

3.3 HARDWARE

Hardware forms the greatest asset of the company, but it reaches the obsolescence
rate very quickly. Normally, it is said that every six months technology in the
electronics, telecommunication and computing discipline changes. With such rapid
rate of obsolescence, it is very important how the professionals select hardware
equipment including the server, clients, peripherals, etc, while maintaining a proper
balance between cost and the obsolescence rate.

Care must be taken to ensure that proper spare paris are avallable even after about
five years of commissioning. In addition to this it should also be ensured that proper
and reliable service backup is available throughout for keeping the.intranet at
maximum uptime.

Whenever any component of the entire intranet system breaks down or any extra
component of higher capacity is required to be added, proper compatible component
must be selected.

3.3.1 Servers

The success or usage of the intranet server is measured by the number of
operations it handles per unit time. The selection of a good server depends on how -
many connections per hour it is expected to handle.

While most of the parameters are too general, the most important checkpoints for
selection of a server would be the type and speed of processor, its memory

- capacity (both primary and secondary), number of connections it can handle easily,
etc. Typically, a mid range or high-end server with following specifications would
be sufficient for a medium to large organizatjon: .

A Pentium III Xeon based server {dual processor recommended).
2 x 40 GB HDD (one extra recommended for backup).
128 MB RAM (236 MB recommended). '

As it is, normally, there i$ absolutely no restrictioh or limits on number of nodes with-
in an Intranet; any organization with 10000 web servers can form an Intranet.
Limits exist only on use of Ilcenced software or on user restrictions on the network
environment.

If anyone intends to have higher configuration such as installation of four
processors in the place of conventional one processor, the cost factor for each
processor should be considered first. It is possible that each processor of server
range may cost anywhere from Rs. 1.25 lac to Rs. 2 lac, thereby taking the cost of
server straight up between Rs. 12 lac to Rs. 15 lac.

The hardware i.e. the server or computer hasa dlrect rehtnonshlp on performance .
inthe following areas: )

3
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s Reliability and Recovery,
e Service Support, and .
e Speed of information access. '

The reliability of the machine can be dramaticaily improved by installing the best
components. Hot swapping is a concept through whicli components can be
replaced or repaired while the server is on-line and there is no necessity to switch it
off. After replacement, the server automatically configures the newly added
componenl. Hot swappable hard disks, processors, power supplies, etc.are
currently available components.

Very powerful and mass store back-up devices help in ensuring recovery of data
from hardware failures with minimum cfforts.

Service Support must be considered as a strong point for hardware, especially for
servers and should be available readily. Many branded products such as HP,
Compagq or Dell servers come with good and strong network of support services.
The hardware are usually bought with service contracts or warranties, which could
be extended for further periods as needed.

It is obvious that the information can be retrieved faster if the processors are faster.
RAM is bigger and hard disk drive access is faster.

Once the server is configured the cost of connecting the machine to the Internet
plays a vital role. The connectivity is usually priced in two ways viz., an amount of
data downloaded per unit of time e.g., 1-3 GB per month, or a fixed bandwidth or
(data transfer speed) of 64 kbps, 128 kbps, etc.

A peculiar situation arises when the existing server arrives at a stage when it can
not handle the requests quickly and most of its time is spent handling the threads or
tasks as well as swapping the processes between primary memory and hard disk
for want of more.and more memory space. This is an indication that the server
immediately requires more resources and that it has become overloaded. In order
to provide more computing power, the following steps may be taken:

e Add more processing power by addition of more number of processors. -But
there is a limitation 1o this also. In most servers, it may not be possible to add
more than six processors. The number of processors required should be
carefully decided keeping in view the future requirements of the company-.
The Xeon based latel processurs are of extremely higher capacity as
compared 1o the traditional processors.

s  Add more memory (both hard disk as well as primary memory). This means
that extra menory cards for primary memory may be added. Usually, the mam
memory is doubled and kept in terms of any value raised as power on 2, for
instance, 8 MB, 16 MB, 32 MB, 64 MB, 128 MB, 256 MB, 512 MB, 1024 MB
(or 1 GB), etc. are acceplable memory space indicators. ft may also be
necessary that the amoimnt of cache be enhanced based on the need. The
cache memory is normally counted in terms of kilobytes. The hard disks come
in different capacities like 8 GB, 18 GB. 40 GB. 72 GB. etc. to choose from.
Addition of more memory indicates that there will be lesser read/write
operations on the hard disk as well as the processing speed would be higher as
the primary memory is faster than the secondary.

Tt afze haprens that addition of more computing power or more memory space does
not make much difference and the server remains overloaded. During such
circumstances, the entire hardware requirement should be carcfully reviewed is
recommended that more number of servers be added after proper arrangement in
the form of separate servers for daiabase, application, email. security, cic. There
could be three database servers-connecled as a cluster to the main server to
provide better connectivity and services. )
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The basic software required for ihe server should be capable of handling NCSA
HTTPd and CERN HTTPd. Products such as Netscape Enterprise Server, MS
11S. FastTrack Sérver, elc. are well kinown products in this line. They are available
(both free as well as commercial) for variety of OS such as UNIX, Windows NT, -
MacOS, ctc.

3.2 Clients
The most interesting thing is that almost every computer can be connected as client
to the intranet server. The client could be based on any architecture whether Intel,
AMD. Motorola or any other well known processor or operatin_g system such as
Uinix. Windows NT. Mac OS5, etc,

In addition to the operating system, a client would require only a browser such as
MS Internet Explorer, Netscape Navigator. NCSA Mosaic, Lynx. Emacs, Midas
WWW, etc. to work comfortably with the intranet. It must be ensured that the
krowsers have the following: '

» Browseris of latest version,

o It supports TCP/IP, and

s ltis compatible to Microsoft and Java technologies.

3.3.3 Security Systems

If the company intends to connect to the Internet, then it should pay great attention
(o the configuration of firewalls. Just as no one would leave the house unlocked at
night, it is also expected that no one would leave the computer system or intranet
upen 10 various attacks from the, outside.

As already covered in the Unit 2, securing an intranet is not a simple task. Mere
installation of firewall hardware and software would not help the intranet to protect
itself.- Proper configuration as-well as updation from time to time is also as -
essential. '

Some firewalls are available in form of ready-made hardware equipment whereas

some are available as customizable program, but some firewalls are sold as features.

of hardware routers or combination of both hardware and soﬁware

All the units entering the intranet must be scrutinized to ensure that they are not
coming from the unauthenticated sites or users. It also helps in checklng whether
someone of the company is not trying to go beyond the intranet system to access
prohibited sites or competitors’ system

Proper programming of the ports of the company’s - web server through detectlon of
IP addresses could be an excellent strategy or solution for preventing every
unauthorized access. For example, it is possible to set up a firewall policy that will
exclude everything sent to port 80 (that is mostly used by hackersy except those
sent to the public Web server. It may, however, be noted that this kind of filtering
can only act as & good first level of security.

[n addition to the above method, the company should install additional levels of
security measures since it is possible for hackers to generate and send data with
headers of the data looking like those send from authorized users. Difficulties start
when the hackers or attackers obtain information regarding the server, certam hosts
and subnets of the intranet.

The best method to protect the web servers or intranet servers is to use application
pateways or sitnply “proxies”. These gateways act as intermediaries between
users” systems and external systems and handle identification or authenticetionata
higher level than at hardware level. Every request, whether from outside or. from
within the intranet system would first be received by the proxy server which
scrutinizes the requests and prevents the undesirable and ‘unknown ones.

Chousing latranct
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Even the destination web site or user would not be able to know that the interaction
being done was with the proxy or gateway server and not the actual server, thus
sending and receiving data “on behalf of the user”. This kind of proxy or gatcway

can be useful for providing secure services encompassing HTTP, FTP, Telnet, email,

ete.

Another best methods to keep the attackers at bay is known as network-address
translator or NAT. The philosophy behind the design of NAT is that the more an
attacker knows about the intranet, the easier it would be attack and cause damage
to it. It is sufficient to-know the IP addresses of a server to open it and destroy

- every important data posted on it.

There is'a separate set of IP address for a company's internal use, more popularly,
known as “internal IP address” or subnet IP address. This IP address is never
passed on to outside. It is useful for every communication within the organization.

For dealing with external communication, the web server must have a static [P.
Having a static IP could also be a problematic issue. As far as web servers
generate dynamic IP addresses (those addresses assigned to users when they

“connect to the server and this changes every time they log into the intranet), the

entire network is safe as the hacker or attacker would nevér be able to detect from -
where the request or information has actually originated. The NAT equipment
serves as address translator from internal to external IP address and vice versa and
routing them within these private addresses. '

The firewalls available today do all the things like filter the data packets, provide
proxy services and do stateful inspection of packets. Now-a-days, the firewalls are
providing additional services like detection and cleaning known viruses, as well as
prevent unwanted Java or ActiveX programs.

‘3.4 NETWORK ENVIRONMENT

Since intranets as well as the Internet are based purcly ea networks, the company
intending to install intranet must consider 2 number of aspects before hand ranging
from network planning to final implementation, sezurity, storage and backup, Some '
of the issiies necessary are: :

e Notwork planning should be carried out study of network requirements
covering the following important issues:

e Preparation of list of components
e Planning nctwork topology
e Task of conduit laying
o Taskofcable laying. Cable planning should include the comparative study of
. .Using Twisted-Pair Cable
. UsingTﬁi_nNet(_Zoaxia! Cable
o . UsingFiberoptic Cable
. ¢ Testing of the points
. TEStin;g ofthe entire r'w:twork through various clients
_ e Planning for Network Hubs
o -Estimating time schedule -
. Estimating manpm—ver required

e Estimating total cost of components
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e Buyingthe components " -Software
e Cabling the network
o [Installation of networking components such as-hubs, switches, routers,
rgateways, etc.
e Expandingthe network
v Security
e Choosing a gateway or proxy server
e Installation and testing of proxy
e Choosing security measures especially the firewall
e Installation and testing of firewalls
+  Other essential services
e Installation of anti-virus measures '
e Testing connectivity to databases
o Testing connectivity to Intranet and the Internet
s Installation and testing ofconneétivily to other network peripheral devices

e Installation and testing of network-attached storage.

4.1 Local Arca Network (LAN)

AN stands for Local Area Network. A LAN is an interconnection of
:omputers and associated peripherals as well as to the communications system that
lows users to access and share resources (computers, printers,.servers) with
ither users.

‘ext, images, audio, full motion video, fax, and many other value-added services .
:an now be shared over the LAN. They are great time and money saving
lectronic components for the companies to share resources and information. They
re simple, inexpensive, and support a number of protocols. Though thereare
wmber of types of networks, the networks are designed in such a manner that one-
upports the other. The exact number of benefits accruable from networks cannot
ie enumerated easily in terms of monetary benefit. -

n order to understand the LAN system, one must first become familiar with the
iasic terminology and concepts. The most common terms and concepts that are.-
pecific to LAN are as follows:

»  LAN transmission media

' LAN technology and topology
v . Network protocols

1+ Network management

v LAN applications

' LAN networking devices.

Jetailed study of the networking and various technologies available under it are
reyond the scope of this unit and hence not being covered. It is advised that in
irder to acquire complete information on nelworklng technologies, relevant colirse
nalerial may be referred. _ - - :

4.2  Address Translation - -

Vhen a web site address or URL is typed in the web browser, email or other wcb _
clated service, note that it is typed somelhmg as www.startv.com and not as series . i
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of nu_nibcrs. It is essential for the server to know where exactly the data has to'be

sent to or received from, this address is mapped on to (or translated into)-a series
of numbers. The translation is called “domain name resolving”, “host name
resolvirg” or “name server lookup”. Fér instance, the-VSNL site addresg -
www.vsnl.net.in would translate to a group of four octets like 202:30715.30. The
translation is done on the whole name and not on each byte between the periods. .

* The task of number translation is done solely by a domain name server (DNS) on

the intranet server. Like all devices, it has its own IP address (e.g. 194.62.1 5.20).

The router must have an IP address of the same network (194.62.15.x in this case)
for the convenience of the entire network to use the services of the router. The -
NAT router also has a separate 1P address that would be used for external
communication through the Internet. Note that all 1P addresses are unique and any
duplication would result in collision. For example, a NAT router may have IP

. address of 194.62.15.2 for internal use and 202.63.10.15 for external or public (or

internet or ISP) IP address.

If the request is for a computer outside the LAN, it is just sent 1o the router. A
hormal router would just route everything via the Internet to the server computer,

-however, a NAT router would replace the IP of the.source compute with its own

IP address so that while receiving acknowledgement or any error response, NAT
may handle it first and then permit it to the LAN.

343 Firewall

The NAT router allows receiving of number of data streams. If it receives a
transmission in the form acknowledgement or data streams or error responses from
an extermal server due to a particular request from an internal user, thea it will
receive the data, translate the address 10 local IP address and forward it to the
requesting user.

By preventing all incoming requests or connections except those expected or
permitted, the rouler acts as a “firewall” )

3.5 SOFTWARE

For an intranet to be successful, it must have stronyg software support. In this
section, brief description about the operating system, groupware and databases has
been discussed. Though there are a number of tools supporting the intranet such as
web authoring and management, they have been put up in a separate unit in this
bleck.

3.5.1 Operating system —Server and Clicnt

Various operating systems that support intranets are all variants of Windows and
Unix. In addition to these, certain other software relevant (o intranet operation are
required. For instance, a range of Microsoft products for intranet operations
available are as follows: '

. Back Office Server 4.5
e Back Office Server 2000
e Site Server 3.0

® SNA Server 4.0

e SQL Server 7.0

¢  SQL Workstation 6.5




These above software contain a number of components such as SQL Server for
database connectivity, Systems Management Server for easy web management,
FrontPage for web authoring, Visual Interdev 6.0 for web programming, etc.

They also contain a whole lot of value-added software such as a BackOffice
Server Manager console. branch office setup and various other deployment tools,
and the intranet starter site and slarter applications.

352 Groupware

Groupware are collection of software tools that eicsmpass a broad range of
applications. Even though groupware broadly consists of applications like
calendars, project planning, sharing documents, ciiails, etc., it is many times costlier
than intranet c.g. a Lotus Notes application can cost over Rs 8 crore for a big

group whereas for same group corporate intranet could be easily served wnh about

Rs. 8 lakh. _
These application are many but not limited to the following:
e Communication tools

e VYoice mail

e FEmail

s Fax

e Videoconferencing applications.

Project management -

e Project planners
) -Pro'ject management
.. Project scheduling. '
s News a-nd general services
e Electronic bulletin board services
) E‘.—Iectronié: calendar service
‘e " News service
.’ Remlnder services.
o General office management tools
e Document management
e Office productivity tools
e Spreadsheets
e Word processors
o Graphical editors.
e Webtools
o Authoring
. @ Publishing
e Content management =~ . ~
. _Olher‘graphica] tools | -

e Simple sccurity tools.
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Figure 1: Contents of a groupware

With the use ol groupware, uscrs can easily do most of the office related
management work, which otherwise would be extremely difficult. For instance, i
would be possible to edit, analyze, share, store and retrieve document. Still further,
they can be very comfortably translated, or published in novime. They help a'lol in
increasing the productivity of every user as well as of the organization as a whole.

The downside of groupware is that they are very costly and with the increase in
complexity or additional features, the cost too increases proportionately.

Howecver, since intranets work purely on inexpensive browsers as front-ends and
actual applications on the web server as back-end. many-a-times the groupware
proves {0 be cheaper, but such implementations are rare.

As long as same operating system and hardware were used. there were no
problems, but maintenance and technical support cost was extremely high.
Additionally, the software tcam has to Icarn every bil of things related lo computers.
Since different users work on different platforms and application, which in turm use _
different protocols and services, there was no coordination or collaboration belween
one another,

With the advent of intraner, users were free to use any piatiorm they like on any
compuler architecture. In order to eliminate every hind ol barrier, all they had to
have is a HTML and Java support through browser that remains the only
requirement. Now, the users do not have to learn everything and can comlortably
concentrate on their line of working leaving the intrinsic details to the intranct
soflware or groupwarc. -

It may be noted that the most difficult part of any intranet is document management.
Whercas document generation, delivery and distribution, etc. phases are relatively
easter as compared to any earlier methods, the management of huge amount ol day -
to-day documents still remain a problematic issue. Not just storage but context
based search also has been troubling the groupware developers.




Many developers have found solution to this problem through a specialized tool
called the content management Lool. These lools were initially developed for use of
web site management, it found suitable place readily on the intranets as well and
has now fast becoming Lhe strong feature of all.

The latest technology in the line of intranet tools has been the Web-based
Distributed Authoring and Versioning (WebDAVY), which is an extension to the
existing HTTP services. A number of functionalities have been added to the
WebDAV thereby making it the uitimate for web authoring, publisning and
collaboration. It is now like to evolve a new file system like NTFS, FAT, etc. called
the web file system. WebDAV is one of the best-used servei modules and many
companies developing intranet softwarc or groupware as well as various publishing
and office management tools are going ahead 10 incorpdrate its support features to
their products. For example, Dreamweaver. Director and Flash support the
intranel. enabling even more disciplined approach and association among the
designers and developers who create powerful and massive web sites. A number
of developers of service tools like the FTP, Telnet, etc. are also supporting the
cause of intranet,

3.5.3 Database Conncctivity
A5.3.1  Basic conneclivity

A number of database management systems are available today such as the
Orgele, Sybase, Ingres, Gupta’s SQLRase, etc.

Most of the databases (hat are used to store massive data for use through Internet
deploy Relational Dalabase Management System (RDBMS) designed for PC class
hardware, They are alse available in both server (workgroup) and local engine
{standalone) configurations, and are usvally brndled with the p'ower_of Structured
Query Language (SQL), transaction processing, and distributed processing for
building business applications. By supporting client/server architecture, these
software achieve a higher level of scaiability, whicn makes them suitable fora wide
range of applications; from a standalone, Sn_:,le -user environment to a multi-user
workgroup environment.*

To huild the client side of applications, developers use various tools: Some of the
popular software development environments include Visual Basic, C/C++, Power
Builder, Java, Delphi, etc. !t must be ensured that the databases can connect to
these programming languages, or in other words, these database management
systems should.support these languages by being backend support. '

3.5.3.2 Middleware support

All'the connectivity interfaces related tools come urder the calegory of
middleware. Middleware provides the link for data exchange between the different
points of processing in a distributed application. In an intranet application, the points
of processing are the database software the server software and the client
application.

Mauny of the popular databaszs also provide support of and to the middleware and
conscquently, the term middleware has become lesser known. Though sofiware
like the ASP, Perl, etc. have got wide popularity, a lot of work is being done to
integrate a number ol features of the traditional soliware made available in the
middlewarealso. . - . -

During ;:rocessing of any request. the client/server architeclure is maintained and
ihe database and clw at applications arc processed sep»ra“zly eventhough running
on the same platforin or machine. For certain middleware, a connectivity inlerface
is not requu‘ed 10 sup,;c.i data exchange between the application and middleware or
database.
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3.5.33 Open Database Connectivity (ODBC)

It happens that in addition to conventional or most popular database management
systems, many companies go for proprietary software creating problem for
themselves as well as for the clients. Itis strongly recommended that companics
should use that particular DBMS software which is most popular and widely used.

Ifthis is not followed, a number of difficulties arise with database connectivity and
the company may have to sheil oul enormous amount of money on obtaining proper *
connectivity tools,

[t must also be ensured that whenever any DBMS or middlcware is procured. all

relevant database connectivity tools are also bundled. Most important of all of the

connectivity tools or drivers is the ODBC, which perinits connectivity to any type of
database from the client application.

Many developers provid.é not just a'simple ODBC driver, but a complete industry
standard ODBC database solution-for a wide range of-operating systems such as
Windows, Unix, Linux, MacOS, Sun Solaris, etc.

3534 Jave Database Connectivity (JDBC)

With two different types of technologies available in the market today viz., the
Windows and the Java technologies developed by the Microsoft and the Sun
Microsystems respectively, it is essential for any company (o ensure proper
integration of the two technologies so that the customer support is ensured inspite
of the technological divide.

'N_otjusf ordinary ODBC tools and drivers, it has become almost essgntial for the
. companies to obtain the JDBC drivers as well. With JDBC drivers, it would

become possible to connect the Java applications with any type of databases and
can query as well as update data from any data source across intranets or the
Internet.’ '

3.6. OTHER ASPECT3

There are considerations for an intranet other than just hardware, software and
security. They are the protocol support, web based tools and securily lools.

3.6.1- Protocol Support tools _ :
Intranet should support the tools meant for providing various services on the
Internet through the protocols. In addition to the conventional TCP/IP support. the
intranet base should also extend support to a variety of protocois such as the [PX,
SPX, NetBIOS. etc. thereby providing a total freedom from the network
a'rchitecturc, machine dependence or topology dependency. The following is the lisi
of protocols supported by intranet:

ARP

TCP
IP

FTP

Telnet

HTTP

SPX

IPX

uUDP




e POP i Choosing Inuranc:
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e LDAP T Softwanr
s SMTP
o HTTPS

s (Gl

e NelBIOS

e IMNAP

e SOCKS

and others.

3.6.2 Web Based Tools

3.6.2.1  HITML, XML, CGl and other open standards

As is well known that the web as well as intranets speak and understand only one
Janguage i.e.. the HTML. The browser at the client’s end after downloading the

pages [.om the server. inlerprets the language and converts it into human
understandable format and the output would be what everyone actually see on their
computers. Until recently, HTML was available as an open standard i.c. it was not
under controf of any vendor. Web application developers intending to release their
product had to conform to this standard.

With the increasing compgetition between certain vendors especially the Microsoft
and the Netscape, there has been a number of changes to the open standard. One
company ntroduces intcractive components; other adds capability of audio and
video. In the meanwhile, another company would add frames and still another

. would add Java compatibility.

“Even the companies or developers themselves have been affected with such

modifications to the open standards since they would rely only on their technology
and could not get the benefits of other powerful features. On the clients’ side,
there will be great frustration since they would have to choose only one from all the
available technologies. The story does not slop there. A number of features as
well as new languages like the ASP, CGl, Perl, XML, DHTML., VRML, etc. have

-evolved since the HTML open standard was released.

It would be clear from this situation how important standardization is. It has now
become essential that all the major developers come together along with the group
of customers and include in their'products all the features thatthe customers like to
have. This would brmg them lot of prosperity as well as total customer satisfaction
can be ensured.

More details on standards, protocols and semces have been d:scussed in detall vide
Unit.6 under the heading intranet protocols

3.6.2.2 Web authoring tools

CGI was considered excellent in the beginning since it was also ciben standard.
The only drawback it suffered was that it was slow. Major software developers
virtually lgnored the CGland consequently CGl could not survive the competition.

Need arose for addressing various issues related to the web programming.

-Sofiware were required for establishing connection, ensure security, connectivity to

databases, conveision of the results to web format, and lot many more. In response
to the rising needs, nurmerous vendors have come up with numerous products, somé
of them like the followmg

e lniralLaunch -
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e Benefit Profiles Portal Suite

. Scrvic;asbace Suite consisting of Enterprise, Customer Portal, Partner Portal -
e LiveHelp

s HTML/OS

‘e . WebSiteManager.

This aspect of web authoring and management tools is not being discussed here in
detail since it has been covered in Unit 5 under the heading Web authoring and
management {ools.

3.6.3  Security tools

Securing an intranet is not a simple task. Just as articles in a house are proteetéd
by use of various types of security systems such as lock and keys, almirahs, burgla:
alarms, ete., 50 also the intranet should be protected using various types ofsecunly
systems.

A number of security products covering a broad range of methods are available in
the market. Most popular of all the security measures are the firewall, the VPN
and the SSL. While the firewall is supposed to be easily manageable and
configurable as compared to all other security measures, the VPN and SSL are
considered the most inexpensive and easy security methods.

3.6.3. 1 Flrewalls

While getting one firewall for the company’s intranct it should be well known that
firewalis come in both hardware and software forms, and that even though, all
firewalls are programmed, they require proper configuration at the time installation
10 suit the requirements of the company. While doing so a number of
considerations have to be taken into consideration.

The firewall vendors may be giving tall claims about the success of the product in
the world, but the purchaser must keep a number of issues ready before actually
oblaining one for the company. The customer must be cautious that [irewall
security can be highly complex and that just simplicity can not be a'good measurc.
for the performance, and finally that the firewall after installation requires proper
configuration.

While deciding whether to buy a hardware or sofiware firewall, the uscr must
consider important factors such as performance and flexibility. Hardware firewalis
can be easy 10 set up and may also be cusiomized to improve performance, the
software firewalls offer the flexibility of use on any hardware platform is available.
and the platform can be upgraded much easily and thereafier moved to a different
platform altogether.

The Unix-based firewalls are considered most secured as compared to the
Windows NT based anes. The firewalls binds the holes of the aperating system
under which it has been installed by closing all the security holes and by eliminating
all possible services that could be used by altackers.

There are proxy servers that act as good firewall protection for the entire intranct
system. In some cases, firewall comes as a separate server altopether, whereas in
certain cases, fircwall themselves can act as a proxy scrver.

It must be ensured that the firewall is being updated from time to time and the
personnel responsible are alert and loyal.

3.6.3.2 Yirtoal Private Nelwork (VPN)

Even though, many firewalls also include the features of the virtual privale network.
the functionality and capabilities of VPN capability are different from that of the
fircwall.




{tis important to understand that installing a firewall is only one part ol'a sccurity Choosing [ntranct
strategy. In addition to it, other aspects such as user authentication through Mardwaie and

usermmclpasswmd combination, VPN, a public-key cryptographic code and
resource management should also be added o the polu.._y of the company’s intranet
RLLlIril} N

When determining requirements for a VPN. carefully estimate the number of
systents 1o be put behind the VPN, the number of concurrent users, the type of
Inicrmet connection in use, etc. 1t is also essential to study the degree to which
imicrnal systems must be protected, the avaifable resources 1o maintain the VPN,
and what security functions are intended from the VPN to perform.

3.6.3.3 Eacryption/decryption using by SSL

Once a session is established, the SSL generates a session Key using public-key
cicryption to exchange information between the client and server. This key is used
to enerypt the transaction for both request as well as the response. It would be
extremely difficult for the atiacker to get into the system since each lransaction
uses a different session key. Ilence, even if the atlacker succeeds to crack the
code of a transaction, he can not use the same key every time for cracking and will
have to spend enormous amount of time as he did for decrypting the first key.

Most of the server and browser software developed by various vendors carryout
encryption using either a 40-bit or o 128-bit secret key. Itis feli that using 2 40-bit
key could be insecure since any possible combination of 2740 can be computed
easily using modern day computers. Relatively, use of a 128-bit key eliminates this
problem as there would be 2*128 possible combinations instead of just 2°40.

Software are coming up in which the user can sclect what kind of security measure
can be taken for encryption. One such example is the Neiscape. in which the user
can select from available encryption methods and size of key.

Dcscnptlon of security tools is not being dealt here in detail since it has already
been covered in grealer detail vide Unit 2 under the heading Intranet’s secunty

Check Your Progress

1) The protocol suite applicable for both intranets and Internet are called
and every computer should be compatible to __. - -

2) There is a separate set of IP. address for a company’s 1nternal use, more
popularly known as

3) The NAT router allows receiving of number c_:f

4} The latest technology in the line of intranet tools has Bégn the ,.
which is an extension to the existing HTTP services.

5y - ____~_is a Web authoring and Management tool:

3.7 SUMMARY

The selection of computing infrastructure should be done on the basis of

s  Obsolescence rate

o  Cost factor for replacing the old

e Costdifference to replace with new equipment
. Nun_nber 5fﬁ1ajor faults during its existencé

e Number of upgrades done '

¢ Maintenance overhead

e  Availability of spares and service.

Soltware
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These parameters could be considered for both hardware, software and networking
environment, as far as applicable. Whenever any one or two of the above
parameters becomes extremely high, it stands as an indication for immediate
replacement. -

Many ofganizations are using intranets to replace the costly groupware and e-mail
applications with simple-intranet applications that cost only a few thousand rupees.
Organizations initially start their operation with developing one or two applications
and attempt 1o host them on the web thereby making them web-enabled. On
success, they develop other application software on the similar lines based on the
experience acquired. -This kind of approach is also proving to be the cheapest and
the best of all strategies. Once all the required applications have been develop, the
entire software takes the shape of a enterprise-wide system (may be similar to an
enterprise resource planning or ERP type implementation). '

The benefits of groupware implementation are

. » Itallows users to freely exchange, analyze, edit, store and retrieve documents

and messages.
o It eliminates barriers of time and space.

e It promotes increased responsiveness and significant improvement in quality of
" business processes.

e It provides standardized approach to processes.

3.8 MODEL ANSWERS

1) Transmission Control Protocol/Internet Protocol, TCP/IP
2} Subnet IP address

3) Data Streams _

4). Web based Distributed Authoring and Versioning

5) Code Charge | )

3.9 FURTHER READINGS

1} Practical Guide for implementing secure Intranets and Extranets by Vinton
G.Cerf, = Artech House (Publisher).

2} Designing the Total Area Network: Intranets, VPN und Enterprise
Networks Explained by Steve Pretty, John Wiley & Sons.

3) Reality Cold Fusion: Intranets and Content Management by Ben Fona,
. Macromedia Press.

Reference  Websites
1), http://wwwbrill.com/intranet/ijx/index html
2) http://indiafocus.indiainfo.cor/internet/index.html

3) http://community.niarion.ia.us

'4)  http://www.planet-intra.com
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4.0 INTRODUCTION

The next stép in setting up an intranet is to configure intranet that is to how 10 create
and host the web pages and step to secure the network. There are different types
of web page authoring tools for content creation. Managing user and grantisiz
permission and restriction is also important part of Intranet administration. Dezision
like risk lével and how much exposure one can stand. Once that ts done it is now
time to find out-where the network is vulnerable

The-ncxt part of this sectlon deals with discovering the vulnerabllmes amnetwork.
Unfortunately, there are dozens and dozens of ways nctwork can becompromised,
and the first step in finding them is by Iookmg around.’

41 OBJECTIVES - )

. Inaddition to the. basic tools for authoring intranet, various othér issues related to
intranet such as the user management, hosting on intranet, pem'ussmn and regtriction,
networL securlty issues and tuning applications on mtranet is dlscussed in this umt

4.2 CONFIGURING INTRANET

The f' rst swp of setsmg up lntranet is to configure a web-server. Many web servers..
are available some of them are commerclal and some are free. One of the popular
-web server is Apanhe. the current version of. Apache -web server is 1:3.3:x. It-s--
‘available free with Red. HatLinux 5.2, and canajso downloaded from htp:/.
‘www.apache.org.. Jt'set-up and ready to riin automancaﬂy atiboot as-scon as the
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Linux instaflation is completed. Apache web server is extremely powerful, and can -

be configured to handie any kind of environment from a lightly loaded Intranet to a
commercial heavily loaded Internet Web server taking more than 100,000 hits a
day.

It is very simple to test the working of Apache web server, simply point the
browser to the URL http://locaihost. The Apache’s default “It Worked” page
starts up. The index.htinl file in the /home/httpd/htm] directory can be changed to
start publishing pages on the Intranet. The default configuration file fetc/httpd/conf/
httpd.confis suitable for simple configurations, though one might want to edit it if ©
there is an unusually heavy load, or wish to configure a different machine name,
port, or address to send error messages. '

421 Wcb Authoring Preview

All that is needed to author a Web page are a word processor, attention to detail,
common sense and a computer to serve the page where others can access it with
Web browsers. Web page can be in any word processing or text editing program.
Using a word processor requires knowledge of Web page programming language
HTML (hypertext markup language). Use of software designed specifically for
Web authoring eliminates the need to know HTML language and make creating a
Web site as simple as typing on a word processor. Newer word processors (e.g.
MS Word) can even export formatted text to HTML.

Many web page editing programs also provide for basic editing and placement of .
graphics and have built-in file transfer protocols to upload web pages to the server.
Web pages consist of text marked with HTML tags that give a web browser

guidelines for how to display or align text and how to link text or graphics to another

file on the Internet. For example, to emphasize something, enclose the required text
in a-pair of tags, such as: <B>. This is a demo text Jine!!!l It'</B>, A Web
browser will then show This is a demo text line!!!! in boldface type, in this
example, to make it stand out visually. Attention to detail counts, because HTML
tags are picky, and typographical errors can highly embarrassing on even simple

pages.

It is important to see what the web site looks like on many different browsers and
computers, and then edit it appropriately. It is also important to name graphics for
people with browsers that cannot view them. ' -

4.2.2 'Web Graphics

Most of today’s web browsers support two graphic formats: GIF and JPEG. Both
formats use internal compression routines that make the graphics smaller, thus
decreasing download times. When it is decided to put a graphic on the Web, it is
important to decide whether to use GIF or JPEG."

GIF Versus JPEG: GIF stands for graphics interchange format. It is the only format
that all graphics-savvy browsers can display, so it is the format to use for graphics
thatsis to be seen by everyone: The bad part about GIF graphics is that they are
limited to 256 colours and typically do not compress as well as JPEG graphics do.
The latest version of the GIF specification (version 89a) supports transparent mode,
a nifty option that make one colour in a graphic transparent. GIFs are shaped like
rectangles, to make a GIF’s background colour transparent, one can end up with a
GIF that looks like an irregularly shaped object. :

GIF

GIFs also can be interlaced, meaning the image is saved in alternating horizontal
bands. Looking at the first half of an interlaced GIF, one would sce a low-
resolution, striped image, with-blank horizontal stripes representing the second half
of the image. Some browsers display interlaced GilFs as'they read them, first they
display every eighth line, thén every fourth line, then every second line and then
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cvery line. This display method makes it so people waiting for the image to load can Canfignring
. T . . L Intranct

quickly figure out what the final image will look like. Other browsers bring ina

rough version of the graphic and gradually refine it. GIFs also support animation. It

is possibie w piece together numerous GIFs and create a simple movie.

JPEG

JPEG stands for joint photoagraphic experts group. It is & graphics compression
forfnat (hat works best for digitized photographs, particularly if they depict photos of
nataral scenes such as forests or sunsets. JPEG was designed 1o lose details that
the human eye often will not notice, particilarly details that would not be noticed
from an image with aradual changes in shading and colour. JPEG is most likely to
lose too much delail with images that have sudden transitions from one colour to -
another; so JPEG tends to be a poor format for graphics containing text, line
drawings and navigational icons. JPEG images can have millions of colours instead
of a just 256, They have better compression, but many older browsers cannot
display them without the assisiance of a helper applluat:on (wherc the picture
displays in adifferent pronl ams window).

The bottom line: Use GIF unless one has a photograph that looks much nicer or
compresscs significantly tighter as a JPEG

423 Addm" Interactivity

Once the construction of basics tike text, hyper text links and graphics are over,
interactive additions such as image maps, sound, video, search capability, database
retrieval. forms‘and even encryption security is desirable depending on the type of
requircinent. These advanced functionalities require the help of technologies such as
Java programming, common gateway interface (CGl) seripting or the addition of
plug-ins. They usually require additions to and modifications of the server software.
Such a discussion is beyoud the scope of this topic.

Hosting Web Pages on the Internet

Organizations that will host the web pages, can be asked from the Internet service
provider (ISP) or system administrator. Another option 10 serve the web pages is
dedicating a computer (o run Web server software. The advantage of a dedicated
computer is personal control of Web server software. This option requires a
dedicated Internet connection. Some ISPs also provide a option to keep web server
computer at their site for a direct Internet-connection. This usually requires remote
control software or many trips to the ISP. Personal server software is becoming .
popular for small-scale Web'sites on off'cc computers with a dedicated Internet
connection.

After finding an organization that will serve the web pages or choosing-own Web
-server software, some question can be asked:

L. What kind of file naine extensions are used? The Web is very particular bout’
file names, the file names must end vrith an extension that indicates the file
type. For example, 2 Web page coded in HTML needs a .htm or .htm!
extension. The specific extension and the length of the file names depend on
the server that serves the files. The beginning Web page may need to bé called
homepage.html, default.html or index.iiml depending on the server software.

2. How to updates pages? This is usually accomplished by using file transfer-
protacol (ftp) to transport all the html docaments and graphics files to a specific
directory on the server. FTP access to the server along with a password is
required for this. :

HTML code is easily downloaded for review. It i 5 also possible that if some web
site tezhnique that is of interest, can be simiply sa sed as HTML from its code. This
will provide special techniques that are used in de-veloping own web pages. Web site
graphics are also easily downloaded as HTML file s but there is need,to ‘consider
infringement of copyright laws. if any, before mco_rl.\oratmg them ifff" ATy, Web site.
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4.3 INSTALLATION

: 4;3.1 Network installation and administration

In order to connect to the Internet or setting up an Intranet, one should plan and
layout the physical network, which include the following steps:

o - Designing topography
s  Planning the connectivity or wiring
¢ Installing routers and hubs
e Selting up servers
Establishing security measures such as implementation of firewalls
e  Selection and c-onnecling to an ISP.
4.3.2 User managément

Authentication

Authentication is a process that is performed by the system automatically to ensure
that the user is genuine (i.e. really who they claim to be). Authentication mdy be
-done atand for a local computer or at a global leve! for a domain using domain
controllers across the network. Windows 2000 supports the following types of
authentication:

e . Kerberos V5 : An Internet slandard authentication protocol which is the
- default protocol for Windows 2000 computers within a domain.

® Windows NT LAN Manager (NTLM) : Used to authenticate users from
Windows 95, 98, and NT systems. Windows 2000 Active Directory must be’
operating in mixed mode to use this authentication method.

e Sccure Sockets Layer/Transport Layer Sccurity (SSL/TLS) : Requircs
certificate servers and is used to authenticate users that are logging onto
secure web sites.

e  Smart card : Contains a chip with information about the user along with the
user’s private key. A personal identification number (PIN) is normally required
for authenticating using a smart card. Requires Extensible Authentication
Protocol (EAP) 1o be epabled [or the server to allow smart-card authentication.
Also some certilicate authority must provide keys.

Authentication uses X.509 standard and kerberos.
Process of Logging On

1. As the first step the Ctrl+Alt+Del key combination has been pressed, name and
password entered, and local or domain logon is indicated.

2. Ifthe logon is local, the name and password are checked against the local
database. If the logon is a domain logon, the name and password are
encrypted into a key, and timestamp information is encrypted. This information
is sent to the Windows 2000 domain controlJer with an authentication request.

3. The domain controller dLCI’}’plS the information and checks for a valid
timestamp. If the timestamp is valid, two Kerberos tickets are made and
cnerypted with the password. The tickets are sent back 10 the client compuler.

: The tickets are:

. @ User session key Used to log on.

. User ticket - Used to get other Kerberos tickets for accessing other
domatn resources.

4. The client decrypts the tu:kets and uses the session key to log on.
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Shares used for logon

NETLOGON/SYSVOL - The Netlogon share is used on Windows NT domain
controllers to authenticate users. In Windows 2000, the SYSVOL share carries out
these functions. The SYSVOL share includes group policy information which is
replicated to all local domain controllers,

Accounts:
Built in Accounts

The below accounts are created when any Windows 2000 system is inslalled.
These accounts are also created on domain controllers automaticatly when Active
Directory is installed.

Administrator - Cannot be deleted or disabled and should be renamed.

Guest - Disabled by default. A password is not required. This account can’t be
deleted but can be renamed, and should be disabled.

Account Types
e Local - For local computer access.
¢ Domain - For access to network icsources in the domain.. -

Administrators and-power users can create and modify acéounts in the domain.
Administrators on local computers can create and modify accounts locally. The
Wlndows Scripting Host (WSH) assists administrators in creating many users and
groups quickly. -

User Properties : h [

'In addition to the usage, it'is essential to note the following for smooth operation:

e Username - A unique name up to 20 characlers exclading;
“UN[D:5,+ %7 <>\ :

o The username may be changed after it is created. Choose a-naming convention
for large organizations. -

e Password - Case sensitive and up to 14 characters._ o -
e  User must change password at next logon _

e User accounts can be rgnamed.

Account Crcation and Modification

e Local account: - Use the “Local Users and Groups” tool.

T Right click “My Computer”, select “Manage”.

2. Click the + next to*“Local Users and Groups” in the “Computer
Management” box.

-3 Enter user lnformatlon into the “New User” dialog box.

'To modify the user properties, right click on the user and sclect “Properties™. User
Property tabs include: :

e General - Set up when user must change password (User must change
password at next login, User cannot change password, or password never
expires) and disable the account here. Indication of account fockout is here.

e  Profile - Set up the environment variables, set a network path to the user profile
folder and user home folder. The profile includes desktop settings.

e Member Of - Set up local groups the user is a member of,

Confipuring
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Dial-in (Only on Server computters) - Set remote access permission, callback
policy. and IP address and routing information,

Remote account: - Use the “Active Directory Users and Computers™ tool.

I. From the Active Directory Users and Computers tool click + next to the
domain name.

2. Higalight the “Users™ folder and select “Action”, “New”, and “User™.

3. Enter user mformation into the *New User” dialog box.

T modily thy user properties, right click on the user and select “Propertics”. User
Tropeny tabs include:

General - Set up when user must change password (User must change
password al peXI Iog,m User cannot change password, or password never
expirespund disable the account here. Indication of account lockout is here.

. Address - Set mail address or physical address information.

Accoum - Set hours that the user can logon during and restrict computers the
user can vse. The following operations are possible:

o  User must change password at next login

s User cannot change password

e Password never expires

e  Store password using reversible encryption.
® Accountisdisabled

&  Smar card is required for interactive logon

e Account is trusted for delegation - The user can delegate authority for
their privileges orrights to other users.

®  Account is sensitive and cannot be delegated.
e Use DES encryption Lypes for this accousit.

® Do not require Kerberos preauthentication - For syslems supporting
Kerberos but not preauthorization.

e [ndication of account lockout is here.
¢ Can set when account expires.

Profile - Set up the environment variables, set a network path to the user profile
folder and user home folder. A logon script file can be set. Domain user logon
scripts arc in the NETLOGON share on the domain controller in the
SystemRool\SY SYOL\sysvol\domainname\SCRIPTS folder. The profile
includes desktop settings. Default profile file location is C:\Documents and
Settingsiusername on the computer that the user logged on to.

Other aspects such as Telephones, miobile, fax phone numbers, etc. and about
the organization consisting of the user tltle department manager, and company
could be entered.

Member Of - Used to assign users to groups and remove users from groups.

Dial-in - Dial-in privileges can be granted or denied and, callback ¢ opnons are set
here.

Published Certificates - Can add or remove user internet certificates.

Object - View information.about the user account object such as when the
account was modified last.




!
¢ Sccurity - Can set users and groups that can modify this domain user accoun:
i !
properties.

The “"NET USER” command line tool may be used to create users when used with
a batch file.

Permissions

The permissions on Windows 2000 systems are all selectable with two boxcs, which
are:

e  Allow- Grant the permission.

e Deny - Any denied permission for a group or user will override any allow
permission, even if the user is in a group that is granted that permission.

If neither box is checked, the permission is not granted fer the uscr or group, but if
the user is in another group that has the permission, it will not be denied. Normally, if
a user is a member of several groups that have different Ievels of permissions to an
object, the least restrictive permissions apply uniess the user, or onc of their groups
have the 1o access box checked for that permission.

Standard File and Folder Permissions
¢ Read(R) - View attributes, contents, and permissions. Can synchronize.

e  Write(W) - Can change attributes, and file contents, Can create files or folders,
Can synchronize.

® Read(R) and Executé(E) - Can change sub folders, perforn read operations. |
and execute a file.

e List Folder Contents - Can perform read and exccute permissions on folders.
Can view folder contents, attributes, and permissions. Can synchronize and
change to subfolders.

e  Modify - Perform Read, Execute, and Write permissions along with ability to
delete.

». - Full Control - Can perform Modify functions {above}, take ownersiiip, and
modify permissions. :

Permissions assigned to directories are inherited (default) by all files and
subdirectories that are contained in the directory. The inheritance option, selected by
default, may be deselected. Each file or dircctory has an Access Control List
(ACL). To set permissions for additional users or groups, they are added to the
ACL of the file or directory. Windows Explorer can be used to set permissions.

NTEFS File and Share Permissions

When these permissions are different, the most restrictive permissions are applied.
I'he share and NTFS file permissions must overlap'in order for the user to have (he
rermission. That means to read a file, the user must have both read share and read
NTFS permission. '

¥hen a user has full control permission for a folder, the permissions will apply to the
iles in the folder even though permission for an individual file in the folder may be
et to NO ACCESS for that user. When a file or folder is moved, it retains its
:urrent permissions, but when it is copied, it inherits the permission of (he paremt
older or partition it is being copied to. '

Jwnaership .

f the owner’s user is a member of the administrators group, the owner is the
dministrators group. Administrators do not have access to all resources. but they
nay take ownership of any resource. Once ownership is taken, il cannot be given
ack. Also taking ownership of resources changes all existing permissions for that
esource. ° :

Cnnfigqri:{g
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Administration Permissions that can be delcgated include:

@ Create. delete. and manage user groups.
e Crcate, delete, and manage user accounts.

e Manage group policy links - Group policies assigned by organizational unit may
be modified.

o Modify group membership.
e  Readalf user information.
e Reud user account passwofds. :
*Sctting Permissions -
1. Rightclick on the file or folder.
2. Select properties
3. Select the sceurity tab on the properties sheet.
4. Click onthe permissions button.
5. Ifthe file selected is a subdirectory there are the following check box choices:

e Replace permissions on subdirectories - Permission r_:}fanges are applied to
all sub folders.

-

e Replace permissions on existing files - Permissions are applied to all files in
the {older. If both are selected, permissions are applied to all sub folders
and files in alt files in the folder and its sub folders.

. 6. Click on OK to exit the permissions box and OK to exit the bropenies-ﬁox.

433 Distuotas ‘ |

Disk quotas are used to track the use of disk space for each user. They are
normally disabled and are only supported on NTFS file systems. Quotas are tracked
per partition and per user using ownership information to account for resource use.
Compressed file sizes are measured according to the uncompressed file size.

Disk quotas may be viewed and administered by using the “Disk Management™ too!
to select the properties dialog box of the disk or volume. The “Quota™ tab cofrains
quota information and management functions. Quota management must be enabled.
* Warning levels may be set and hard limits may also be set. Disk space may be
/ ‘denied to users who exceed their quota limit. The events may be logged when thie
user exceeds their warning and/or quota limit.

Windows Explorer can be used to setup and monitor disk quotas. Windows Explorer
local disk properties tabs: '

e General

e Tools

. | Hardware
. Sharing

e Security

‘e Quota - Used to enable quota management, deny disk space if the quota-is -
60" - exceeded, limit the disk space and set where the disk quota warning is given.
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The user can also log when the warning level or quota level has been
exceeded. The “Quota Entries” selection box is used to view quota
utilization for the volume. To modify the quota levels for any given user,
double click the user’s entry.

¢ Web Sharing
User Rights

User rights are different from access permissions, which allow zc.cess (o
resources such as, read, write or execute access. User rights atlow system
control, which includes the ability to format. a hard drive or shut the system
down,

Local Users created at installation time

" Administrators - Used to administer the system. Making a backup of the
administrator user would be highly useful during critical situations.

2. Guests - Have minimat privileges. It can be renamed, but cannot be
deleted. On NT workstation, disable the guest account or give it a password
since it is enabled upon installation. .

-

3. Initial User - Member ofadminislraiors group.
Two levels of security

e Logon

e User Rights

Adding’ Accounts

The “Local Users and Groups” tool is used to create user and Broup accounts
locally and the “Active Directory Users and Computers” tool is used 1o create
users remotely. They are also used to with managed functional user rights,
“security auditing, and account policies. Functional user rights determine what
programs the user can run or what system capabililies they have. Passwords are
case sensitive, but user names are not. Both can contain spaces.

' Two methods of 'adding u_égr accounts:
e Creation
» Makea copy oflan existing account.
When an account is copied from a template the following fields are left blank:
e Username. '
" FullName
¢ Password and cqﬁﬁnn password
o User cannot change -passwocd
e Account disabled.

User accounts should not be made local on various workstations when using
domain user accounts. If a user account is deleted, when it is recreated, even
though it may have the same name, it will have a different user ID number and
resource access for that account must be set up again.

Passwords are case sensitive and can be up to 14 characters. User names are
not case sensitive and can be up to 20 characters. The user’s home directory
can be specified when the user is created or sel later. The home directory is
where data from an application is saved by default and where the command

prompt will be when a command line session is begun.
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Userrights are divided into’
e Logonrights

e Userprivileges
Sctting User Rights

e  Organizational Units - In Administrative Tools, select “Active Directory Users
and Computers”. )

¢  Domain - In Administrative Tools, select “Domain Security Policy”. The
ADMINPAK niust be installed on the computer. ’

e Domain controllers - In Administrative Tools, select “Domain Controller
Security Policy”. The ADMINPAK must be installed on the computer. -

e Local computers - From the Control Panel, “Administrative Tools” applet,
double click “'Local Security Policy”, :

Domain controllers do not have a power users group. On the Domain Controlicrs,
Server Operalors are similar to the Administrator group on the Workstation with all
rights.

4.3.4 Security Configuration and Analysis

The “Security Configuration and Analysis” tool is used to analyZe a computer
security configuration. To get ready to use this tool, do the following:

e  The MMC “Sccurity Templates” snap-in must be previously installed. Once
installed, it is the administrative tool called “Security Console”.

e The MMC "‘Security Configuration and A,r-lalysis” snap-in must be installed to
the “Security Console” by starting it from “Administrative Tools™, selecting
“Console” and “Add/Remove snap-in”.

® A database in the snap-in must be created by selecting “Administrative Tocls”,
“Security Console”, select “Action”, and “Open database™.

¢  To perform the analysis against a template, open a database, and then sei-ci
“Action”, and “Analyze Computer Now”.

3
o  To apply settings from a template, open a database that has the settings user
intend to apply to the computer, then select “Action”, and “Configure Computer

"

Now™". -
User Profiles

The user’s profile allows the user’s environment to be configured. The User
Manager administration tool allows user profiles to be modified when “user
properties”, then “profile” are selected. The user profile contains:

e  Desktop settings - screen colours, wallpaper, screen saver’
e  Persistent network and printer connections

e Mouse settings and cursor settings

®  Recently edited documents.

e  Start-up programs, shortcuts, and personal groups

e  Settings for Windows applications - Notepad, Paint, Windows Explorer,
Calculator, Clock, and more.

e  Start menu settings - Programs that can be selected from the start menu.

The vser profile settings are saved on disk. They are loaded when the user Idgs on.
There are two profile types: N




® Localprofile : Stored in the C:ADocuments and Settings\username foider,
The profiles file is NTUSER.DAT in the directory called by the users
name. A mandatory profile which discards any changes the user makes
to their profile at logofftime, can be implemented by modifying the name
of the user profile file from NTUSER.DAT to NTUSER.MAN. The
ntuser.ini file is used to set up the user roaming profile components that
are not copied to the sejver. The ntuser.dat. LOG file is used for
NTUSER.DAT file recovery in the case of an error. Additional folders in
the C:\Documents and Settings\username folder are:

. Application Data: Refers to data used by annlication programs [hat the
user may modify when they change a setting in the application,

» Cookies
® Desktop - Refers to.desktop and briefcase shorteuts,

* TFavourites - Application favourites such as web sjte favourites on IE and
favourite programs,

¢ FrontPageTempdir - Only on Windows 2000 Scrvers for files made by
Microsoft FrontPage,

¢ Local Settings - Seltings used by applications such as IE,

¢ My Documents,
® NetHood - Network servers or shared network folder shortcuts.
®  PrintHood - Network printers.

®  Recent - Shorculs to documents recently used.

®  SendTo - Shorteuts to places where files are copied.

&  Start Menu - The user’s Start menu and shorteuts,

® Templates- Application templates.

® Roaming - Stored on an NT server and downloaded to the computer that the

user logs onto. This way the same user’s profile can be available on any
machine.

Profile Creation

® Forlocal usérs : Ifng user profile exists when the user logs on, the contents of
the Defatilt User profile folder are copied to the C\Documents and
Settings\username folder.

»  For domain users : The NETLOGON share on Lhe domain controller is
checked for a default yser profile. If one does not eXist, it copies the contents
of the local Default User profile folder 10 the local computer

NETLOGON\sername directory.

ser logs on the first time, The administrator may modify the contents of the
efault User profile directory to change the settings for first time users of the

1orteuts may: be added to the Default User profile directory using Windows
¢plorer, -

I Users Profile
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1. Using a text editor, open the start file, which 1s located 1n server_rootf'hlip&
server_identifier.

2. Inthe 10th line counting from the top of the script, insert the following: echo
“SSL-enabled_server_password”|

For example, the edited line might look like this:
echo “MBi12!mo”[./$PRODUCT_BIN -d $PRODUCT_SUBDIR/config $@
Restarting with inittab

To restart the server using inittab, put the following text on one line in the Jetc/inittab
file:

The -i option prevents the server from putting itselfin a background process.
hitp:2:respawn:server_root/type-identifier/start -i

Replace server_rool with the directory where the server has been installed, and
replace type-identifier with the server’s directory.

It is required (o remove this line before stopping the server.

4.3.7 Tuningscrver pcri‘ormance

-Server’s technical options can be confgured including the number ofmax1mum

simultancous requests, listen-queue size, and DNS usage.
Configuring maximum simultancous requests

Number of maximum simultaneous requests can be set, which is the number of
active requests allowed for the server at one time. However, for general purpose
interriet or intranet use, one probably will not need to changc the default value (I28
requests).

To get the number of simultaneous requests, the server counts the number of active
requests, adding 1 to the number when a new request arrives, subtracting | when it
finishes the request. When a new request arrives, the server checks to see if it is
already processing the maximum number of requests. If it has reached the limit, it
defers processing new requests until the number of active request dr0p5 below the
maximum amount.

In theory, one could set the maximum simultaneous requests to | and still have a
functional server. Setting this value to 1 would mean that the server could only
handle one request at a time, but since HTTP requests generally have a very short
duration (response time can be as low as 5 milliseconds), processing one request at
a time would still allow to process up to 200 requests per second.

If it is required to change the number of maximum simultaneous requests, set the
number before starting the server. To reset the rumber:

1. Choose Server Preferences|Performance Tuning.
2. Type the number of requests.

3.. ClickOK.

4. Click Save and Apply.

Enabling Domain Name System lookups.

The server can be configured to use Domain Name System (DNS) lookups during -
normal operation. By default, DNS is not enabled, if DNS is enabled, the server
looks up the host name for a systein’s IP address. Although DNS lookups can be
useful for server administrators when Jooking at logs, they can impact performance,
When the server receives a request from a client, the client’s IP address is included
in the request. If DNS is enabled, the server must look up the hostname for the IP

‘address for cvery client making a request.

E YT a s




Configuring listen-queue size Canfiguring
. Intranct

The listen-queue size is a socket-level parameter that specifies the number of
incoming connections the system will accept for that socket. The default sciting is
128 incoming connections.

To manage a heavily used web site, one should make sure that system’s listen-

queue size is large enough to accommodate the listen-queue size setting (rom the
* Server Manager form. Before changing the listen-queue size, make sure that
system supports the new size. The listen-queue size set from the Server Manager
form changes the listen-queue size requested by the server.

Configuring the HTTP persistent connection timeout

" With HTTP 1.1, a connection can be set to be persistent (similar to keep alive in
HTTP 1.0). However, even if a connection is persistent, it still needs to have a
timeout setting, otherwise it may consume system resources. :

If it is needed to change the setting:
1. From the Server Manager, choose Server Preferences|Performance Tuning.
2. Entera number in seconds in the HTTP Persistent Connection Timeout field.

3. Click OK and finally, save and apply the changes made.

Cenfiguring MIME types

MIME (Multi-purpose Internet Mail Extension) types control what types of
multimedia files the mail system supports. One can also use MIME types to specify
what file extensions belong to certain server file types, for example to designaie
what files are CGI programs. ‘

1. Choose Server Preferences|Mime Types.

2. Select the category and enter the content type and file suffix,
3. Click New Type.

_ To cdit 2a MIME type:

1 Click Zdit next to the type user want to edit.

" 2. Change the category, content type, and file suffix as needed.
3. Click Change MIME Type to update.

To remove a MIME type, click Remove 'nex-t to the type to removed.

4.3.8 Configuring network settings.

Server’s network settings can be changed using the Server Manager.

Changing the server’s Jocation: To change the server’s location

l.  Choose Server Preferences|Network Settings.

2, Type the pathname of the server's new location.

3. Click OK and finally, click Save and Apply for changes to take effect.

Changing the server’s user account

The server user specifies a Unix user account that the server uses. All the server’s

processes run as this user. There is no need to specify a server user if one chose a

port number greater than 1024 and are not running as the root user (in this case,

one don’t need (o be logged on as root to start the server). I user account is not

specified here, the server runs with the user account that starts it with. Mai sure

that when server starts, the correct user account is used. G
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To change the server’s user account:

1. Choose Server PreferencesiNetwork Preferences.

L8]

Type (he new server user accounl.
3. Click OK and finally, click Save and Apply for changes to take effect.
Changing the server name

The server name is the full hostname of the server machine. When clients access
the server, they use this name. The format for the server name is
machinename.yourdomain.domain. For example, if the full domain name is
netscape.com, a server with the name www.netscape.com can be instailed.

if the system administrator has set up a DNS alias for (he server, use that alias on.
the Network Preferences form. If not, use the machine’s namne combined with the
“4~main name Lo construct the ful! hostame.

Changiag the server port number

On the MNetwork Preferences form, the Server Port Number specifies the TCP port
that the server listen. The port number chosen can-affect the users—if a
nonstandard port is used, then anyone accessing the server must specify a server
name and port number in the URL. For example, if port 8090 is used, the user
would specily something like this URL:

http:/fmydomain.com/:8090/abe/xyz. htm

1f i1 is not sure that 1f {he port number to use is available, look at the Jete/services
file on the server machine. Port numbers for the most commonly used network-
accessible services are maintained in the file /ete/services.

The standard unsecured web server port number is 80; the standard secure web’
server port number is 443. Technically, the port number can be any port from 1 to
63533, :

Changing the server binding address

Al times it is required that the server machine to answer Lo iwo URLs. For
example. to answer bath hitp://www.netscape.com/ and http://www.mozilla.com/
flon: e machine. :

J{ ti: system is st up to listening to multiple IP addresses «nd want to use this
feature, on ihe Network Preferences form use the Bind To Address ficld to tell the
server which [P address is associated with this hostname. )

Chuanging the server’s MTA hos/

To change the MTA (Message Transfer Agent) host, use the MTA Host field on
the Network Preferences form to change the name of the SMTP mail server. One
must enter a valid MTA host to use the agent email function.

Changing the server's NNTP host

To change the NNTP (Network News Transfer Protocol) host, use the NNTP
Host field to change the name of the news server. A valid NNTP host must be
entered 1o use agents with the capability to post to news.

Cusiomizing error responscs

Ta specify a custom error response that sends a detailed message to clients when
they encounter errors from the server. One can specify a lile (o-send or a CGl
program o run. N

Instead of sending back the default response file on encouniering error, one might
wanl to send o custom crror response instead.




What are the crrors?
Response to several different kinds of errors can be customised:

e Unauihorized : This error occurs when users without access permissions iry
to access a document on the server that is protecled by access controi. One
might send information on how they can get access.

e Forbidden : This error occurs when the server does not have lile system
permissions to read something, or if the server is not permltlcd to follow -
symbolic links.

e Not Found : This error occurs when the server can’t find a document or
when it has been instructed to deny the existence of a document.

® Server Error : This error occurs when the server is not configured properly
or when a catastrophic error occurs, such ac the system running out of
memory or producing a core dump.

Setting up the response

Before sctting up the response, one need to write the HTML file to send or create
the CGI program to run. AfRer this, set the response by doing the following:

I. From the Server Manager, choose Server Preferences|Error Responses.

2. From the Resource Picker, ehoose the server resource intended to be
confi gured

3. Select the error response wanted to be customized.

4, Type.the absolute pathname to the file or cGl script that will return for that
error code. Check the CGI box if the file is a CGl program that is intended to
run. Repeat this process for each of the error responses to be customized.

5. Click OK and finally, click Save and Apply to confirm changes.

To remove a cuslomlzatlon return to the form and delete the filename from the .
text box next to the error code.

44 NETWORKS AND SECURITY

" A network, whether it is a small home office network or a 5000 node LAN/
WAN, securing it should be a top priority. From the smallest to the largest
network steps should be taken to make sure that it is secure from attack or theft.
How to protect the integrity of network information can be handled aggressively
or casually depending upon what one have and how much o.2 need to protect.
For doing a good job there are specific steps 1hat one should take and in
specific order. Bear in mind that not alf steps ure necessary for all network
situations. Like any major project to be undertaken, one shoitld start with a plan,
and 2 good plan starts with an outline. Below is a sampie outline of the process
of securing the network. o

e Risk Assess:nent

e Vulnerability ' ~
. P:udgei Analysis

@ Security Policy

. Implementa ion-

o Audiing —

Cunfiguring '
Intranct

434




Fundamicolph
of latianel
Admiziztration

i

SQLBase 7 offers five connectivity interfaces for linking clivnt applications with
SQLBasc databases. One can choose the connectivity interface that best suits
the needs based on the development tool/language users are using and application
requirements:

s SQL/APIis a low level, high performance interface suited for use with C and
languages that support external functions in DLLs. It provides complele
access to the SQLBase feature set, including “‘administrative™ operations.

o  SAListhe 4GL scripting language used in Gupta’s development environments
for coding business logic.

e SQLBasc++ is an object oriented “wrapper” around the SQL/API for usc
wilh C+4 Applications.

o The SQL.Basc IDBC driver provides a native interface for Java applications

and applcts.

e The SQL.Base ODBC driver provides a simple and portable interface via
ODBC. SQLBase 7 fully supports multi-threaded ODBC applications. 11 is
also fully campatible with the older ODBC 2.0 API.

4.5 TUNING APPLICATIONS OVER INTRANET'

SQL/API

“The Structurcd Query Languageprphcatlon Programmmw Interface (SQI./APD)
is a function library designed for us¢ with the C programming language. and
development envirohments that support C-style external function calfing
conventions. SQL/API is a call level interface (CLI) analogous to SQL*Net in
Oracle environments and CT-LIB in Sybase environments.

One can make calls to SQL/API functions throughou't the application to interact
with SQL.Base. Typical function calls include connecting an: disconnecting o a
database, passing SQL stalements to the server for compilation and execution,
providing bind variable data, and retrieving result sets.

Additionally, the SQL/API provides functions to perform administrative tasks such
as performing database backups and restorations.

ODBC

Not just an ODBC driver, Recital ODBC Developer provides a complete industry
standard ODBC database solution for Unix, Linux, or OpenVMS. Consisting of an
ODBC driver, and an Application Server, which has a complete SQI:-92 database
engine, Recital ODBC Developer can create, query and updale Recital databascs
from Windows applications. If Recital applications are running on Unix, Linux. or
OpenVMS, one can provide full read and update access to the databases {rom
Microsoft Windows clients with Recital ODBC Developer. Using Recital ODFC
Developer one can use industry standard management reporting tools such as
Crystal Reports to generate high quahly reports against live data in a Recital bused
application.

JDBC

Not just a JDBC driver, Recital IDBC Developer provides a complete industry
standard JDBC database solution, consisting of an all-Java type 3 driver. and an
Application Server that implements a complete SQL-92 database engine, With
JDBC Developer, Java applications can query and update data from any data
source across fntranets or the Internet,

r e perp—— o e | i = o




Check Your Progress

1) The first step of setting up intranet is to configure a

2) An Intemet standard authentication protocol which is the default protocol for
Windows 2000 computers within a domain is

3) SQLBase 7 fully supports ODBC.

4) SQL/APlisa call level interface (CLY) analogous to_ in Sybase
environments.

5) types control what types of multimedia files the mail system
supports.

4,6 SUMMARY

In the world where communication is key to business process, every one wants o
make use of Intranet technology for business success. While setting up intranet are
shouid be taken to prevent undesired flow of secret business information the
competitors.

It is to be always remembered that foundatton of network depends on the
technology that is used to set up the intranet and the security features that are
available with it. The role of 2 network administratorfintranet administrator is thus
very important. One should judiciously detide who should and should not be allowed
certain privileges, which can pose threat to the network.

Finally, it is desirable for the company to have proper security policy to curb
network security lapses. -

‘4.7 MODEL ANSWERS

§)] Web server

2)  Kerberos V5

1 Multi-threaded

4 CT-LIB

5)  Multi-Purpose Internet Mail Extension

4.8 FURTHER READINGS

1} Empowering Intranets to implement Strategy. Build Teamwork and
Manage Change by D.Keith Denton, Praeger Publishers.

2) Intranet’s Decisions : Creating yvour organizations internal network by
Lisa Kimball, Miles River Press.

3) IDuerner and Intranet Security Management : Risks and Solutions by
: Lech Janczewski, Idea Group Publishing,

Reference Websites

) hitp://petra.austinc.edw/

2) hnp:!)javacorporate.gonﬂ

3) Thttp:/www.tech-noel.com/

4 hitp://Awvww.netscape.con/
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‘pages could consume almost haif a day.

UNIT5 INTRANET AUTHORING AND
MANAGEMENT TOOLS

Structure
5.0 Introduction
5.1  Objectives

5.2 iatranet Authoring Tools
521 [Editors
3.2.2  Supporing applications for services like FTP, Telnet, eic,

5.2.3 Graphical tools for creating, animating, él_c.

3.2 Intranet Management Tools
5.3.1 Dalahases - basic, ODBC, distributed
532 WehServers
5.3.3 Other tools

5.4 Summary

3.5 Model Answers

3.6 Further Readings

5.0 INTRODUCTION

I_Thc success behind the intranet of Internet is the authoring and management tools.

On one side, they provide opportunity for higher productivity and on the other hand,
the tools give tremendous manageability. It is needless to mention that good
powerful tools improve the management of tasks as well as make the processes fast
and organized. Another hidden aspect is that use of tools make the processes more
and more computer processing intensive thereby leaving the users to put their else
for other tasks.

An activity as simple as web page designing could be many times more complex and
tedious than preparing similar output using a general word processor. Many
software developers have extended the features of general application software
used in day-to-day activities by adding up a number of features. Many have
properly analyzed the requirements of the developers and tried to give a proper

-organized shape to thern,

With the advancement in the object oriented technologies and the software
engineering concepts, the software developers are seeing all application software as
tools for achieving higher goals. Earlier this was not the concept and every piece of
software developed was considered a
masterpiece in themselves. .Butas the
time passed, it was found that adoption
of advanced concepts such as OO
techniques and QO based software
engineering, it had become possible to
visualize and realize essential features
required in different software (thereby
making them complete).

B S

There were days when designing and
management of just {0 web pages for a
corporate was viewed as a major
project and a task such as changing the
relerence to a web page in all web
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Nhereas these days life of designer# and developers has become very easy due to
he sophisticated and elegant tools, more than 20000 pages can be handled with few
nouse ¢licks and tasks such as changing web page reference can be as easy as a

tids play.

Che impact of the tools has been so strong on the computing-HrE that a number of
1ew employment opportunities evolved in no time. There has been great demand
‘or graphic designers, animators, publishers, creative artists, inforimation or content
;pecialists, and many more. Needless to mention that due to the impact, an era of
lotcom companies came for about a decade before the dotcom culture burst off.
The use is still functioning due to certain major players in the industry such as
sompanies running search engines, newspaper, massive portals, etc.

5.1 OBJECTIVES

This unit contains information on various authoring as well as management tools
available in the market for intranet. These are the tools ihat help in improving the
look and feel of the information to be hosted on the Intranet and can be used for
Internet also. Tools with lots of features are.available which can improve the
productivity of the professionals as well. -

Details about web page editors, general services tools, graphical tools, etc. as well
as database connectivity and higher tools have been discussed in this unit.

The details of each tool has been given wherevér possible, however, it is expected
that as an exercise, the students should endeavour to identify various features that
should be provided by the developer in the given categories of tools. This is very
important in view of standardization of the tools as well as study of tools in
academic interest. '

5.2 INTRANET AUTHORING TOOLS

With the active involvement of major developers such as Microsoft, Netscape,
Macromedia, Adobe, Trellix, Sun, etc., there are a number of tools ranging from
small applications such as image animation up to powerful email response handling
applications available to everyone. Most of them are even free on the web and
those available commercially can be obtained at reasonably low cost.

5.2.1 Editors

In the yesteryears, not very far but just about 5 years ago, the web page developers

used a standard text editor or basic Word Processor, such as notepad, to create
HTML. file. This involved very laborious activities such as coding cverything by
hand and then saving the HTML pages as text files. Then finally test the output

offline using browsers like the Netscape or Internet Explorer. Not many tools were

available forcarrying out petty activities such as animation, placement or
presen tation of material, elegant user interface, etc.

It was essential to know almost all the HTMI. tags
and take care of every tag and parameter of the
HTML. syntax. This need has led to invention or
developmert of appropriate tools to take care of
relevant activities. These tools are being updated
.very q uickly to suit to the requirements of various
‘newly added features, integration with other tools
‘as wel 1 astoallow cross-platform functionality.

] oday~, there is no need to remember all the HTML
'tags a nd their parameters. Interestingly, there are
“a nurm ber of versions and variations of HTML

N
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available that makes it much more complicated to remember the features and
varialions. -

All that is necded is to obtain the tool, install it, practice a little and then straightaway
start working on it. Many better and convenient ways are now available with the
availability ol software tools for web authoring such as the following:

. _-Adob‘aﬂ’age Mill

e Microsoft FrontPage

© Netscapb Web Teols

e Macromedia Dreamweaver Ultradev

e  Trellix Authoring Tool.

e Chili! ASP (Active Server Pages from Sun for UNIX)
e  Claris Homepage

e GlobalX CORE System

e Revize _

¢ SmartTable (converts spreadsheets into Java applets)
e Web Wizards (create and edit MS Office documents through a web browser).

While the above tobl\s1are very popular, this is not the end. Though there a number
of editors arc available, it is felt worthful to make a little note on these tools that they
offer flexibility and manageability that are very new and highly creative.

All efforts have been made to bring out most of the features that are both essential
as well as desirable for all editor tools to offer.

Features editor tools should provide flor

I. Autocoding: The tool should provide for automatic coding in the background
when the deveijoper assembles the objects on the web page, thereby relieving
the develaper of remembering the HTML code. When the editor itselt inserts
the basic framework of actual code on whiichi the developer can add the -
required features, it becomes quite obvious that the time and efforts of -
developers reduce by many times. Moreover, the chances of committing errors
.also reduce substantially.

2.” Maodifying the code: The developer should be free to change or modify a
_ portion of the code or change certain setting through HTML coding, but the
corresponding output has to be properly affected by the editor.

3. Object Ill::rar‘}J There are many editors that are more than just editors as they
perform the tasks of debugger as well as code generator by use of conceplts
like the object libraries. Such software tools are considered intelligent and are
highly reliable. They also guide the develoner on-line during any syntax
mistakes.

4. WYSIWYG kind of output: The software tool should generate output exactly
as designed and laid out by the developers. If the developer designs thie page in
a particular format, it is essential for the editor 1o prove codlng 11 a manuer to
generate the same output.

5. Cumpatibi!ity with other server architectores: The editor should support
) pbwerful web server such as Apache, iPlanet or Zeus web servers.

6. Compatibility with other platforms: The editors should produce output
acceptable to all platforms such as Unix, Solaris Windows, Linux, HP-UX,
ATX, Sun Cobalt, etc.
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16.

17.

18.
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Less memory usage: The tools should not consume all the memory space
and swap area for want of enormous amount of memory for storing images,
texts, links and other parameters.

Preview of the output: This feature proves to be of great use to the
developers since the need to switch over to other browsers to the affeci of
every small change would consume memory space, time and efforts. Almost
all editors are providing this feature.

ActiveX Data Object Support: New properties and methods to provide a
tighter integration with the editor tools should be provided. Popular Web
authoring tools (e.g., Macromedia’s Dreammweaver UltraDcv Adabe GoLwe')
give this support.

Java support: The editor tool should provide for support to use of Java
technologies such as JavaScript, Java Beans, Applets, etc.

Acceptability of variants: Though this aspect purely depends on the
changing market trends, it is desirable that the editor should be able to accept
cading specific to variants of the HTML such as DHTML, XML, SGML,
VRML, WML, etc. and be capable to generate output in these formats
whenever felt necessary. '

Slte map;: A proper view or estimate of how the web site is organized and how
massive it is makes the web site more attractive. Editors should provide a

“broad view of the web in the form of an GIF or JPG image whereas some even

provide this as a web page.

Simple and elegant user interface: The use of various objects such as
colours, background, textures, buttons, banners, etc. make the web pages look
more beautiful. The editors should support such things and the product would
be readily accepted if it contains features related to handling of graphical
representations nearer to photo-realistic nature.

Compatibility to popular word processing, spreadsheet and
presentation software: It has become common now-a-days that most
features of a web page editor are integrated directly into the word proccssors
since the features of bolh are not much different. In addition to this, it should
also be possible to publish the work done using spreadsheet or presentation
software on to the web site as well as use the existing pages to load and
accordingly process using these software.

Clipart support: Most editors come with a huge gallery of clipart and some
even provide a collection of sounds, music and multimedia clips. Though, this is
optional, it is desirable to provide one such library to enable the developers to

_ use ready avallable objects.

Audio support: The editors should prov:de for playback of audio files of
various formats

Multimedia capab:lmes The editors should also give the option of playing
multimedia files so that the web site gives a much better look and feel.

Extension of support to various file formats: As it is kndwn that there are
hundreds of file formats available, the editors must give the support of a
majority of the file formats.. There are different sets of formats for images,.

audio, video, multimedia, text, support files, fonts, compressed files and many -

more. -

Powerful search and replace facility: The editors should be smart enough to
locate for a particular word or phrase in the entire web site on click of the
mouse button. :
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20. Managing different peripheral devices: Devices such as web camera,
scanner, lipht pen, ctc. can be handled directly through the editor for better
flexibility.

5.2.2 Supporting applications for services like FTP, Telnet, etc.

There are a number of tasks identified for hosting applications on the web. After
the designing tasks are over, the next important activity would be to host on the
server. and 1o carry out this task, it is essential that the developer is aware of the
developments in this line. There is a huge range of software available for
communication and file transfers between the developers/computers and the web
SErVers.

This issue could be as simple as clicking the mouse to
transfer thousands of files and it could be as difficult
as using a set of programs lo execute and test the
developed software. It may also be possible that the
developer may have to use character user interface
{CUI) many times.

The developer must also know what are all the

‘ I possible activities that can be performed and what
v .| objective would be achieved by use of particular
service. Tn addition, it must also be known what
addittonal features would be covered under (hat
particular service and what software are available to
carry out this iask casily.

Take for instance, a service like the file transfer. It is possible to carry out using
soltware designed for Unix, DOS, Windows and other platforms. They are offered
to work through different user interfaces such as CUI, GUI, etc. Those offered
through the GUI technology are much popular and provide the easiest way o
transfer files across the intrancts and Internct connecting to an FTP site in seconds,
even ifthe user is a beginner. Whether publishing a Web page, downloading the
mages, software and music or transferring high-capacity files between branch
offices, such software provides the flexibility users need io make the tasks more
cnjoyable and productive.

It may be noted that there are a variety of tasks such as FTP, Telnet, Gopher, etc.
that the users want to use without knowing much about the software tool they
would be using and the underlying technologies. Users as well as the developers

. would like to look out fer better user interface while hiding the supporting details

and technologies.

The actual details of the protocol services would be dealt with in the next unit, but
for now it is suificient to remember that telnet clients are part of the larger category
of terminal based applications such as FTP, Gopher. etc., and are proprams designed
to allow one computer to emulate another tygie of computer. It gives a feel as if the
user is actually working as a partof a big network group situated geographically
distant from his place and that too may be on a separate platform. Some of the
popuiar sottware for telnet are as follows:

e  NetTerm: One of the best telnet clients available — features remote host file
ediling.

¢ HyperTerminal: A must-have free upgrade for the standard Windows
HyperTerminal client.

© CRT - Combined Rlogin and Telnet: one of the best terminal apps on the net.

e  SccureCRT: CRT with SSH2 (Secure Shell) support and RSA authentication.

e CommNet: One of the better telnct clients availablel—'fcatures Zmodem support,

o  QVT/Term: The standalone terminal client found in the QVT/Net Internct suite.




Anzio Lite: A solid terminal emulator with extensive connectivity options. Intramet
Authoring and
EWAN: A good Emulator Without A good Name. Munagement Tools

Kermit: Kermit and a whole lot more for Windows 95/98/NT/2000 users.

The features considered essential and relate to most of the services that the
supporting software tools should provide are given as follows:

Features common to all

10,
11,

12.

13.

Simple Drag ‘n’ Drop based Insuructions: The tools developed in recent
times offer this feature and it will here te stay. One should look for this service
if easy transfer of files, less command based interface, etc. arc desired.

Extensive host type support: The software should offer full support for
various lost types that the user can choose from, which may include VMS,
MVS, NT, 082, AS400, Novell, Chameleon, and VM/ESA.

Quick connect URL: Some software have icons and simple text entry boxes
for easy connectivity so that FTP URLs, usernames and passwords. etc. can
be entered and directly connected into the server just like a browser.

Macro record/playback scripting: Autamation has never been so easy with
software offering recording of macro scripts. Clicking the record button,
performing the tasks required and then storing the performed actions as a
macro can record a group of activilies or commands: These macros can be
used time and again so that the entire group of actionis need not be repeated
again and again. '

Dial-up networking support: The ISP should be automatically dialed as soon
as attempt is made to connect to a remote site and still further the ISP should
also be automatically reconnected after if the connection with ISP is lost due to
certain reasons, '

'Right-click shell integration: Should allow performing a range of activities
by just right-clicking anywhere and selecting from the choices given. The
intention is that the users have to know little about the complexities of the
program and gives the minimum input to the process. Tfrequired, it should also
lead to the shell execution of the platform.

Record sessions log: The details of the logging should preferably be
.recorded at some place to a file so that the details can be updated daily, weekly
or monthly, ) . :

Force upperflowen'prcscn}e file case: Most software can be forced to
transact with files in lower, upper or preserved case.

Auto-renaming of file extensions: Though most of the platforms do not
support this, it is desirable that the users should be relieved of the job of
knowing the file extensions and types. Renaming of a file extension should be
done automatically during upload or downioad or any other process.

Change file attributes (such as chmod): Bringing up a GUI for easy
manipulation of file attributes would be highly useful for every user.

Wildeard macro support: Transacting activities through macro scripts that
are masked with wildcards. )

URL. parsing?pastihg: The laborious task of parsing URLs should be
automatic whereas pasting/copying URLs from the clipboard to the sofiware
for automatic connectien to a site could be boon to the users.

Support for rclevant international standard: It is essential that the software
should function based on the established international standard in order to

provide proper compatibility to all other platforms, formats and architectures. 7
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l4. Book-marking of remote directories and sites: Ability lo store the
addresses of sites and location of directories of remote sites should be essential
so that the user do not have to remember hundreds of sites for information.
Once sclected, the software should aulomatically lead the user to a specified
directory when connected through FTP or telnet or otherwise.

Exclusive for FTP service

15. Simple Drag ‘o’ Drop file transfers: The ools developed in recent times

offer this fcature and it will here to stay. One should look for this service if
easy lransler of files is desired. Note that it is an essential feature for all the
FTP software. ;

16. Transfer queue and file transfer schieduling: Scicction of multiple files from
various tolders or directories as well as sites, and yucuing them for transferring
later soinctime should be possible. Queued transactions should be open for
being edited. saved, and scheduled for later recurring file transfers.

17. Caching of dircetories on remote servers: During a FTP session, one of
the mosi time consuming task is updating the direclory display afier almost
every process. This could be simplified by means of proper caching or storing
and processing at the users® end.

13. Reésume upload and download: If the files could not be downloaded duc to
any reason, the.software should be smart enough to resume downloading or
uploading immediately once the connectivity has been established. This could
save tremendous cfforts and precious time.

19. File finder feature: When it is required to search a massive site for simple
information, the software should be capable to search the site for files using
multiple search engines or similar strategy.

20. Site to site transfers: Sometimes it becomes essential to transfer files from
remote server to another remote server very quickly. During such a situation,
the software should be intelligent enough 1o keep minimal processing at its end
and ensure success.

2]. Dircctory Comparison: Local and remote directory contents can be
compared based on case, name, date, or size. Files that are different from each
other can be highlighted and selected for directory wide changes.

22. Directory upload and download: Some softwarc allows the user to upload
and download entire directory tree structures to and from the remote server.

Exclusive for security

23. Site security: The software should allow the developer or user to protect the
entire site using combination of username and password pairs or any other
security method. Whenever required, it should be able to generate reports
about the type of user logged into and other details such as the users address,
ptatform uscd., dale and time of logging, files or information requested, etc.

24. Extensive firewall support: It is the responsibility of the software to handle
proper firewall security to keep the site secure. It is desirable that the deptn of
firewall implementation should be considerable. The software should be easily
configurablc and manageable.

Exclusive for Teluet

25. File filters: The file filters allows the users to specify the type of files in the
local window. In short, the soltware should ensure that the comimmands are
easily providcd through single interface and provides excellent manageability.
For example, if the nser specifies that only .doc files are needed to be
displayed, then other unwanted types are suppressed allowing easy operation
on those files.
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523 Graphical tools for creating, animating, etc.

There are a variety of tools available on the web such as Adobe Photoshop, Corel
Draw, GIF Animator, etc. to name a few for performing various tasks related to
web authoring. The tools could be used for a large range of tasks such as but not
limited to—

‘» Animating, cnhancing the images
e Modifying imaswes, text, contents
e Converting file formals

: "o Touchingand finishing images
e WUealing with audio/sound

- Dealing with multimedia effects

o Graphically representing text
e Mapping images and text
e Compression and decompression
. Designing better user interface
e Preparingallied objects for use

oo C in the presentation
- :@m:mtu—-r .
= e Enhancing the conlent

presentation

While some tools offer a combination of above activities, most tools offer these
separately. These tools in integrated form can prove to be wonderful use and the
applications could be as prestigious as graphic rendering for movies such as Star
Wars, Jurassic Park, Matri_@, etc.

The cyberspace is as powerful as the print media. Just as the presentation is kev
mantra in the print media, so also is it in the cyber media. Most of thesc tools help
in enhancing the ultimate design and finally the look and feel of the web pages.
With the advent of GUI based tools, the productivity as well as the beauty of
preseniation have grown manifold, but even then it may take some more time to
bring-in a proper synchronization in the cyber media and print media.

The technelogy and its tools start its function initially from education. With due
acknowledgements to the Institute offering a course on use of graphic tools and
technology, following methodology of learning has been given; note the extent of
tasks that can be accomplished using these tools:

Througl the study of technology applications foundations, including technology-
related terms, concepts, and data input strategies, students learn to make informed
decisions about technologies and their applications. The efficient acquisition of
information includes the identification of task requirements; the plan for using
search strategies; and the use of technology to access, analyze, and evaluate the
acquired information. By using technology as a tool that supports the work ol
individuals and groups in solving problems, students will select the technology
appropriate for the task, synthesjize knowledge, create a solution, and evaluate the
resuits. Students communicate information in different formats and Lo diverse
audiences. A variety of technologies will be used.

The student demonstrates knowledge and appropriate use of hardware
components. soflware programs, and their connections. The student is expected Lo:

a) demonsirate knowledge and appropriate use of operating systems, software
applications, and communication and networking components:

b) compare, contrast, and appropriatcly use the various input. processing. outpual,
and primary/secondary storage devices; ’
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¢} make dccisions regarding the selection, acquisition, and use of sofiwarc laking
under consideration its quality, appropriateness, effectivencss, and efficiency:

d) delineate and make necessary adjustments regarding compatibility issues
inctuding, but not limited to, digital file formats and cross platform connectivity;

e) usc the vocabulary as it relates to digital graphics and animation software;

f) dislinguish between and correctly use process colour (RGB and CYMK), spot
color, and black/white;

) identify colour mixing.theories and apply these theories to the creation of new
colors in the digital formalt;

h) compare, contrast, and integrate the basic sound editing principles including the
addition of etfects and manipulation of wave forms;

i)  distinguish between and use the components of animation software programs
including cast, score, stage, and the animation control pancl;

)} seleet and connect task-appropriate peripherals such as a printer, CD-ROM,
digital camera, scanner, or graphics tablet; and

K) distinguish and use the different animation techniques of path and cell
animation.

The student evaluates the acquired electronic informauon and is expected to
cvaluate the fundamental concepts of a graphic design including composition and
lizhting.

The student uses appropriate computer-based productivity tools to create and
modify solutions to problems. The student is expected to:

@  combine graphics, images, and sound for foundation or enrichment projects;

® integrate the productivity tools including, but not limited to, word processor,
database, spreadsheet, telecommunications, draw, paint, and utility programs
into the digital graphics;

e usc perspeclive including backgrounds, light, shades/shadows, and scale to
capture a focal point and create depth;

e uscthe basic principles of proportion, balance, variety, cmphaéis, harmony,
symmetry, and unity in type, colour, size, line thickness, shape and space'

e userepetitton of colour, shape, texture, spatial relationships, line tluckncss and
size to develop organization and strengthen the unity of a product; g

e create three-dimensional effects using foreground, middle distance, and
background images;

e applya varicty of colour schemes to digital designs including monochromatic,
analogous, complementary, primary/secondary triads, cool/warm colors, and
split complements;

o  use the basic concepts of colour and design theory to work in a bitmapped
mode, creating backgrounds, characters, and other case members as needed
for the animation;

¢ usc the appropriate scripting language to create an animaltion or movie;
e read, use, and develop technical documentation;

o edit files using appropriate digital editing tools and established design principles
including consistency, repetition, alignment, proximity, rtio of text to white
space, image file size, colour muse, font size, type, and style; and .

~® useavariety of techniques to edit, manipulate, and change sound.
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5.3 INTRANET MANAGEMENT TOOLS , Authoriaa ™t

Masagement Vool

Tools other than web or intranet authoring tools fall under the category ot web or
intranet management tools. They include tools ranging from simple solutions 16
massive depluyment tools.

Groupware can be considered as one good solution but not the only suitable solution
or tecol. Databases, application servers and other software tools for controlling the
aperations such as tools for discussion foram, emailing, chatting, etc. come under
this category. :

These tools are sophisticated and require higher expertise to tackle with.

5.3.1 Databases - basic, ODBC, distributed

It has been said that every software that finds proper application must be su,ported

with 4 database to store the source in the form of raw data. In view of this every

programming language has been redesigned to provide connectivity to every other

database product available in the market. Embedded coding for use of records has
-been introduced to operate upon the data through programming languages.

rhe scope of databases is growing every day. Today, there as hierarchical, relational,
network, object-oriented and federated databases available in the market, but very
iarge databases (VLDBs) are vet to make entry. Databases could be installed at one
i'ace or can be distributed based on the nature of application. The field of the database
world cannot wait any longer for introduction ofknowledge bases.

All programming languages either have proper
drivers in-built to connect to the databases or need
driver software to do so, if the feature has not
been provided by the developer.

While purchasing the database or programming
language software, do not forget to notice a
separate CD-ROM or floppy diskette in the
package consisting the required database
connectivity driver. It is essential that all the
databases should support one another with respect
to the method of storage, retrieval, and many
other aspects. Even if they differ at every stage,
it is utmost important that all the databases provide method of connecting and
converting between different formats or else there is tremendous risk of non-
connectivity and isolation from rest of the information world plus in addition there
will be huge unnecessary expenditure for installation, maintenance and conversion.

Databases - basic~ -

Almost all the programming languages support databases, Most popular databases
are the Oracle, Sybase, DB2, etc. for massive-implementations whereas Microsoft
Access, SQL Server, etc. are highly popular for standalone personal computers.

Visual Basic or Visual C++ provides different ways to work with databases. The
user can directly call database API functions from the DAO or ODBC Software
Development Kits (SDKs). Or the user can choose to use the Microsoft
Foundation Class Library (MFC), and let the MFC DAO classes and MFC ODBC
classes simplify working with either database APIL.

' Remember that while using the DAO classes through any language, Microsoft Jet
(.MDBY) databases are used. It is also possible to use DAO to work with external
databases, such as ODBC data sources. When not using the Jet databases, the
user is free to work with ODBC AP for complete data-source independence.

Databases - ODBC .
Since it is essential that many web based applications would connect to respective
databases for querying and appropriately responding to users requests, the driver . 81

— L Ohemale—




Fundamentals
of Intraoet
Admin_lslrltlun

software enable the applications to have connectivity to databases. There are
different drivers for different platforms and databases. Of all of them, the ODBC
drivers play most important role since they are used to connect to any kind of
databases. They provide significant performance improvements in data access and
also help shorten deployment time. '

Open Database Connectivity (ODBC) is a widely accepted application
programming interface (AP1) for database access. Itis based on the Call-Level
Interface (CLI) specifications from X/Open and ISO/IEC for database APIs and
uses Structured Query Language (SQL) as its database access language.

ODBC drivers for the following databases must be available:
e Microsoft SQL Server
e Microsoft Access

e Microsoft FoxPro

e Microsoft Excel

e dBASE

e Paradox

e Oracle

s Unix based databases

e Textf{iles

In addition, most of the databases also accept spreadshects as well as tables in
word processors as input and offers easy and fast conversion to their internal
representation. This feature of conversion from and to (called importing and
exporting respectively) proves to be extremely useful and is slowly becoming an
essential feature of the databases. Some databases also offer a feature wherein the
data stored in external format ¢an processed locally without disturbing the format of
the actual database (called linking databases). It is most likely that the term
convertibility would loose its importance in due course of time. '

Databases - Distributed

Organizations select distributed databases for either or both of two following
reasons: :

e Thatthere is a difficulty of communicating massive data and applications
across the network on-line. In such a scenario, the organization plans to
implement distributed database and connects them into an integrated network
For instance, look at the railways or airline ticketing which cannot be easily
communicated over the expensive network lines for hours. Usually all
processing is done at local level and are connected to the central server only
when there is a need. ' '

o Thatthe organization may like to keep the information centralized but
applications remain distributed in order to attain greater reliability, availability,
safety or performance, or all of the above. '

The following could be some of the strong points for imptementation of distributed
databases:

e More fault-tolerance : - Such databases can work even if one or more
" databases or systems fail to work. In such an event, other centers can keep
communicating and updating themselves thereby ensuring continuity of work.

» More flexibility : Distributed databases are easy to work with and they
offer extremely high flexibility through various aspects ranging from instaliation,
interface Lo manageability. '




® Easier to extend : It is possible to have more processing and storage
capability by increasing the number of refevant components.

¢ Easier to upgrade : It is not necessary to dismantle and install a new system
or upgrade all the components at a time. The concept is that whenever a single
large computer system or database becomes obsolete, usually it has to be
replaced resulting in huge cost and distuption of ali operations whereas in
systems under distributed architecture, they may be upgraded in parts without
major disruptions.

While there a number of good things happening due to distributed databases, there
are few major problems foo. They introduce several problems that are normally not
found in centralized systems.

e Distributed databases and their implementation are highly complex due to
complex synchronization between processes, systems and databases. They
Jintroduce lot of problems due to maintaining consistency of data.

o  Generally speaking, since the central control and management is lost, it
becomes difficult to change any part of the database or structure or any other
aspect of data,

Keeping the above information in view, the planning for implementation of
distributesl systems or databases should be carefully dealt with.

Databases - Object Oriented Models

These days a number of programming languages as well as object oriented tools
have come up due to rapid development in IT discipline. Consequently, databases
also have taken the shape of object oriented database management systcms or
“OODBMS™, which function purely on object orientation. They also offer
connectivity to a broad category of other tools and programming languages to
manipulate with objects. The concepts of data and schema have become old, but
OODBMS with strong capabilities of managing objects are yet to hit the market,

Just as people deal with the entities/objects around them, the object-oriented models
also attempt to implement the concepts of objects on the computer, The concepis,
ideas, processes, or data, or combinatjons of these, are grouped togetherinto one
capsule-lite entity called an object. An object supports a number of interfaces with
which it communicaius with other objects. It is much easy to operate with objects
as compared to day-to-day issues since they provide much better manageability and
organization. - :

Objects provide with an effective way of encapsulating things so that they can be
used in other parts of the model. The interface describes exactly how to use the
object. In a true object model everything is an object; however, going too far down
this road enables to describe anything recursively and thus ending up explaining
nothing. The object concept is used to build up amodel of a distribuled system, the
mode] will then show what types of object interaction will be needed to support.

The re-usability of objects, and refinement through inheritance, makes systems
more open, since they can support diversity, but permit comprehension of diverse
systems into one, ’

5.3.2 'Web Servers

Web servers allow serving information abouit the organization, its services and
products over the intranet or Internet. At the most fundamental level, it uses the
Hyper Text Markup Lan guage (HTML) for presentation of the content.

The job of web servers does not end there; they accept requests from browsers Jike
Netscape and Internet Explorer generated by users at the client end and then
returns the appropriate HTML documents. -

i
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With (he advancement of technologies, thousands of new features are being added
day-in and day-out. A combination of many server-side computing techniques and
technologies can be used to enhance the power of server beyond its ordinary
capabilities; which may include implementation of CGl scripts, server-side includes,
SSL security, and Active Server Pdges (ASPs).

Note that the software are described separately as web servers and application
servers. There is a little difference between the two. While the web servers
perform functions encompassing those of application servers and otlier services like
security, multithreading, communication, and many more. Some application servers
available are as following: -

e Allaire Cold Fusicn

" » Bluestone

o CreDO

& Cyberprise

e FastTrack

e Infoscape

e Intertop - l-Xpres.so .

e NetDynamics

. NclObj_ect Fusion

s Netscape Application Server
e Netscape Enterprise

e NeXT WebObjects

e Persistence

¢ Perspecia (XML Based)

. I;rogresszpptivity {Java Only)
e RadNet WebShare

e WebStar Pro

Primary Web Servers

The primary web servers apply all that have been discussed just now (as above) as
the most fundamental services. Products such as AOLserver, Apache, WNServer,
11S, PWS, etc. are very well known and are easily configurable and manageable.

At the first instance, all the servers offer similar services; however, all of them
differ in terms of certain additional value added features, better manageability. etc.

There is absolutely no shortage of frez web servers on the market, especially thosc
based on Unix. Apache is the most popular of all the available web servers and it is
a freeware. Apache is a Unix-based software package that rules on about 60 .
percent of the web server market in the world as estimated by a survey.

The situation is different in the web server world other than Unix based. There are
few freeware available and requires lot of searching for one such server. Itisa
well-known fact that most Windows-based servers are either costly or integrated
info the operating system thereby making the process more complicated.

As a professional, the purchaser must ensure that the web servers provide support
for two major standards, i.e. the HTTP 1.1 and CGL 1.1, both of which have
become the most popular and widely used. '

'
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Most wels servers are based on the content of a [ile and consequently are purely
based upon the file extension. For instance, if a file of HTML format has been
named “himl.txt”, then it would be served as a text file only.

AOQOLserver

AQLpress and AQLserver were formerly known as GNNPress and GNNServer
(and much before they were popularly known as NaviPress and NaviServer)
respectively. America Online combined or bundled the features of web authoring
tools and web server into one.

The basis of AOL’s complete web development service is known as PrimeHost, .
which combines the fineness of the HTML editor and web server. Joining the
PrimeHdst service, as a member will allow the user to have own domain name. a
web site space of 20 MBs or more, counter programs, SSL support. and CGl
capabilities. '

Using PrimeHost user accounts can be easily set up with appropriate and moderate
inexpensive monthly rates, Also offered are membership categorics such as an
individual, commercial, or dedicated user. Using the AOLserver software,
whenever any a page is saved through AOLpress, it gets automatically hosted on
the site. This cuts out the time and efforts required for saving files locally,
transferring them to the remote server using FTP, and then making addltlonal
changes for maintenance thereafter.

In addition to seamless integration with the AOLpress cllent the AOLserver offers
the followmg services:

e Secure Sockets Layer (SSL) support (40-bit F;ncryption);

- Multithreading and muiti-homing capabilities with the ability to cbnﬁgure
 hundreds of virtual servers in a single process;

e Anintegrated search engine;
e Hierarchical access control (for restricting access to parts of the web site);

o Built-in TCL scripting language capablhltes (for quu::kly building custom Web
- applications);

e Internal image map support;
e SQL database services; _
e Acomplete C API for wrii_ting custom functions, drivers, and applications;

. Support for AOLserver Dynamic Pages (ADPs) whicﬁjmake it easier to
" create dynamic content; /

e An integrated nsftp module (a fully-funictioning FTP server that uses the
 AOLserver’s permission system);

»  Support for server-parsed I-iTML;

; HTML cgchiné (allows papes to be served more efficiently);
e  Annsvhost module forvi rtual hpstiﬁg {(non-SSL only);

e And many more.

AQLserver also offers native support for server-side includes, CGI, HTML-forms
based configuration, remote site and page administration, custom error responses,
page trailers, and more.

There are certain drawbacks of this server application as well. Most important
being its support for the Windows NT platform anly, the server also ignored the
famotis 128-bit SSLse secunty technology suppori: responding to the cxport’
regulations of US, .
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Fundanentals Overall. it stands as a good solution for serving anything from personal home pages
:l;j,',:::,rii.::';:",,_, " to right up to corporate web sites. The presence of the AOLpress and the

PrimeHost web-hosting service makes the duo-combination even much better.
iServer -

iServer was developed by Servertee, writlen entirely in Java for any Java-cnabled
operating system, has the dual purpose of serving both web pages and Java
servilets. In other words, it can be said that this is a special kind of product that
offers the functicnality of both a web server as well as an application server.

As aweb server, iderver provides support as a simple multithreaded web engine
generating threads for multiserver type environment and managing them. The
iScrver affers the following features:

The server supports HTTP 1.1

Uscs minimal resources as the basic installation takes up to only 85K and the Full
package occupics space less than 125K,

Since it can manage Java servlets, it supports the more advanced protocols like
1IOP and CORBA as well as fundamental protocols like ODBC, JDBC, SSI and
CG!

It is a unique combine of BASIC and Java, permitting users to creale BASIC-like
scripts for Java environment. Also supports TCL and Perl.

The administration is done very easily through web while detailed Iog files help
tracking usage levels and problems with the site.

As an application server, iServer has some attractive features, including;

e Load balancing (which allows management of incoming requests to a cluster in
the most elficient manner and could include redirection to « less busy server);

e  Taulttolerance;
e Dalabasc-connection pooling;

e Since it can run on a server with Java, it can be easily installed on the smallest
PC based machine to the largest mainframe computer.

These features are usually found in enterprise-level application servers but not in
web servers and hence offer flexibility for-a scaleable wab-server installation.
However, there are some downsides in iServer: ’

o  There is no provisioning for any other third-party authentication;

e  Users, access rights, resources, and access control lists must be set up
manvally i.e. it is not even possible to import any user lists even from a
Windows database or from the outside;

» Separate Perl support is not available fone could implement through CGI);

e  No support provided for the Microsoft FrontPage extensions.

WN Web Server

WN is a free web server that runs on a number of varia_mfs of UNIX platforms. It
provides support for both the major standards, HTTP 1.1 and CGI 1.1.

In the WN scrver the methad of operation is unique and easy. The server is not

based on the file extensions but a separate database called dindexd is maintained in

which the filename, extension, type, security information, etc. are entered. All

requests or references are checked with the entries in the index. A file is loaded

only when there is a reference and permission for execution or service. The 'WN
36 does not serve [iles unless specificatly instructed by the index. )
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Obviously, the dalabase called index makes the process ol searching the websie
very casy. This is in line with the basic objective of WN to create an easy-1o-
search website. It becomes possible {or the end users to scarch for desired datu in
many different ways and in differcnt portions of the files.

Most important and notable point is that the security is implemented by the process
of minitization rather than by authorization. The concept is as elear as that il the
malicious users cannot see it, they would not know whal 1o hack.

WN was one of the original web servers developed in this line. 1t is not just one ol
the nicest web servers available, but combine the features of stability with decent
security features.

Sambar Server

Sambar is extellent web server software and had taken a lead further by being
functional, reliable, and free. Sambar 5.0 is th:e latest version and provides the
following:

e Itis functional that means Sambar not only works like the scrver but also
works very well in a wide variety of applications. At any time | if'it is lpund
that the server does not work according to the desired pattern. the system
administrator can program APIs using languages like C and C +4

e A web-based step-by-step guid;alines for configuration of Sambar;

_ @ Siupports ASP Web pages via the Sambar Server CScript lanzuage so that the
system administrators can create dynamic and database-driven web pages:

& Sambar uses the HTTPS protocol in both 40- and 128-bit versions. Also, the
OpenSSL libraries are supported;

e Sambar is reliable. When matched with a Windows-NT-based system.
Sambar’s reliability can come very close to that of a Unix/Apache-based
system, so long as the supporting, custom APIs are programmed property:

e Sambar can run as a Windows NT System Service by executing a file named
ntserver.exe binary in the “bin” directory;

e Provides features similar to Unix daemons, i.¢., the use of a system program
without the need to log on to a machine and keep it connected;

e Provides a module called the Watcher Daemon that will try to restart the Web
server and build up the system status automatically, and also .wrange to send e-
mail the administrator if server crashes.

1t would be interesting to note that the basic Sambar Production Scrver is available
free. The professional version of Sambar (ihat is priced at lew thousand rupecs)
features such as DNS, mail, telnet, and proxy capabilitics ¢ -e oifered.

Microsoft's initiative

The Microsoit Corporation has taken a lead over other software developers due 10
the fact that it has provided the most popular operating systems and other
applications. This has led to seamless interchange of information and proper
standardized approach for all the users.

The wave of Microsoft products continued and had followed the pattern in web
servers as well. Most notable contribution of Microsoft has been the Internel
Information Server (the latest being version 5.0) and the Personal Web Server
(popularly known as PWS for the benefit of personal computer users).

Internet Information Server

Microsoft’s 118 5.0 is a great improvement over the existing versions of web
servers and now bundled with the Windows 2000 Server operating system. This
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version contains many new leatures along with enhanced performance and
reliability. Notable improvements includ

e Betterand clearly documented sccurity policies;
e Support for the new WebDAV publishing standards;
e Faster restarts of both Web and FTP services;

e Support of clustering, Microsoft has significantly improved the configuration
and setup 10 enable multiple machines to share the load anq deliver more
reliable web services., N

Microsolft has also added a few new wizards to perform common tasks much easily.
Three important wizards arc

o The Pennissions Wizard {(to synchronize and align- Web and NTFS security
seftingsy,

s The Web Server Certificate Wizard (to obtain and install server certiﬁcatcs);'

e The CTL Wizard {to create and modify certificate trust lists).

There is a strong support of a number of standards in 118 5.0 including:

¢ TFortezza (a new U.S. government security standard);

e Transport Layer security using SSL 3.0;

»  Digest Authentication (a method of hashing authentication information
mtroduced in 1E 5.0);

e Replacing NT LAN Manager aucthentication with the stronger Kerberos 5.0
authentication prolocols used in Windows 2000.

The greatest improvement in IIS 5.0 is supposed to be the web-based distributed
authoring and versioning or in short WebDAV. 1t is a newly developed standard
designed to make the construction of intranets simpler. It also helps many
simultaneous users to publish and host documents on a common web server. A siep
ahead, this protocol allows the users to use the web directories through Office 2000
and IE 5 tools running on Windows 98, NT and Windows 2000 as if they were
shared over Windows file system.

The minimum specification required for running I1S is a 200 MHz Pentium based
computer with 128 MB of RAM. Another product from Microsoft that acts as

_coisplementary to the 118 i.e. the Advanced Server that is meant for clustering

purpose. Companics planning for running the Advanced Server clustering should
double the RAM and CPU speed. Similar step is required even if it has been -
planned to run MS-SQL or Transaction services on the same machine as the web
server. ltshould be remembered that for setting up clusters through Windows 2000,
it is essential to think of Advanced Server that works fine with 11S.

Personal Web Server

Microsoft’s Personil Web Server (PWS) also functions on the lines similar to the
IS or in other words, it can be that PWS is a lowered version of the [IS introduced
and bundled along with the Server edition of Windows NT. Even though, it has been
designed for Windows 95 and Windows NT Workstation users, the PWS has made
greatest impact on the design, development and publishing of web ducuments by
bring them to the personal computer range. It proved to be boon for small web sites
and intranets. ] :

.While it is extremely easy to install and use PWS in terms of the clients, there are

wizards that help the developers to quickly publish, share and administer the
documents. The Explorer interface or the Personal Web Manager of the PWS can
be used to sha. o folders, starl or stop the server services and do other similar tasks.
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. The documents intended to be published on the web site can be tested before hand Intranci
for dead or i Tlid links - d il ible | ho Authoring and
or dead or invalid links, scripting errors and many other possible loophoies. Management Touls

Once the site is ready to go live you can either continue using PWS to serve your

* Web site or you can use Microsoft Front Page to copy the Web site developed on
PWS over to 1IS. PWS and IIS are packaged together as part of the freely

“downloadable Windows NT 4.0 Option Pack; Microsoft Fromcage 15a commercial .
Web design client that must be purchased separately. '

‘Certain advanced features such the Index Server, Certificate Server, and Site
Server Express found in 1IS ‘are not present in PWS. Further, the server does
support the famous Active Server Pages (ASP), script debugging..and many other

_important features. PWS offers the ability to develop web applications using the
Microsoft Transaction Server. '

In general, it can be said that though large organizations may prefer other high-end
web servers such as the 11S, the PWS femains a best option for smaller companies
and personal computer users.

5.3.3 Othertools

There are tools available on certain web sites that can automatically check for
various features of the submitted web site and give a detailed report about missing
and dead links, compatibility to Netscape and Internet Explorer, download speed.*
size of images, etc. Such tools can prove to be very useful for error detection and
better updation of the web pages. This kind of feature is also available in software
like Macromedia Dreamweaver Ultradev.

In addition to all the tools available for web authoring and management, there a
number of tools available separately in the market for carrying out the desired
tasks in a much professional manner.. A partial list of popular tools has been'given
below categorized under the kind of application: -

& “Apents
", UMBC Agent Web I
s MIT Software Agents Group
. Discovefy Agents (Content)
v Web Robots Database
s Aliweb
v Harvest
s Kinetoséope Via Agent Developer (Java Based)
v Merzcom _
« Discovery Agents (Network)
7+ Advent Network Management (Java Eased)
+ Concord
v Kaspia Netw_ork Device
v Network General
o Push Apents
v SkyTel Web Pagiﬁg Service
e Search Agents
v AlaVista
v Autonomy (Patlern Matching based)
v Excalibur Retrieval Ware (Pattern Matching based) 89
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»  Fulcrum

v Livelink Pinstripe

v Merzcom

v NewSurfclj.com (multi-lingual)

v PicoSearch

v Semio (Pattern Matching based)
v Tacit -

v Ultraseek

s Verly

s Web Browser Intelligence (IBM)
f' WebSeeker L -

Subserjption Agents

v BackWeb

’ 'Dé'rachénnel (XML Ba..sed)
v lncisa:. - -

+  Majordomo

#  Marimba (Java Based)

v - NewsFlash -

v+ PointCast _ _

7/ Smart Delivery

s Tibco (Rendezvous)
Tracking Agents

s eClips (Wireless Services)
v Karnak

v NetMind

v Tympani NetAttche Pro
+ Tympani NetAttache Server (Group Services)
s WebSeeker '
Collaboration

¢ Bantu (web-based service)
Calendaring - Scheduling

v Amplitude Reserve

v CrossWind

v CyberScheduler

s Nelscape Ca]end;'ar Server
Discussion (audio-video)

v CU-SeeMe

. White Pine Reflector




.+ -metPodium (Java Based] Intranct

. Authorlng and
v VXTREME video streaming Management Toels

Discussion (text)

+  ForeFront Roundtable

+ Forum

v News Gét_eway

v HyperMan-

v -Internet TﬁlkShew

; Majordorﬁo

v Mastermind Forum Master
v MIT Conferencing Gateway
/ Nefscape'Collebm Server

; Xpound -

Document Sharing (create and edit MS Office documents through a web
browser)

- - DataChannel (XML Based)
v Net-It Central -

v TransitCentral

-+  Tympani Atlas Server

v Web Wizards

Email Response Management

7 Brightware . -

s ¢eGain

v Genius Server

v MailQueue.

Check Your i’rogress

1)

2
3)

4)

5)

The Modeling Language that can be used in Virtual Reality Environments is

CommNet is one of the clients available , features Zmodem support

" is a solid terminal emulator with extensive eonnectivity options

,Dlstnbuted databases and their lmplementatton are h1ghly complexdueto .

complex synchronization between

ASP stands for

54 SUMMARY

The adoption of higher concepts and systematic techniques such as object
orientation-znd software engineering principles has also provided for proper
.interaction amidst tools. C' iy, the output of one tool can not be given as input to
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another, for instance. the output of vernier caliper can not be taken as input o
tumpnerature coniroller, whereas it has become possible for computer based tools 1o

interact with cne another.

There is a speeitic need to
stress on he importance of
such tools with respect Lo
ineranet and Tilernet. As
the technologies grew i
number, sv also the type of
wols increased day-by-day.
Today, there arc hundreds

ol'tools available right from

the browser (o request
handling and mmnch Ligher
tevels T reguust
ma=-eement and thread
s Lt dion, covering n
nuw o olatiors such
as POt W~ < Unix,
Mac, Soiartr inux, HP-
UX, ATX, Suni Cobalt and
what not,

itis the law of nature, by default.that whenever there is a variety of tasks, tools,
abjects, entities or otherwise available, the immediate next step is standardization.
This also folldws standardization of various web authoring and management taols.
The process of'standardization should not stop just by identification but also extend
to the minimum features they should contain and the functionality to berform. From
the figure, it should be clear that the technology, tools and standards work hand i - :

hand to attain the objective.

-~
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5.5 MODEL ANSWIERS

1) VRML
2} Telnet
3 Anzio Lite

4)  Processes, Systems and Databases

5)  Active Server Pages

5.6 FURTHER READINGS

1) Professional Active Server Pages by Brian Francis,

2) DBuilding and Managing Virtual Private Networks by David Kosiur,

Wiley & Sons.

3) Designing Microsoft ASP.Net Applications by Douglas J.Reilly Microsofi

Press.

Reference Websites _
1 .http:fhmfw.citrix.com!
2. hup:/fwww.novell.com/

/l):! .

http:/fwnvw.developer.com

httg://wvav.zpicentric.com
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UNIT6 INTRANET PROTOCOLS

Structure

6.0 Introduction
6.1 Objectives

6.2 Basic Intranet Protocols
' 6.2.1 Communication cum Mail Protocols
6.2.1 Service Protocols

63 Web Server Speciﬁd Protocols

6.3.1 Common Ga'eway Interface (CGI)
6.3.2 Interet Server Application Program Interface (ISAPI)
6.3.3 Nelscape Server Application Programming Interface (NSAP1)

6.3.4 Distributed Mail System Protocol (DMSP)

6.4 _ Latest Protocols .
6.4.1 Code Division Multiple Access (CDMA).
6.4.2 Wircless Application Protocol {WAP)
6.4.3 General Packet Radio Service (GPRS)
6.4.4 Protocols for E-Commerce

6.5 ‘Model Answers
6.6  Further Readings

6.0 INTRODUCTION

Protocols are the rules guiding the communication over networks. In the context of
intranet and Internet, protocols has greater significance since there are a number of
networks trying to communicate to one another, trying to talk in different ianguages,
formats, etc. :

This is just similar to the situation where there are different people trying to talk to
one another but there are a pumber of barriers separating them including language,
culture, nationality, etc. Protocol helps in translation from one format to another and
one nelwork to another, -

While there are 2 number of protocols available for performing varied tasks, only
certain important protocols have been listed and described in this unit. Some
protocols are used for communication, some for conversion from one form.lo
another, some for specific tasks, and some even for carrying out cash transactions
(also called e-commerce). New protocols are being created for making mobile
computing a reality.

Take it for granted that without ensuring proper customer protection, the Eommerce ~
and trade over the lntermet can not function at all. Hence, methods should be
evolved to protect the consumer/customer interest first and business next.

For detailed information about other protocols, text references of computer
networking and data communications related subjects may be referred.

The list of protocols is very long, however, attempt has been made to cover details
of most of the protocols in this unit. It will be of academic interest fo note a pantial
list of well known protocols as following:

ARP, TCP, IP, FTP, Telnet, HTTP, Gopher, WAIS, TFTP, SPX, IPX. tiPP, '
. POP, LDAP, SMTP, HTTPS, PPP, SLIP, NNTP, CGl, NetBIOS. IMAP,
SOCKS, ISAP], NSAPI, DMSP, WAP, WSP, WTP, WTLS, WDP, Agora,

MilliCent Protocol, SET Protocsl, ICMP. IGP, EGP, BGP, IIOP, etc. 01
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6.1 OBJECTIVES

Almost all the protocols that can be used for Internet can be used for Intranet as
well. This unit attempls to bring out the Iist of those protocols and additional
protocols specific to web servers. Special emphasis is given to protocels such as
ISAPI, NSAPI, CGI; etc.

inaddition, certain information on the latest protocols and communication methods
through CDMA, WAP, etc., which enable mobile communication has also been
incorporated in this unit. Little information about protocols useful for e-commerce
applications has also been provided at the-end.

6.2 BASIC INTRANET PROTOCOLS

For the sake of convenience, the protocols have been caicgorized into two sets viz,,
the communication protocols and the service protocols.

6.2.1 Commuuaication cum Mail Protoéols
Address Resolution Protocol (ARP) .

One of the basic communication protocols is the ARP that resolves the IP -
addresses used by various networking equipment into network usable format that
used by LANs. ARP addresses two'basic services to the clients viz., it obtains the
media access control address for the requesting device and recording of the media
access control address in a table called the ARP cache for future use. '

The Address Resolution Protocol (ARP) is situated at the bottomn half of the
Network layer. It can be considered as a mechanism for. mapping or translation of
addresses between the Network logical addresses and MAC (Media Access
Control) Jayer physical addresses. For instance, the MAC layer uses a 48-bit
address whereas the Ethernet "1ses a 32-bjt address. ARP provides the mechanism
to translate the MAC addresses to IP addresses and vice versa using a lookup table
like data structure called the ARP cache,

The format of an ARP message is as giv'en below:

0 8 15 16 - 31
Hadware Type Protocol Type
HLEN PLEN : Operation
- Sender HA (octets 0-3)
Sender HA (octets 4-5) ' Sender JP (-octets-O-_l)
Scnder !P (octets 2-3) Target HA (octets 0-1)

Target HA (octets 0-1)

Target P (octets 0-3)

The greatest advantage of using an ARP is its simplicity since it does not have to
perform any kind of computations or otherwise, except than to use the look up table
and assign each machine an IP address and decide about subnet masks. ARP does
the rest,

Simple Mail Transfer Protocol (SMTP)

The SMTP protacol is used in the TCP/IP based networks for.transferring mail
messages betw cen user computers. Most' popular freeware for Unix based SMTP
mail programs are Elm and Pine. The other Windows based software also such

as Netscape or Eudora tliat have become very popular. The Microsoft Outlook that
comes with the Windows operating system also uses SMTP to transfer messages
and is very popular.




The most notable aspect is that the SMTP works only when both the mail sender Iniranct Protocels,
and receiver are ready to transact at the same time. Suppose (hat the receiver

computer is not connected or available at that moment, then the messages are

stored in a temporary server (may be the nearest gateway or hub). A post office

protocol (such as IMAP or POP) must then be used to retricve the mail.

Since the mail méssages cannot have control characters in them, the binary files
must first be converted into ASCII. A program called vuencode usuaily does the
process of this conversion. Ounce the mail is sent to the other enc, it is canverted
back to binary or ASCII or whatever format required using another utility program
called the vudecode.

It should be clear that two separate protocols arc used for sending and receiving
email (or mail messages). For sending messages, the SMTP is uscd whereas for
receiving at the other end either POP or IMAP is used at their local server, While
configuring the email accounts, certain addresses are exclusively declared, viz., the
addresses of an SMTP server, a POP server, address where returned messages are
to be sent, and the basic server where the user has his email account.

There are lwo main difficulties using the SMTP prolocol, i.e., the message of size
more than 64 KB cannot be handled and the sccond is the timesout. Whereas the
first problem could be overcome with newer implementations of the operating
systems as well as attaching files as attachmeénts to the mairi messages, the second
problem continued as both the client and server can have different timeouts, and
quite naturally, one of them may timeout very quickly keeping the other busy or
unexpectedly terminate the connection, '

Post Office Protocal (POP)

As the name indicates, the POP delivers all the messages stored on the server to
-the user/Zs email account. 1t can be configured in such a manner that the user can
obtain emails from his multiple email accounts into his only email software instailed
on the computer such as the Microsoft Outlook or Qutlook Express. This facility is
also available on almost all the Internet based email web sites such as FHotmail.

Yahoo, etc.

Like the SMTEP, thg POP is also a very simple protocol and can be easily writien for

a command-line-based application. With the advent of a number of Windows based
applications, the difficulty of writing such command-line based applications has

" totally vanished and the work of user has become much easier. Similar applications

have evolved over the Unix based implementations as well.

Note that it is easy to write code for simulating a client by use of telnet to connect to
the server, and then enable the client to do email-related tasks such as logging into
the account, logging off, downloading the emails, deleting them, etc.

The transactions begins with the initiation of a session when newly logged inand itis
possible to do only three things viz., get the username, password or quit the session.
Once logged into the mail server, the transactions allow doing the following tasks:

STAT Gives the number of messages in the box as well as total size of
those messages in bytes.

LIST Gives the list of messages in the mailbox.

RETR msg | retrieves a message. It uses the message number as generated
using the LIST command.

DELE msg | Deletes a message. Message would be permanently deleted with
the sessions ended using the QUIT command. Messages can be
undeleted using RSET command.

TOP msg n | Returns the headers of desired message and also n lines of its
body . g 95
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Internet Message Access Protocol (IMAP)

Internet Message Access Protocol (IMAP) is a standard protocol for accessing
¢-mail from the local server. The method of functioning of IMAP is very much
similar to POI’ but there is a little difference between the two.

While both POP and IMAP deal with the receiving of c-mail from the local server,
POP just s1ores and then sends the messages whereas IMAP acts totally as a
remote file server.

IMAP ts more popular for the Internet based email services but the POP is
wradually taking up the lead. IMAP acts more or less like a client/server type
protocol wirerein the messages are kept on a server and the user connects to it for
viewing. in order to download the mail messape, the user has to decide it by
viewing only the header part and name of the sender. 1 he only interesting part of
the IMAP services is the creation and use of folders (also called mailboxes), delete
messages, or search for certain parts. The downside is that the IMAP requires
continuous access to the mail server while the user is session in order to keep the
content and connection alive.

IMAP has the ability to view the mail messages not only by arrival number but by
using attributes as well. In this kind of output the folder or the mailbox looks III\B a
relational dutabase table rather than just a collection of messages.

6.2.2 Service Protocols

Muny Internct users are familiar with the protocols such as TCP/IP to connect to
lhe Internet. These tnclude those protocols that permlts the users to logon to remote
compulers, such as the following:

s World Wide Web’s Hypertext Transfer Protocol (HTTP)
¢ File Transfer Protocol (FTP)

o  Telnet(Telnet)

e  User Datagram Protocol (UDP)

&  Simple Mail Transfer Protecoi (SMTP).

These and other protocols are often packaged together with TCP/IP as a “suite”.
Protocols related to TCP/IP include the User Datagram Protocol (UDP), which is

used instead of TCP for special purposes. In combination with the IP, it is known
as the UDP/IP suite. _ )

Though not very well known otherwise, other protocols are used by network host
computers for exchanging router information such as—

s Internet Control Message Protocol (ICMP)
o Interior Gateway Protocol (IGP)

@ Exterior Gateway Protocol (EGP)

¢ Border Gateway Protocol (BGP).

Personal computer users connect to the Internet through the Serial Line Internet
Protocol (SLIP) or the Point-to-Point Protocol {PPP). These protocols use the
lnternet Protocol (IP) at the base so that the data can be sent over a dial-up phone
connection 1o an access provider’s modem.

Traonsmission Centrol Protocol (TCP)

- As it is well known that the Internet uses different types of topologies, data transfer
tates, packet sizes, and other related technologies. Keeping these issues in view,
the TCP has been specifically designed to provide a reliable end-to-end service over
an unr~hable connection. The TCP was initially designed for either proprietary or




Unix based operating systems so thal they communicate with one auotier avoiding Tntrunel Pratecoks

unreliable and slow physical transport of data. It attained such great popularity thal
it has beecome the standard protocol for every software and hardware Lo
communicate with one another.

The entice message or data to be sent over Internet is divided into various uaits or
packets for efficient routing through the Internet. The TCP is a proto:ol that is
used in conjunction with the Internel Protoco! (IP) to send the data in the form of
message units between computers over the Internet. While P takes care of
handling the actual routing or delivery of the data, TCP kecps track of excly
individual units of data.

Even though every packet has the same destination IP address, they arrive at the
destination through different routes over the Internet and finally reassembled at the
destination to make it a complete message or data as was sent. This breaking of
message or data into packets before transmission and then rearranging at the . -
destinalion in proper order after receipt ot all packets is called disassembling and
assembling respectively and done by a specific portion of TCR called the pachet”
assembler and disassembler (PAD).

TCP fafls under the category of connection-oriented protoculs, which means that a
conneclion or session is established and maintained until the message or inessiges
has been exchanged totally.

Internct Protocol (IP)

The Internet Protocol {(IP) is responsible for sending data from one point io anothe:
(may be through different routes) on the Internet and is also used for intranets.
Every point or computer must have a unique IP address that gives an identity 1o that
particular computer on the Internet. This unique address of the sender as well s
the destination machine is put on the data packet before sending and ihe Internct
gateway decides where to send this packet based on this 1P address. The packets
keep travelling through pateways to smaller networks till it reaches the nearest
machine or the immediate neighbourhood or server and then finally deliverzd to the

“destination computer. When all the packets have arrived at the destination, the TCP
(which is a connection-oriented protocol) keeps track of the sequence and puts all
of them into a proper order so that the message or data is built up as was sent
originally.

IP falls under the category of connectionless protacols, which means that there is
no permanent established connection between the sender and receiver of the
message or data. In other words, each packet is permitted to pass through the
Internet as an independent unit of data. In the Open Systems Interconnection
(O8I) communication model, 1P sits in the third layer called the netwerking layer.

It is the responsibility of the Internet authorities to assign appropriate range of [P
numbers to different organizations. Thereafter, it becomes thie job of the
organizations to assign [P numbers to its departments and uses.

For an organization, there are two sets of 1P addresses. This is where the
difference between the Internet and intranet comes into pictur> very clearly. One is
used to communicate with the outside world, also known as the static 1P, This is, in
.other words, used for Internet connectivity, whereas the other is the one used for
internal use. The intemnat IP is not communicated outside the network limits and is

- usually called the internal IP address or subnet address. The internal IP identities a
network component for use over the intranet or sometimes on the LAN. The
server handles the task of network address translation (NAT) using which the 1P
address for external use is translated or mapped onto the one for internal use and
vice versa.

The purpose and benefit of a second set of IP addresses for internal use is that the
second set makes it possible to address a large number of computers and other

a7




Fundamentals
ol Intraoct
Adminiseration

network devices or a group of LANs that further have a number of devices
installed within an organization by the method of pooling the IP addresses. Witha
broad view, it looks as if a number of devices and subnets might be using one single
(static) 1P address to communicate with the oulside world. Compare this with the
concept of an EPABX of an organization. The organization instead of leasing 300
direct telephone lines for internal use, prefers to have an EPABX installed so that
the 30 direct lines from the telephone exchange are properly utilized or pooled
among a large number of users as well as all the internal communication costs are
reduced to zero.

When it comes to computers trying to connect to an Internet Service Provider or
1SP such as VSNL, MTNL, etc., it becomes difficult to manage thousands of users
at a time. Hence, a mechanism has been developed wherein an 1P address is
allocated to the user when he logs on to the ISP&ESs network dynamically. This [P
address is also calied dynamic IP address and itl.chlanges'ev‘crytime the user logs on
to the i3M's server.

The IP address are divided into four classes since networks;vary in size, which the
organizations decide when applying for a static [P address:

e Class A addresses are for extremely large networks or gateways, usually given’
at the level of one per country;

¢ Class B addresses are for large networks, br extremely large organizations;

e Class C addresses are for small networks (fewer than 256 devices) or may be
for those at the level of organization, and

o Class D addresses are also called multicast addresses, normally for
representing devices and computers on the network.

The class of addresses used by a device or network is identified by the first few bits
of ¢cach IP address. The address structures lock like lhlS

Cliiss A
|0 Network (7 bits) Local address (24-bits)

Cl;ss B T ' .

10 Networks(14 bits) Local address (16 bits) -
' Class C ' _ _

110 | Networks(21 bits) ' ~ Local address (8 bits) .

Class D ' |
1110 | Muiticast address (28 bits)

Figure 1 : Four clasess of the IP addressing

The IP address is usually expressed as a combination of four octal numbers .

with each number representing eight bits, all of them separated by periods, such as -
202 x 64 x 15 x 30. The number 202 represents the class A network (usuvally for
India), the second number would represent a large organization or a service
provider (in this case it is VSNL), third number represents a server (here it
indicates a server of the VSNL at New Delhi) and finally the fourth number would
indicate a particular user connected to that server.

The present version of IP is IPv4 that supports 32 bits. Very clearly, it is possible to
address only 256 x 256 x 256 x 256 computers or devices or networks on the
Internet, in short thls amounts to 232. Butthe actual number of all devices or |
networks is many times more than this. The Internet’s explosive growth madé it
possible to address (or pool or multiplex) many subnets for each IP address.
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However, it is proposed in the new version of IP called as IPv6 (o usc 128 bils
: thereby enabling addressing many more networks and computers Lo communciate
simultaneously over the Internet without any difficulty. -

TELNET s

When it is required to develop and test software for another operating system such
as Sun Solaris or SCO Unix when working on a Windows NT based compuler, it is
preferable to connect to a computer that actually runs on Sun Solaris or SCO Unix
and run all the commands on that while viewing the output at this Windows based
computer. This situation resembles something like a terminal emulation kind of
working and is possible through the telnet protocol. It is possible to work on the
ISP’s server by connecting to it as a regular user (from a remote computer) and run
ali the Unix based commands on it even though the user might not be having Unix
installed at his location.

The Telnet protocol is used to establish an on-line connection (or connection
oriented service) to a remote machine. It gives an impression that the user can
access someone else’s computer (also called z host compuler) and that ali the
required permission have been given, '

A Telnet command for requesting connectivity (o the Roorkee University (now II'T
Roorkee) might ook like the following: '

telnet rurkiu.rurkiu.ernet.in

Once the connection is granted by the host computer, the user will gelan invitation
message to log on with a proper username and password pair, [fthe pair is
acceptable to the host, the user would be logged on like any other regular user.
Telnet is mostly used by program developers and anyone who needs to use spucific
applications or data located at the required host computer.

Hypertext Transfer Protocol (HTITP)

" The Hypertext Transfer Protocol (HTTP) is an application levei protacol and has
become the standard Web service protocol. It enables transfer of files that may
include text, graphic images, sound, video, and other multimedia files on the World
Wide Web,

Essential concepts that are part of HTTP include (as its name implies) the idea tha
files can contain references to other files whose selection will elicit additiona;
transfer requests.

A web server is a computer that has certain amount of space allocaled scparaielv
and contains a lot of information in the form of HTML files along with other files
such as images, voice, etc. ‘An HTTP daemon or HTTPd is a program that is
designed to wait for a number of incoming HTTP requests and respond them
when they arrive. The standard web browser installed at the clientsE computers
generate requests that are handled at the server by this HTTPd. Users
demand to see the web pages by typing in the Uniform Resource Locator or
URL of the organization or web server such as hitp://www.liotmail.com or clicking
on a hypertext link, the browser generates an HTTP request and sends it 10 the [P
address indicated by the URL. This URL is translated o IP address by ARP nr
NAT at different stages to and from the client. The HTTPd at 1he sen er receives
the request and after any necessary processing, the requested file is transmitted. It
should be remembered that the HTTPd has the capability to handle multiple
requests at a time.

In short, it can be said that the concept of HTTP is based purely on Request-
Response combination, with the client arequestingd and the server ‘responding’ to
the requests. The server straightaway processes the request, generates a _
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response, and closes the connection. Thereafter, the server keeps waiting for
other requests.

‘The BTTP protocol consists of two distinct items viz.. the set of requests from
browsers to server and the set of responses going back to them. All the newer
version of HTTP support two kinds of requesis: simple requests and full requests.
A simple request consists of just a single GET line pointing to the page desired,
without the protoco! version. The response is just the raw page (with no headers, no
MIME, and no encoding) whereas in {ull requests protocol version on the GET
request line is present.

Although HTTP was designed for use on the Web, most widely known methods arc
GET, PUT and POST. There are other methods also that offer greater flexibility of
usage and have been put keeping in view the fulure applications. The details of
usage of HTTP methods are not being dealt here as they are beyond the scope of
this context and relevant HTML programming reference should be referred for
further information. The built-in methods of HTTP are given below:

Method Description.

GET _ Requc.;.t to read a Web page

HEAD Request to read Web i)agc's header -
PUT Request to store 2 Web page

POST Append to a named resourse (e.g., 3 Web page)
‘DELETE Remove the Web page -

LINK _C;::nnects two existing resources'/

UNLINK Breaks an exisl'ing conection between two resources

;

File Transfer Protocol (FTP)

File Transfer Protocol (FTP), is a standard Internet protocol that offers the simplest
way to exchange files between computers on the Internet. Just as the HTTP
transfers web pages and related files and the SMTP transfers e-mail, the FTP is an
application protocol that uses the TCP/IP protocol suite. FTP is used to transfer
files from one computer to another on the In@rnet. 1t is a very popular and
commonly used protocol to download and upload applications and other files from
the clients computers to servers.

The FTP service is widely popular amidst the web site developers as well as the-

siudents community for downloading or uploading documents or information to and
from desired servers.

Initially, it waz available through Unix based computers only when the users had to
remember a number of commands and their combinations to use the FTP services,
but with the advent of Windows based computers and tools, it has become to do the
activities in a much easier manner; even the commands need not be remembered at
all. Many browsers support FTP based URL such as fip://iwww.abc.com (a
fictitious address); the idea being that the protocol reference like hitp can be replace
by fip if file transfer or file based operations are desired by the user.

User Datagram Protocol (UDF)

The User Datagram Protocol, or UDP as it is known, is a connectionless transport
level protocol supported by the IP. It offers a limited service as compared to the.
conventional TCP and can be used for transferring messages between computers in
a [P based network.. In short, it can be said that UDP is more or less an alternative
to the TCP and, ‘it functions in a suite like TCP/IP called the UDP/IP. Unlike the
TCP where Uie basic unit of data is called packet, under UDP a data unit is called a
datagram.
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Figure 2 : User Datagram Header Format

UDP does not divide a message into small pac'kets (or datagrams) and then
reassemble them after receipt as it is done with TCP/IP. The basic philosophy
behind use of UDP is that the entire message is sent and ensured thal the receiver
_has received the message properly without any errors. UDP is highly useful in
those network based applications that aim at saving lot of processing time spent on
breaking and reassembling them.

It may be remembered that a specific protocol called the Trivial File Transfer
Protocol (TFTP) is based on UDP support rather than the conventional TCP. UDP
can also be employed for Intemet name server applications and usage. UDP offers
two services not provided by the IP layer. First, it provides the port numbers where

" the request has actually received so that different user requests can be
distiqgui?;hed, and secondly, it provides a checksum that can be used to check
whether the data has been received properly or not.

6.3 WEB SERVER SPECIFIC PROTOCOLS

Even though there are a number of protocols available for communicating over
Internet, there are certain protocols available specific to usage on web servers that
can be crucial for successful intranets as well. Special mention goes Lo protocols
such as ISAPI, NSAPI and DMSP. These can also be termed as protocols that
handle the requests and embedded in the server side scripting. Many of them also
provide thread management capabilities that are essential for handling multiple
requests simultaneously.

6.3.1 . Common Gateway Interface (CGD

It is a well established fact that an HTTP server is used as a gateway to a large

. repository of information related to an organization or a product or a concept. The

_ repository could be further included with massive database based applications. The
Common Gateway Interface or CGI provides mutual agreement between various
HTTP servers on integrating information exchange through gateway scripts and
programs. The CGI scripts are used in conjunction with HTML. forms to build
database applications and query processing. :

Following two are thie most noticable disadvantages of
CGl based applications:

1) Thateach time the application is executed, it runs as
a separate process with its own address spacc
resulting in execution of unnecessary extra
instructions. This could be troublesome cspecially
when many instances of the same application are

" running.

2) That the execution speed is extremely slow. It could
- . be duc to the references made by the applications,
S communication speed, the extremely slow compile/
execute time and other factors.

A number of good text references are available on the CGI scripting that can be .-
referred for-in-depth infornwuon.

it
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6.3.2 Internct Server Application Program Interface (ISAPI)

The Internet Server Application Program Interface or ISAPI is purely based on
Windows technology of the Microsoft. [t consists.of a set of program calls that can
be used to include while writing a Web server application. The advantage of ISAPI
is that the applications run faster than its counterpart i a CGl based application,

It is possible to create a dynamic link library
{DLL) application file using ISAPI that can
support the process and address space of the
HTTP application. The DLL files are loaded
into the compuler memory when HTTP
request is received and the application is
started. They continue to remain loaded as
long as they are needed; hence eliminating
the chance of lacating; reading into storage .
and executing as frequently as a CGI
application thereby increasing the processing
speed many times more.

The existing CGI applications can be easily converted and configured into ISAPI
application DLLs without having to rewrite the entire logic. But it is essentiai to

make chances to accomodate the thread management part so that a single instance

of the DLL application can support multiple users. In other words, the ISAPI
supports the Component Object Module (COM) and Distributed COM (DCOM)
concepts. An ISAPI filter is a special kind of ISAPI DLL application file that can
be used to receive. control of every HTTP request and thereafier they can be used
for many purposes such as encryption or decryption, for logging, for request
screening, etc.

Since the ISAPI supports COM/DCOM technology, it naturally provides a vendor-
independent way of providing many features of the web server and quite naturally, it
offers far more flexibility than the the general CGI interface avoiding all '
performance limitations. Some of them have been given below:

& AnISAPlcode or filter is compiled to a binary-shared library, which is loaded

into the web server itself. For this reason ISAPIs must be compiled _sep;!:jately'

so that it becomes a position-independent shared library. -

® AnISAP] extension or code can provides dynamic content on a web site. The
functionality ofan extension is defined by two required interface functions,
GetExtensionVersion and HttpExtensionProc.

The first interface function, GetExtensionVersion, is called to check the version
numbers and get information about the module. The file is then compiled as a
shared library, and placed into relevant directory. If the file was installed then
the server will load in the module, and then run the HitpExtensionProc, which
will automaticaily send output to the browser.

- @  Filter is another type of ISAPI module that makes it possible to impicmeut

customized logging, encryption, and authentication or path-mappi:]g support,
Filters allow users to alter the behavior of the server whereas extensions can
be used for generating content. )

The process of serving a request is broken into a number of stages: a filter can ask
to be mnotified £ as a request reaches each of these stages, inlervening at that point
to modify the request and the web server’s resporse. Some notifications come up a
number of times for specific requests; some come up for a group of requests and
some other take pldce just for once-in-a-while for each request. The ISAPI
nottfications are broadly put as follows: ' -

& Read Raw Data
o -Send Raw Darta




® Preprocessed Headers Iatranet Protocors
¢ Authentication

® Access Denied

e On URL Map

e Logping

e End of network session
6.3.3 Netscape Server Application Programming Interface (NSAPI)

Just as ISAPL is specific to the Microsoft technology, another arch-rival in the
market i.e. Netscape developed the Netscape Server Application Programming
Interface or in short, NSAPL. It was created as a more efficient and robust
replacement for the CGI. It can also be used to develop applications involving
customized authorization, encryption, or to change certain bchawoural or funcuonal
aspects of the server operations.

It is an API provided with Netscape Web server to help developers build faster and
more complex web-based applications by extending the server capabilities. NSAPI,
CGl and the Java (along with JavaScript-based server API) are the threc major
components of the so-calied Netscape’s Internet Application Framework.

Whilc the underlying technologies used for ISAPI and NSAPI are similar, the
method of handling and addresses the request-response varies slightly. The HTTP
transactions in the form of request-response process is handled on the Netscape
Enterprise Server through the NSAPI/> functions called the built-in server
application functions (SAF). Once initialized, the server waits for a HTTP requests
from the clients for a file such as a HTML file, a CGI program, or an image file,
ete. The following sequence of six steps constitute the request-response process
which the SAF execules step-by-step and each step may involve more than one
operations:

e  AuthTrans (authorization translation) verifies request information (i.e. username
and password)

® NameTrans (name translation) translates request into a local file system path

¢  PathCheck (path checking) checks validity of the path and authorization of the
user for path access

e  ObjectType (object typing) determines the type of MIME (Multi-purpose
Internet Mail Encoding) resource requested by the client '

e  Service (service) in the form of response to the é!ient
¢ AddLog (adding log entries) adds related entries to the log file- ‘ : /

NSAPI was basiually designed by the designers at the NCSA and CERN web
servers. Thureal er, it has been under continuous observation and development of
software developers so that the users‘may
take advantage of its speed, tight integration

— | ' with the server, and flexibility. The only
o oo o downside of the NSAP! is that it requires an
=——==—= | in-depth understanding of the server
—_— processes and their execution.

Unlike the ISAPI, for converting a CGI code

: or extension, the developers do not need -

i NSAPI, rather the Web Application Interface

' (WAI) should be used. This WAl is a
concept similar to COM/DCOM of Microsoft.

~ but has not got wide :
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popularity even though Netscape products are doing well on the Internet and
intranet grounds. Just as COM components can be put in a distributed environment

. under the concept DCOM, the NSAPI ean run in a distributed envirohment as well

since 11 is based on Toternet Inter-QRB Protacol (I1OP).
6.3.4 Distributed Mail System Protocol (DMSP)

Distributed Mail System Protocol (DMSP) is a lesser known message delivery
protocol of the tntranet. The most interesting feature behind its philosophy is that it
does nat assume that all email messapes are placed orly on one mail server, as the
case with POP3Y and IMAP.

It also offers the facility of multi-session connection for message delivery. At the
first instanee, 1t permits the users to download all the email messages from the
server 1o a work station, computer, or laptop and then disconnect. Now, the user is
free 10 vead and answer thé email while the session remains disconnected.
Whenever the user wishes, sessions is established, emails are transferred and the
svstem is automatically resynchronized.

6.4 LATEST PROTOCOLS

The latest technological deyelopments in the
licld of Information Technology has brought
new technologies, concepts, protocols and
products, in addition to the numerous protocols
discussed as above. Though some of them
are central 1o telecommunication technology,
they have a grealer say in the computing line
also since the IT field is formed by

over apping of computing and communication
technologies,

The world has ushered into an era of electronic trading and mobile computing, This
section bring out information about such technologies and protocols that guide these
iatest rends.

6.4.1 Code Division Multiple Access (CDMA)

The CDMA echnology spreads the information contained in a particular signal of
inierest over amuch greater bandwidth than the original signal. This technology
olfers a nuinber of benefits 1o the cellufar operators as well as to the subscribers.
To name a few, the following are the benefits of CDMA:

e  Capacity ncreases of 8 1o 10 times that of an analog system

e lmproved call quality, with better and more consistent sound as compared to
system or near-wireline quality voice service

o Simplified system planning through the use of the same frequency in ever_y
sector of every cell

@ Reduced instaliation lime, error rates, inventory of components, maintenance,
and many other related benefits

e Enhanced privacy .

s Improved coverage characteristics, allowing for possibility of fewer cell sites
or mimimum number of fixed radio sites

e Increased connectivity time for portables
« Bandwidih available on demand
« Near-universal geographical coverage

o Lowcauipment cost, both subscriber stations and fixed plant.
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CDMA falls under the ;::ategor_y of spread-spectrum technology, a family of digital - Intranel Protocots

communication techniques, used in military applications for many years. The basic
principle of behind the technology is the use of noise-like carrier waves and
bandwidths much wider than those used for point-to-point communication.

There are two philosophies behind the evolution of CDMA that has been derived
from military applications viz.,

e that the cnemy efforts to jam communications system should be prevented by
use of anti-jam or AJ techniques

e that the enemy should not even know that communication was even taking
place, by use of concept sometimes called low probability of intercept (LPI).

The history of CDMA traces back to the
days of World War Il when the application
ofthis communication method was
theoretically evolved. Somehow, the
method did not get grealer acceptability
for civilian use but was put Lo use for
military or defence purposes. Inspite of
the fact that the technology is so strong
that it is poised to take over even the
conventional mobile communication
system, it found limited market in countries
like the US and Germany, and intcrestingly,
it is yet to get wide acceptance world
wide.

The following factors of CDMA
technology are altering the lace of cellular
and ordinary communication:

Greatly enhanced the telephone traffic capacity also called the Erlang capacity

Greatly enhanced {he voice qualily and eliminating the audible efTects of
multipath fading

e Minimized ificidence of dropped calls due to handoff failures

Providing reliable transport mechanism for data communications, such as
-facsimile and internet traffic -

o Reduced the number of sites needed to support any given amount of traffic

Simplifying site selection

e Minimized deployment and operating costs'because fewer cell sites are needed

Greatly reduced average transmission power

e Reducing interference to other electronic devices

Reducing potential health risks.

Availability of low cost, powerful digital integrated circuits, that reduced the size,
weight, dnd cost of the exchanges or subscriber stations to minimal level. The two
major break-throughs of this technology that made commercial applications possible
are that the CDMA technology drives all operators, and it enables the users to usc
lowest transmission powers.

Since CDMA supports the digital technology, it changes the method the subscriber
station operate. Programming the features has become extremely easy. Core
technology has changed from extreme analog system to extreme digital system.
CDMA receivers do not eliminate analog processing totally, but communication

channels are separated by means of certain kind of modulation techniques that is ' 103
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applied and removed in digital form and not on the basis of frequency while all users
occupy the same {requency band.

The original sysiem evolved was called the Advanced Mobiie Phone System, or
AMPS. [Lis the system everyone use throughout the North American continent
cven today. Similar systems with slight variations are used in European and Asian
countries.

Technically speaking, the spectral allocations for the channels are in the range of
800-900 MHz i which can be used for several hundred channcls. One channel of
one base station is used for each conversation. Upon handoff or change of cell
area, the subscriber station is informed via switching message to discontinue the old
channe! and switch to a new one. Reuse of frequency is the core concepl and
central to the cellular telephony. The channel vacated at a particular cell area can
then be dynamically allocated to another user. Contention could arise when all the
millions of users try to use the services from one particular ccll at a time, which
otherwise is a rare or alimost impossible situation.

6.4.2 Wireless Application Protocol (WAP)

The Wireless Application Protocol (WAP)
is client/server architecture based
technology and has been one of the
landmark developments in the
communications industry because of the
attempt to develop an open standard for
wircless prolocols, independent ofvendor
and air link.

The WAP is developed for micro-browser
of the mobile or ccll phone. These phones
can be considered as hand-held terminals.
The WAP servers are programmed to
provide simple services to the users since it
is not possible to provide complete
flexibility of an ordinary browser. Limited
seryices such as providing result of

examination, amount balance in the bank account, temperature and humidity of the
day, simple message service, etc. can be easily provided on the phones. Day-by-
day, new services are being added to the features.

The WAP is the talk of the town due to the wide hype in the telecom industry as
well as outside it. WAP is a standardized method wherein a mobile phone user
talks to a server installed in the mobile phone network or exchange. The features
of the phone are controlled by software and the phones themselves control
switching. The growth in this industry has been so rapid that it forced all telecom
and I'T companies to open up departments for producing WAP based technologies
in less than a year/Es time. WAP is in the news for the reason that it provides 2
standardized way of linking the Internet and mobile phones, thereby linking two of
the largest and dynamic industries anywhere. The forum that founded the protocol
includes major wireless corporates such as Nokia, Ericssondand Motorola, and
Phone.com.

While some companies support non-voice based services only, some provide voice
mailing, some provide cell broadcast service. Some major players in thig line are
CMG. Siemens, Ericsson, Hutchison, Materna, Motorola, Nokla NTT DoCoMo,
ATE&T, Spice and many more.

Initially. it was expected that mobile information services supposed to be the most
important application for wireless based applications would be a grand success as
many ne..work operators envisaged but it did not happen. 1t was wilh the advent of

(= b m— s




WAP that the entire scenario changed, however, it has its limitations such as the Intranct Protocols *

ollowing: )

-

» . “WAP phones are very diﬁ"lcu_l.t to ébnﬁgure for new WAP services, with about
18-20 different parameters must be entered to get access to simple WAP
service.

»  WAP is a protoco! that functions in conjunction with an underlying bearer
service protocol. The WAP has been actually developed to provide services in
conjunction with wireless service protocols suchaas the Short Messape Service
(SMS), Circuit Switched Data (CSD), Unstructured Supplementary Services
Data (USSD) and General Packet Radio Service (GPRS). It is notable that
almost all these existing bearers have not been properly configured for WAP.

The greatest difficulty is that the WAP standard is not yet complete, even with
the latest WAP version (i.e. ver 1.2) that came in 1999.

New protocols such as SIM Application Toolkit and Mobile Station Application
Execution Environment (MexE) have already evolved before the proper
standardization of WAP and this could be disastrous for WAP as they are
widely supported and aimed to go ahcad of WAP.

rom the above discussion, it should be clear that the WAP could not attain great
1ccess due to the faunch of technology much before actually being properly’
andardized globaily, and the blame obviously goes to the wide publicity of the
‘otocol while in its development or infancy stage.

{AP Technology

he basic pllilosophy behind the WAP approach is to utilize fewest resources _
»ssible on the handheld terminals and to utilize all the functionality of the network,
icro browser-based services and applications reside temporarily on servers as

ell as on phones. In the design of the WAP standard, application part has been
:pt separate from the bearer being used. This separation helps greatly in the
vitching over from ordinary applications like SMS or CSD to GPRS. [n addition,
e most important feature of WAP lics as under:

"'Compatibility with any mobile network standard such as Code Division Multiple

. Access (CDMA), Global System for Mobiles (GSM), or Universal Mobile
Telephone System (3GSM). WAP has been designed to work with all cellular
standards and is supported by almost all major wireless leaders such as .
Siemens, AT&T and NTT DoCoMo.4 . '

Support for multiple inpﬁt terminals such as keypads, keyboards, touch-screens
. and styluses is provided.

AP has a layered architecture as shown in the diagram below:

* Wireless Application Environment (WAE)

Wireless Session Protocol (WSP)

Wireless Transaction Protoca! (W'I'P)

Wireless/Transport Layer Security (WTLS)

Wireless Datagram Protocol (WDP)

) Bearers e.g:.-Data, SMS, USSD

Figure 3 : WAP Protoco! Stack

rcless Application Environment (WAE): The WAE defines the user
>rface on the phone through.the use of the Wireless Markup Language (WML).
ALSeript U a scripting language similar to JavaScript and the Wireless:

ephony Application (WTA). 17
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"~ Wireless Session Protozol (WSP): A layer that links the WAE and the Wireless

* Wireless Transport Layer Security (WTLS): Just as the transport layer of the

_.-l—l-'_'_'--_--_____

Transaction Protocel.

Wircless Transaction Protocol (WTP): Responsible for ensuring proper wireless
enabled transaction using protocols such as Wireless Datagram Protocol or standard
suite of TCP/IP protocols. WTP offers three types of services: unreliable one wav
request, reliable one way request and reliable two way request respond.

H

OSI model, the WTLS also provides security features that are based upon the
established Transport Layer Security (TLS) protocol standard. It also extends
services such as data integrity checks, privacy on'the WAP Gateway to client, and
authentication.”. )

1
Wireless Datagram Protocol (WDP): This is a protocol very much similar to the

U'DP except that the WDP uses the wireless communication techniques.

The SMS. CSD and the USSD are three most important of the WAP/Es underlying
bearers: :

s Short Message Service: Supports 2 maximum length of 160 characters per
short message. -

e Circuit Switched Data: Since CSD has very few users as of today, the WAP
could not have a good start with the CSD as well.

e Unstructured Supplementary Services Data: USSD is 2 means of
transmitting information or instructions over a GSM network. USSD has some
similarities with SMS since both use the GSM network’s signalling path. Unlike
SMS. USSD is not a store and forward service and is session-oriented such that
when a user accesses a USSD service, a session is established and the radio
connection stays open until the user, application, or time out releases it. USSD
text messages can be up to 182 characters in length. '

Hardware

The type of hardware platform for running the WAP usually consists of a Unix servg
and other networking devices. Most operators use a Unix platform rather than the
Windows NT or other such operating systems.

Even though many majors such as Nokia, Materna, CMG, cic. function on Unix
based platforms many others such as Ericsson, Siemens, ctc. function on platforms
based on Windows NT, yet some other use one with a blend or option of the other.

The most important of all the activities of such powerful platforms are account
management and billing system. While the former controls all the details of incoming
and outgoing processing and other services; the latter manages to generate subscribe
wise reports for billing. .

Applications of WAP

Corporate applications that are being enhanced and enabled with a WADP interface
include:

e Remote Point of Sale

» Customer Service

e Remotc Monitoring such as Meter Reading
s Vehicle Positioning

e Corporate Email

e Remote LAN Access

Y File Transfer




Web Browsing _ Inlrnneil_l;il;lln:olsl
Document Sharing/ Collaborative Working

Audio

Still Images

Maving Images

Home Automation.

onsumer Applications that are being enhan~:d and enabled with a WAP interface
iclude:

Simple Person to Person Messaging
Voice and Fax Mail Notifications
Unified Messaging

Internet Email

"Prepayment

Ringtones

Mobile Con...ierce

Mobile Banking

Chat

Information Services.

'ays are not far when the WAP would be used to control the airconditioners and
:frigerators installed-at home directly from anywhere in the world. Users would be
>le to switch-on and regulate airconditioners much before coming back to home.
imilarly, it would be possible to program the washing machines remotely.

4.3 General Packet Radio Service (GPRS)

he General Packet Radio Service (GPRS) is a new packet-based service that has
zen introduced on many GSM and TDMA mobile networks from the year 2000
wwards. It is immediate as there is no dial up connection, relatively Fast (up to

77.2 kbps in the very best theoretical high side) and supports virtnal connectmty,
lowing relevant :nfor’matnon to be sent from the network as and when it is
:nerated. 4

is expected that the WAP based networks shall also support the GPRS services
;ry soon. It is also possible that if the initial pull from the WAP side were strong
rough SMS and Circuit Switched Data services then SMS would take over GPRS.
is also possible that both the WAP and GPRS services can be provided on the

ume network and it is left to the user to select the one he intends to use.

y any means, it should be remembered that WAP will play an important role for
e development of GPRS-baséd appllcattons since due to the specific nature of
'AP stack. The separation of bearer level from the application layer in the WAP
otocol stack provides for the ideal, organized and standardized way to use the
ime application on different bearers.

4.4 Protocols for E-Commerce

he technological development has been so rapid in the field of IT that the
svelopment did not stop after the design of wireless communication and related
rvices. The standardization looked ahead towards performing commerce and
ade in the virtual world with the use of various technologies available.

1y
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The world is fast moving towards Information Age wherein.almost ali the activities
would be performed in the cyber space. This cyber era is poised to change the life
style of every individual including day-to-day activities, the way people think and
live. The age-old definitions of various entities as well as sentiments related to
numerous issucs are likely to get effecied.-

Electronic commerce is one of the foremost field that would be straightaway be
redefined to suit the needs of the world. This field is relatively very new and good
amount of development has already taken place with the deployment of certain e-
commerce based protocols such as Agora, Millicent, etc,

Agora

Agora is a simple and inexpensi\é web
protocol for electronic commerce. The
featurc that makes the protocol most
atlractive is that it supports high-volume of
transactions with low incurred cost. It has the
following properties: '

. Minimal: The incurred cost of Agora
transactions is close to free Web browsing,
where cost is determined by the number of
messages.

¢ Distributed: Since Agora is fully distributed, traders and merchants can’
permil customers without access to a central authority. It becomes possible
for the customers to purchase from any merchant provided that they have
valid accounts. '

®  On-linc arbitration: It is obvious that there arise a number of disputes in
trade and commerce. With this property, an on-line arbitrator cansettle
certain customer/merchant disputes. '

The MilliCent Protocol

Justas Agnora, the MilliCent is also a secure protacol for carrying out inexpensive
electronic commerce and trading over the Internet. As the name indicates, this
protocol was designed to handle purchases and other transactions costing less than
i cent.

This protocol is based on decentralized validation of electronic cash at the vendor’s
server, and (hat too without incurring any additional processing for encryption, or.
communication delays or costs, etc. The greatest application has been from the
brokers for taking care of operations during scrip fluctuations, This helps the
brokers to check frauds including forgery and double spending. Most notable point
is that this protocol is vendor specific.

There are a number of other existing and proposed protocols for electronic
commerce that support ¢-commerce for higher denominations (i.e. of values more
than $1 to over and above; such as those from DigiCash, Open Market,
CyberCash, First Virtual, and NetBill.

The concept of accounts for carrying out transactions is not new in India as
Internet users, credit cards as weil as telephone users have account with the
concerned offices that maintain proper account of usage, authenticity of user as
well as transactions, provision of additional value added features, and many more.
The customers are billed according the usage monthly or any other method that
suits them well. But the concept of a protocol in lines with the Millicent is yetto
make opening in India. - :




MilliCent reduces the overhead of managing accounts by the following ways:

¢~ Communication costs are greatly reduced by verifying the scrip locally at the
vendor’s site since there are almost no Mi [liCent-specific communication costs
for a normal transaction. Moreover, no centralized server for account
management or authentication is required.

® Brokers handling all accounts and billing related activities fu: :er reduce the
accounting costs. After the customer opens an account with a specific broker;
it becomes the responsibility of the broker to maintain and manage the
accounts. -

¢ Innomal practice especially in the account-based scherhes, the vendor
maintains the account whereas in MiliiCent, the customer himself maintains the
account. )

MilliCent assumes a triangular trust relationships among the three entities of the
system consisting of customers, brokers and vendors. In trustworthiness, brokers
are assumed to be on the top followed by vendors and finally the customers, The
only time customers need to be trusted is when they lodge complaint about services
related problems. '

Even though certain security measures are provided, it would be interesting 10 note
that this protocol offers almost no security. Anyone can intercept the scrip with
little effort use the change of scrip value. From the vendors/E side there is
absolutely no risk since 4 digital signature prevents the customer from changing and
manipulating with the scrip value. ;

The following three activities make fraud from brokers/E side unprofitable:

e Itis possible for the customer and vendor software to independently check the
“scrip and maintain account balances, so any fraud by the broker can be
detected instantaneously.

s Usually customers do not keep large scrips at any one time thereby the broker
may have to perform a number of fraudulent transactions jn order 10 make
even a little profit.

: -
e - With fraudulent transactions, the reputation of a broker would quite obviously
be at stake. A good broker would attracting more customers and would Wwork
for increasing the customer base. It is very clear that a broker would quickly
lose the entire business and reputation if any customer has troublc with the
broker. “ )

-

Most of the vendor fraud consists of not providing desired goods for valid scrip.
The customers will lodge complaint to their broker, and in turn the brokers may drop
vendors against whom a number of complaints has been lodged. This kind of third
party evaluation also helps in policing on.one hand and good vendor rating on the
other hand.

There are three types of MilliCent Protocols with the 0Seripd as the'basis of all
other protocols: \

®  “scrip inthe clear” is considered the simplest and most efficient protocol. 1t
is the basis for the other two protocols, but it may not be practicable as it is
highly insécure

® “private and secure”, offers good enhancement of security and private over
the earlier, but it is expensive

»  “secure without encryption”, is a mix of the above two wherein security
restrictions are available, but it also looks for privacy versus eficiency.

Intranct Protucols
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This protocol can be straightaway be implemented for simple transactions involving
articles like those in print and information services that will Ge available in an online
forimat — journals, articles, magazines, newspapers, encyclopaedias, newsletters,
and databases. It can also be used to take care of purchase-selling of general
items and essential commodities of use in day-to-day life. ~

Secure Electronic Transactions (SET) Protocol

The SET based purely on the science of cryptography that speaks of encoding and
decoding messages for communication. This science is not inew to.us rather it has
been in usc since the evolution of human. Preserving the secrecy of transactions
through strong encryption algorithms, especially for applications like the military,
trade and banking has been described infinite number of times in the history books.
There has been tremendous advance in the field of encryption with the
advancement in computing and mathematics.

Secure Electronic Transactions (SET) is a
protocol developed jointly by Visa and
MasterCard, involving other computing
majors like IBM. SET is an open standard
for protecting the privacy, and ensuring the

" authenticity; of electronic transactions,
especially applicable to the banking sector
where the transactions could be in terms of
few cents to multi-million dollars.

Since the customer/consumer as well as
the traders interest has to be protected,
methods such as privacy, authentication,
encryption, etc. evolved to provide back to
back support for carrying out electronic
commerce over the Internet. '

The SET protocol is based on two different encryption and one authentication
mechanisims. SET uses symmetric encryption using the well known Data
Encryption Standard (DES) and asymmetric or public-key encryption to transmit
keys for DES transactions. The DES algorithm has been used since the 1970%s with _
advancements that took place later reduced the key-size from the orlglnal 128-bits to
56 bits. The SET protocol also uses another popular encryption algorithm RSA
known after the three scientists who developed it.

“The difficulty with 56 bit key is that it can be easily cracked in few hours and with

an investment of less than a million dollars, which is in reach of big companies. And
this is possible for almost ali security and military organizations as well. However,
the algorithms and mechanism is proving to be highly useful for banking and
commerce applications.

The customer can keep surfing through web sites and get every information about
the products or services of the company, but when it comes 1o the money
transactions, SET comes into play. The customer who intends to place order for
certain products on a company makes payment through credit card number that is
authenticated by a third party usually called as authenticator or intermediatory. The
third party'do not carryout any financial dealing but their responsibility is only to
authenticate the transactions. They in-turn communicate with the banks or vendors
and also enable debiting of the amount from the customersA bank account and
immediately crediting into the vendors & account. Any failures to do so is also

. suitably handled during the process and it is ensured that thc transaction takes place

smoothly and without any fraud.
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Chicck Your Progress

1. The - is situated at the bottom half of the Network layer

2. Media Access Control Layer uses a whereas the Ethernet
uses a 32-bit address

3. The SMTP:protocol is used in the TCP/IP based networks for
" between user computers

4. is a standard protocol for accessing e-mail from the local
server )

5. UDP stang's for

6.5 SUMMARY

There are a number of protocols available for performing varied tasks. Some
protocols are used for communication, some for conversion from one form to
another, some for specific tasks, and some even for carrying out cash transactions
(also called e-commerce). New protocols are being created for making mobile
computing a reality.

The world is fast changing and with this trend, the technology too is following the
suit. Ifit is intended to transfer any information directly to a mabile, it should be
possible in few more years. Users would be able to conncet to the intranet server
through mobile computers or phones and extract whatever they desire. The
meaning of life and computing is all set to be redefined.

The day is not far when it would be possible to literally 6talks to various devices |ike
the refrigerator or washing machine installed at home directly from anywhere in the
world and program them according to the needs of the.user.

The world s setting its stage for carrying out all transactions related 10 trade and
commerce in the virtual world. Though, there are certain difficulties in the initial
stage, many feel that this kind of transactions would bring them tremendous savings
on one hand and inci=ase the business manifold on the other hand.

Though, the Govt. of India has permitted the trading over the Internet, lot of work is
to be done in this line to slowly make a shift from the physical world to cyber world.

The success of the commerce over Internet or intranet lies in the s.ccess of the,
protocols.. Whether the transactions are dorie through ordinary leascd lines or
through wireless connectivity, the protocols have to be used and honoured. While
honouring the trade and commerce ethics, the protocols should be robust enough to
handie every kind of eventualities that can come in due to intentional or unintentional
manipulations. '

6.6 MODEL ANSWERS

1) Address Resolution Protocol

2)  48-bit address

3)  Transferring Mail Messages

4)  Internet Messagc Access Protocol

5)  User Datagram Protocol

latranet rovoecals
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6.7 FURTHER READINGS

1) David Linthicum’s Guide to Client/Server and Intranct Development by
David S.Linthicum, John Wiley & Sons.

2) Infranet’s Decisions : Creating your organization’s internal network by
Lisa Kimball, Miles River Press. '

3) Designing the Total Area Network: Intranets, VPN and Enterprise
Networks Explained by Steve Pretty, John Wiley & Sons.

Reference Websites

1) http://www.semio.com

2)  hitp./Avww persoft.com/

3) hetp:/Awww.iora.com/

4) htp://www.vandyke.com/products/cri/index. html
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